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ABSTRACT

This PhD Thesis evaluates adaptive solutions for management of virtualized
software-defined networks, thus making a step forward in the advancement of the
information world. This research has originated from the exploration of general
principles of conventional networking, software-defined networking (SDN) and its
capabilities, the Internet of Things (IoT) with its constrained network device properties,
and state-of-the-art intent-based networking (IBN).

The Ph.D Thesis is a collection of eight research results that not only contribute to
the provision of seven new adaptive solutions for telecommunication technologies but
also, at the time of writing, serves as insight into novel and actual technologies in the
industry itself. Problems discussed are: network path generation, fragmentation
mitigation in the IoT networks, cut on usage of specific-purpose built network
equipment, and automation of human-managed network configuration.

Research results covered in this Thesis have been published in scientific
publications, which are attached as appendices to the full-length text. The adaptive
solutions proposed are: a service function path encapsulation used when necessary, a
reactive service path discovery, service function share, service function path
declaration, recommendations in specification for IoT things, recommendations for
Thread mesh network density compliance, and recommendations for lift of IBN
adaptation.

Hypotheses proposed in this Thesis are all based on published research. Hypotheses
have been proven to be true, as adaptive solutions do solve problems discussed in the
problem statement. For compliance with existing global network infrastructure, the
adaptive solutions may require modification according to the targeted working
principle.
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ABBREVIATIONS

The abbreviations used in the Thesis Summary.

Al — Artificial Intelligence

CLI — Command Line Interface

CPU - Central Processing Unit

DC — Data Center

DLP — Data Leak Prevention

DPI — Deep Packet Inspection

FW — Firewall

GAN - Generative Adversarial Network

GUI — Graphical User Interface

IBN — Intent-Based Networking

IMT-2020 — International Mobile Telecommunications-2020 standard
IoT — the Internet of Things

IP — Internet Protocol

IPS — Intrusion Prevention System

ISO — International Organization of Standardization
ITU-T — International Telecommunication Union Telecommunication Standardization
Sector

LAN — Local Area Network

LB — Load Balancer

ML — Machine Learning

MPLS — Multiprotocol Label Switching

NAT — Network Address Translation

NF — Network Function

NFV — Network Function Virtualization

NLP — Natural Language Processing

NSH — Network Service Header

OSI — Open System Interconnection

PAN — Personal Area Network

PBNM - Policy-Based Network Management
PISA — Protocol-Independent Switch Architecture
PSA — Programmable Switch Architecture

P4 — Programmable Protocol-independent Packet Processing
RAM — Random Access Memory

SDN — Software Defined Networking

SF — Service Function

SFF — Service Function Forwarder

SFC — Service Function Chaining

SID — Segment Identifier

SR-MPLS — Segment Routing with MPLS data plane
TE — Threat Emulation/Extraction

VLAN - Virtual Local Area Network



INTRODUCTION

The General Assembly of the United Nations has a resolution of sustainable
development goals where it lists man-made resource management and distribution
mechanisms — power grid, water supply, food distribution, sanitary, military, monetary,
and healthcare system — which are all locked in an information world’s global network
of physical and logical nodes. Its interconnected systems’ operation and development
maintains the well-being of all to the network attached ecosystems and among their
residents [1].

Since the dawn of digitalization, a cardinal component of the information world is
packet-switched networking. Communication, enabled by the network, allows its users
to exchange information, goods, and services [2]. Evaluation of adaptive solutions for
management of virtualized software-defined networks (in this Ph.D Thesis) is based on
multiple research studies in packet-switched networks. These studies result in the
development and evaluation of seven new adaptive solutions.

Multihoming (a single target node is simultaneously reachable through multiple
connections) gets enabled for service function chaining. This functionality allows for
the usage of service function sharing for synchronous processing of multipath data
flows.

An alternative to the usage of full encapsulation for the length of the service
function path is introduced. This alternative method is the use of encapsulation only in
the segments of the network where it is necessary.

Predefined service function path policy is replaced with a mechanism for the
automation of path discovery via the use of default path and network traffic re-
classification. This functionality mitigates human intervention in network management,
therefore, eliminating the possibility of a network disruption, which is a result of
misconfiguration.

A recommendation is developed for combating missing things’ categorization in the
Internet of Things. It allows grouping devices according to their physical attributes.
Categorization enables one sort of things to have a joint attribute policy (reachability,
identifiability, software support, energy consumption type), thus increasing the
compatibility among them.

An analysis is conducted for Thread mesh density (Thread is a close-distance
communication technology for IoT devices in small-sized personal area networks). The
analysis results in a recommendation that allows easing the network availability issue
caused by personal area link regeneration due to changes in network topology.

A programmable packet processing solution model is developed for service function
chaining over segment routing with MPLS transport. This model identifies the relation
between the segment identifier and MPLS label, and proposes a service path description
with the use of unified identification.

A working principles modification is proposed for an artificial intelligence and
machine learning run state-of-the-art intent-based networking. Modification simplifies
tasks that are delegated to the artificial intelligence by splitting management types.

This Thesis has four major parts. First, an explanation of covered technologies is
given. Second, the research done is outlined with illustrations tailored to the context of
this Thesis. Third, conclusions about the results of research are drawn. Fourth,
background research is provided in the Thesis appendices . The research and its results
discussed in this Thesis have been published in eight scientific articles (all indexed in
Scopus) to improve the operation of telecommunications and computer network
infrastructure.



Background and topicality of the study

This research has originated from the exploration of general principles of
conventional networking, software-defined networking (SDN) and its capabilities of
service function chaining, the Internet of Things (IoT) with its constrained network
device properties, and state-of-the-art intent-based networking. All mentioned
technologies are pertinent to the communication and information technology field.

As the research base is a collection of work carried out from the fall of 2020 till the
spring of 2025, it not only showcases the rapid development and innovation in the field
itself, but also delivers solutions that are in synchronization with the telecommunication
industry.

And even more so, it surpasses the commercial off-the-shelf product offer as
research showcases technology implementation that is not yet widely available —
programmable switch architecture (PSA). It is a technology intended for data packet
processing customization according to individual requirements. On PSA, a service
function chaining domain had been constructed and evaluated.

Problem statement

It is typical for the information world, also known as the digital medium, to be
unpredictable and in constant change. The changes tend to result in various network
problems. Some examples of these problems are: remotely located network node link
disjoint due to unavailable network segments, live stream connection errors due to
uneven dispersion of content load, voice signal jams due to low network quality. All
mentioned problems are directly addressable as their solution resides in the analysis of
network nodes participating in the communication. Meanwhile, not all problems are
directly addressable. Problems for which solutions can be achieved in various ways,
and those that are not directly related to the misbehavior of a specific network entity,
are discussed in this work:

1. Enhancement of network path generation and coordination of transmitted
information in them by using service function chaining.

2. Fragmentation mitigation of the Internet of Things by using unified
communication standards to increase compatibility among devices in use.

3. Decrease the use of task-specific or proprietary devices by advancing the
feature set for re-programmable units.

4. Automation of human-managed network configuration, maintenance, and
telemetry analysis by providing intent-based networking.

The mentioned problems are in the scope of the technology list given in the study’s
background and explored in Section 1. Acknowledging the existing problems, the
research tasks and hypotheses are defined.



Objective and tasks of the study

The research objective is an analysis of existing solutions and the development of
new adaptive solutions set for software-defined networking and complementary
technologies in compliance with future network and IoT frameworks, including IMT-
2020 non-radio aspects, defined in ITU-T Y recommendations. The research scope is
packet-switched networks in data centers, edge, access networks, and the Internet of
Things. Solutions are made in a way to ensure that they are compatible with existing
technologies and incorporate recommendations or standardization of the working
principles of the mentioned technologies. Synchronization is also evident through the
fact that the references of the Doctoral Thesis hold multiple recommendations and
technology standards.

Defined tasks for the achievement of the set objective are as follows:

1. Perform analysis of software-defined networking and related technologies to

define the problem statement.

2. Perform experiments and emulate working principles of software-defined
networks and complementary technologies and the Internet of Things to give
recommendations about proposed and evaluated solutions for the elimination of
given problems.

3. From the output of analysis and experiments define a solution set in accordance
with the intended telecommunication framework.

4. Evaluate the scenarios of enhancement possibilities of the developed solution
according to technologies’ evolvement trends, such as a spike in device count,
a move towards packet forwarding, or a push for virtualization and automation.

The tasks define guidelines for actions performable on all in this work discussed
problems. The scientific method used in six of eight studies is the conduct of an
experiment by network topology emulation. In two other studies, the scientific
method used is a literature analysis.

Hypotheses

Seven solutions are produced in this Thesis to answer the following hypotheses:

1. Reactive service function path discovery and coordination of transmitted
information along multiple administrative domains is achievable via the use of
partial-encapsulation and re-classification methods in service function chaining.

2. Fragmentation of the Internet of Things can be mitigated with the use of a
unified transmission medium, and device compatibility can rise with the use of
a unified application layer, if more specific characteristics of things are defined.

3. Service function chaining via segment routing can be built on top of
programmable devices, thus serving as an alternative to the use of purpose-
specific or proprietary devices with similar capabilities.

4. Computer network creation and management can be automated by the use of
intent-based networking if artificial intelligence functionality is delegated
separately to different network management types.

The first hypothesis holds in multiple studies, as service function chaining is the
most explored technology in this work. This technology is mostly used in data center
networks.

The third hypothesis also deals with service function chaining (SFC), but in a
different way. Here, SFC is a subject, and the object is re-programmable devices. This
refers to experiments with programmable switch architecture.



Author’s contributions

The Ph.D Thesis is a collection of the results of eight studies that not only contribute
to the provision of new adaptive solutions for telecommunication technologies, but
also, at the time of writing, serve as insight into novel and actual technologies in the
industry itself.

The most studied technology is service function chaining (SFC). In five of eight
studies, adaptive solutions are proposed for overcoming limitations of SFC technology.
These solutions do not require their architecture modification as they are defined in a
way of reimagining the use of existing elements.

The Thesis also touches on well-studied but not well-rounded technology of the
Internet of Things. A retrospective of both standardization and conducted studies
revealed a causal relation between inadequately general recommendations and
interoperability issues.

The strive for focus on the coverage of industry's actual research topics reveals itself
most prominently through the more recent studies of programmable protocol-
independent packet processing and intent-based networking technologies.

Scientific novelty

As aresult of conducted research an applicable to software defined networking and
related technologies, and the internet of things novelties have been produced:

e Two new service function chaining packet encapsulation methods [3].

e New service function chaining path policy creation approach [4], [5].

e New categorization concept for physical devices of the internet of things to
overcome the existing device interoperability issue [6].

e New use case for devices within the service function domain for service of
multipath data flows [7].

e New causal relation between mesh networks link count and networks
regeneration occurrence ratio in Thread technology [8].

e New service function path declaration approach in segment routing [9], and
programs for network devices of programmable switch architecture [10].

e Two new intent-based networking models that are aimed at easing tasks meant
for artificial intelligence, with models customized in accordance with a
manageable network [11].



Practical significance

The Ph.D thesis does not have a single definitive problem or a single hypothesis to
be proven. There are multiple of them. Also, the tasks put in place are written to give
guidance on how the study cases were approached. The background of the research are
stand-alone scientific publications. Therefore, the research outcomes addressed within
the context of this Ph.D Thesis, as adaptive solutions, are as follows:

1. A service function path encapsulation according to the necessity for service

function chaining, in opposition to encapsulation throughout.

2. A reactive service path discovery with the use of a default path and data flow
reclassification, in opposition to proactive (defined before the arrival of the
ingress traffic classification event) manual path policy.

3. Service function share in inter-datacenter networks that enables the ability to
expand the service function path’s set of available network functions, or enables
redundancy for existing network functions.

4. Service function path declaration with designated segment identifier in segment
routing built on top of reprogrammable devices.

5. Recommendation on the implementation of specific characteristics for IoT
things definition.

6. Recommendation on IoT Thread mesh network density (count of connections)
compliance, to avoid regeneration of the whole network by defining the minimal
required number of connections that must form between a routing-capable
device and the attached end-device.

7. Recommendation for modification of intent-based networking that envisions
ease of tasks meant for artificial intelligence according to a manageable
network.

All seven adaptive solutions are a valuable contribution to the information world
as they are thought out and constructed in compliance with existing technology in use.
Especially the service function chaining rooted solutions, which do not require
modification in SFC domains standards.

Solutions that are expressed as recommendations carry their significance within
the conducted studies context itself. For example, the IoT study of the 5th solution holds
multiple paragraphs of arguments pointing out the flaws in existing standardization.

All aspects of the introduction section are revisited in detail in later sections and
overall summarized in the conclusions section.
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OVERVIEW OF THE THESIS SECTIONS

Section 1. Introduction of technologies

Software-defined network stands in contrast to conventional networking. In legacy
devices, all tasks (transmission, control, management) were performed in each device
separately. Whereas a software-defined network (SDN) consists of three planes, each
representing another task: data forwarding, control, and management, as shown in
Fig. 1.

Policy-based network management

Application (management) plane Recsion

Control plane Interpretation

Configuration

Forwarding (data) plane Execution

Fig. 1. Planes of a software-defined network.

Policy-based network management (PBNM) is a management paradigm that
separates the rules governing the behavior of a system from its functionality. It promises
to reduce maintenance costs of information systems while improving flexibility and
adaptability [12].

Application plane provides human interaction with the network via a graphical user
interface (GUI) or a command line interface (CLI). This plane consists of applications
facilitating the interaction. The interaction itself is a set of tasks that are man-imposed
and machine-committed. The control plane’s goal is to provide centralized control of
all forwarding plane elements and a single point of view of network state. The
forwarding plane mostly consists of all the same kind of network equipment devices
that perform data flow forwarding. In legacy networks, data packets are switched and
routed according to the open systems interconnection model of the International
Organization for Standardization (ISO OSI). In SDN, data packets are forwarded
according to the forwarding policy defined in the match-action pipeline. Figure 2 shows
SDN, where the control function is separated from the forwarding and security network
equipment and provided using a remote controller through a control channel.
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Network function virtualization (NFV) is where specific-purpose built network
equipment is replaced by general-purpose devices on which the network functions
(NFs) are emulated. Network functions are all actions performed upon transferred data
except the transference itself (switching, routing, forwarding). NFV is shown in Fig. 3.

NFs are: firewall (FW), network address translation (NAT), load balancing (LB),
deep packet inspection (DPI), proxy, antispam, antivirus, intrusion prevention system
(IPS), data leak prevention (DLP), and threat emulation/extraction (TE).

A turning point in data center (DC) maturity was the introduction of general-
purpose hardware. It is a hardware designed to accommodate virtualized services on
top of a shared central processing unit (CPU), random access memory (RAM), storage,
and other resources.

Service function chaining (SFC) is a data flow steering mechanism through a
specific service function path with the use of data packet encapsulation. It allows for
changing data packet processing without making a change in transport topology. Packet
encapsulation is an approach where a header is added on top of the original data packet,
usually above or below the ISO OSI 2nd layer header, depending on the transmission
medium. In SFC terminology, service function equals network function. SFC is shown
in Fig. 4.

@ Service function element
% Service function chain

functions
=

Network
—> Data flow ' 9 =
{% @ — | Server
<~ » Control channel Controller Switch Router | '

Fig. 4. Service function chaining.

The Internet of Things is a network that links everyday objects to a digital medium.
In Fig. 5, a device of the Internet of Things (IoT) is represented as a black box, as it can
be anything — from home appliances to industrial or environmental objects.
Interchangeable terms for the physical-world and information-world within the context
of IoT are real-world and digital-world. Figure 5 also shows how the IoT devices can
communicate with one another and their placement in the network.
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Thread mesh network and Matter protocol enable 10T things interconnectivity
locally. IoT things, that are built as consumer products, face three big problems:
incompatibility among them in the physical data layer, incompatibility among them in
the application layer, and the allocation of their control element in the cloud. Device
manufacturers identified these problems and made a work group that developed a
solution — Thread technology and Matter protocol.

Matter uses a common application layer and data model that delivers
interoperability between devices, allowing them to communicate with each other across
multiple IP network technologies. Since its launch, Matter runs on Wi-Fi, Thread, and
Ethernet network layers and uses Bluetooth Low Energy for commissioning [13].

Matter treats networks as shared resources. It makes no stipulation of exclusive
network ownership or access. As a result, it is possible to overlay multiple Matter
networks over the same set of constituent IP networks [ 14]. Therefore, device functions
can be managed from multiple sources simultaneously.

Personal area network (PAN) created with the use of Thread and Thread’s
placement in TCP/IP model is shown in Fig. 6. In this figure Thread network is
connected to the cloud via the use of a border router. Even though Thread is an IP-based
communication technology, it is meant to be used in local networks.

. Virtual network function
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Fig. 7. Programmable protocol-independent packet processing.

Programmable protocol-independent packet processing (P4) is a concept of
enabling re-programmability on network equipment devices. P4 language is used on
devices whose architecture corresponds to that of a protocol-independent switch
architecture (PISA). In SDN, the popular OpenFlow protocol supporting architecture
was made to program the control plane, but the match-action pipeline stayed dependent
on network protocols. P4, on the other hand, is made to program the data plane [15].



Shown in Fig. 7 is P4, where network functions are virtualized and run on re-
programmable switches. These switches are controlled remotely. The development of
network functions on PISA architecture is a challenge in telecommunications
engineering, and at the same time, it is a necessity that boosts SDN technologies'
maturity.

Segment routing has regained interest in the industry thanks to the fact that, on top
of it, the service function chaining can be done with MPLS or IPv6 as transport. Thus,
it removes barriers among legacy and SDN devices.

Segment routing with MPLS (SR-MPLS) is a packet routing method that combines
source routing with multiprotocol label switching (MPLS) encapsulation. In segment
routing, the source host or the first router in the path pushes an encapsulation on the
original packet. This encapsulation is used by transit routers to make decisions on how
to route the packet. Segment routing enables service providers to support the realization
of network slicing in an IP/MPLS transport network. The network as a whole, in a
distributed and entirely automated manner, can share a single infrastructure resource
along multiple virtual service slices. For example, one network slice is optimized
continuously for low-cost transport, a second one is optimized continuously for low-
latency transport, and a third one is orchestrated to support disjoint services, etc. [16].

Intent-based networking (IBN) enables its users to make requests, aka intents, out
of which a network policy can be generated. The user only contributes to the matter of
what the required goal is to achieve, leaving how to do it to artificial intelligence (AI),
for example:

e segment the branch office from headquarters to ensure data leak prevention;

e limit any excessive use of available bandwidth for media streaming.

IBN is a network management technology that is made to mitigate human
intervention in network creation and oversight by the use of artificial intelligence and
machine learning (ML). Starting from intent profiling with natural language processing
(NLP) to network availability foresight via big data and generative adversarial networks
(GAN) [17]-21].

To affect policies in the network, entities within the network must interpret
prescribed policies. Not all entities within a network necessarily possess the ability to
interpret policies directly. Such entities may require assistance in interpreting policies
[22]. Thus, the structure of IBN must be clearly defined and must allow network policy
interpretation into configuration.

Section 2. Network topology-aware SF chaining

Network function virtualization (NFV) applications and service providers’ legacy
network equipment must be capable of coexisting and be compatible with existing
network management and orchestration. NFV needs to ensure migration from
proprietary physical appliances to virtual on open standards-based software-defined
solutions. In other words, NFV must be capable of working in hybrid mode between
legacy physical and virtual network nodes [23].

To answer the need for orchestration in a changing environment, network topology-
aware service function chaining was developed and evaluated in this work. Its core
value is to remove encapsulation everywhere where it is not necessary. A modification
of the original architecture of service function chaining (SFC) is not required. The
difference between full and partial SF encapsulation is shown in Fig. 8, where a
partially encapsulated SF path leaves the SF that is used by both communication
directions with no encapsulation.
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In Fig. 9, the result of service function domain emulation is shown. The graph has

a direct dependence on emulated network topology (two-tier star topology with three
service functions). In other cases, service function count and topology type can differ,
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and depend on network size or other factors. This fact does not remove the validity of
the results that clearly indicate the ability to decrease the overhead of data packet
transmission. Discussed overhead refers to an additional header applied to data packets
when they cross a service function domain. Overhead for, in this work developed and
evaluated, partial encapsulation approaches (initial-partial and as required) is less than
that of a full encapsulation (in all SF path segments). Overhead decrease (the difference
between full and partial encapsulation in emulated topology) is up to 50 % (38 bytes
of overhead for a single packet versus 16 bytes as shown in Fig. 9 for NSH MD-
Type 2 with context encapsulation). It conforms to all emulated encapsulation
protocols — virtual local area network protocol (VLAN), multi-protocol label switching
protocol (MPLS), and network service header protocol (NSH).

Section 3. Reactive SF path detection

Two ways of data packet classification are shown in Fig. 10. The proactive way is
used in service function chaining architecture by default, but the reactive way is a
developed and evaluated solution in this work.

A proactive way is when packet classification is performed only if a predefined
manual static path policy for ingress network traffic is set by the network administrator.
This way can be used if ingress traffic is previously known and expected.

The reactive way, developed in this work, allows for its modification at runtime.
Here, ingress network traffic also has initial encapsulation, and it can be updated via
subsequent classification, which is enacted by a service function (SF) if it cannot
perform packet processing. The reactive way enables SF grouping in a hierarchy.
Previously, service function chains could only be built from one of all available SF
paths, but hierarchy allows grouping multiple SF paths to form a single chain.

Single SF classification

Flow table Static proactive SF path policy

Forwarding decision Encapsulation
making application

DN N Ny N R
Packet In

Packet matching

Initial SF path detection
Have Forward
policy? accordingly

Forward via Reactive SF
default path policy update|

Packet Out

Fig. 10. Reactive SF path detection.
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Fig. 11. Comparison of reactive and proactive ways:

a) probability to select the data flow appropriate SF in the initial classification;
b) probability to select a data flow appropriate SF in subsequent classification;
¢) SF match discovery ratio in initial classification;

d) SF match discovery ratio in subsequent classification.

Figure 11 shows the difference in reactive and proactive SF path discovery ways.
Graphs are directly dependent on the emulated network topology and characteristics of
the service function domain. In the emulation environment, the SF path consisted of a
single SF. A single-parameter classification was used. In other cases, the SF path can
contain more SFs, and classification can be enacted again by other parameters than
those parameters used in the initial classification. However, from emulation results, it
is clear that the reactive way is capable of improving SF path discovery in the case of
subsequent classification. Graphs a) and b) of Fig. 11 show the probability with which,
as a result of classification, an appropriate SF path will be selected for ingress data
flows. Graphs c) and d) show a ratio between all possible matchings and those that are
appropriate matches. In accordance with characteristics, graphs a) and c¢) show a
probability and matching ratio of 50 % equally for reactive and proactive ways, as there
is only a single opportunity to make the classification (classification at the beginning
of the SF chain). Whereas in graphs b) and d), a proactive way cannot do subsequent
classification, and therefore, its value is 0. A reactive SF path discovery way, with the
use of subsequent classification, can find an appropriate SF path. The probability of a
reactive way in graph b) will never surpass the value 1, and its closing in on the maximal
value can be explained by the fact that the possibility of not finding a valid SF path
diminishes as the subsequent classification count increases. Unfortunately, in graph d),
an inverted tendency can be observed as the valid SF path ratio against all possibilities
shrinks with the increase of classification count.
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Section 4. SF share in inter-data center networks

Not always are network resources exclusively used by one service provider. Even
today, enterprises are placed in a multi-domain infrastructure. Virtual network function
principle allows for customization of resource sharing and decreases management
costs. Service providers can offer a set of infrastructure and applications as a platform
on which enterprises can deploy their network applications. Within this platform,
enterprises can develop their own service customizations that are suitable for their
business needs [24].

Figure 12 shows the SF share in inter-data center networks. Communication is
happening among three distant locations. Out of which two are multihomed (a state
when a single target is reachable via multiple connection points at the same time), but
the third is with a direct link to the second one through a leased line.

In this work developed and evaluated SF share with neighboring data center could
optimize network device resource use (network equipment that is in idle state in one
data center could serve a network traffic load which is directed to the other data center)
and could enable a split allocation of systems (service function chain can be made of
joining network functions of one data center with other network functions placed in a
second data center). Peak loads and other unexpected network events can be managed
without the reservation of additional resources for insurance.

Multipath TCP (MPTCP) is a version of the protocol that allows attaching multiple
data flows to a single dialog, but steers them via different routes. MPTCP data flow,
that belongs to a single dialog, is being divided into sub-flows and addressed to multiple
IP addresses, but is steered through the same SF path at the receiving end, nullifying
the benefits of division. SF share is a solution for this problem, too.

@ Service function element
% Service function chain

MTCP aware end device

Sub-flows of single dialog

STy
—> Data flow ESwitch @ Router 'Firewall Server

Fig. 12. SF share.
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Fig. 13. Comparison of MPTCP flow throughputs:
a) multiple flows of a single dialog are steered via 1 SF;
b) multiple flows of a single dialog are steered via 2 SF in parallel.

Figure 13 shows network topology emulation results, where graph a) is the case
when the whole dialog is steered to 1 SF, within a single data center, but graph b) shows
the result of the developed and evaluated solution when flows of the dialog are steered
to 2 SFs in parallel with the use of a connection between data centers (for example
leased line). Results have a direct dependency on the topology, where in one case, 1 SF
was used, but in the other case, 2 SF paths were used, and each contained 1 SF. In other
cases, SF paths can contain multiple SFs, or more than two SF paths can be used.
However, the results of the emulated topology clearly show an increase in throughput
for all types of flows in the SF share solution. Increase (between the use of 1 SF and
use of 2 SFs in parallel) is up to 60 % (8 Mbit/s of throughput versus 14 Mbit/s for
AVG (average of all flows)). In both graphs, multiple types of flows are evaluated,
which are categorized by flow length, having a period of 60 seconds for each
measurement (normal — 1 dialog in 10 seconds, elephant — 1 dialog in 60 seconds, mice
— 5 dialogs in parallel and each in 0.2 seconds, AVG — an average of all types). The
biggest throughput is observed for mice flows.

Section 5. SR-MPLS on re-programmable data plane

A segment routing (SR) domain is a set of network nodes that participate in a
source-based routing model. These nodes can be placed in a single physical
infrastructure, or they can be allocated in remote locations. If multiple routing instances
are in use, the SR domain usually accommodates all protocol instances in the network.
Even though some applications tend to split the network into multiple SR domains,
each of which contains one or more routing instances, it is supposed that all network
nodes within an SR domain are managed by one and the same administrative element
[25]. In this study, an SR-MPLS on P4 switches is developed and evaluated. For its
realization, a software needed to be made, one that can be run on multiple network
devices. A service function chaining (SFC) domain was implemented to emulate
various segment routing paths in the topology. This allows for the evaluation of
overhead made by the use of the MPLS protocol in segment routing.

In the emulated topology, P4 switches work as service function forwarders (SFFs)
and hold the logic that emulates segment routing with MPLS (SR-MPLS) as transport
for the creation of service function chaining (SFC). Emulated topology is shown in Fig.
14. Classifier (CL) attaches MPLS labels as SFC encapsulation for packets that are
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received from the source (Src.) Service function proxy (SFP) removes the last label at
the domain’s egress, before the packet is transmitted to the destination (Dst). This
research closes with a recommendation to describe the SFC with a single segment
identifier (SID) as a single MPLS label, in opposition to the use of multiple labels.

SFF3
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Fig. 14. SFC via SR-MPLS on P4.
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MPLS encapsulation created an overhead dependency in bits per second, from the
service function path hop count, as shown in Fig. 15. Results have a direct dependency
on the emulated network topology (two-tier star topology with three service functions).
In other cases, the topology type or service function count can vary. However,
emulation results clearly show that overheads increase as the hop count gets bigger for
longer SF paths.

The overhead in discussion refers to that which is created by MPLS encapsulation,
which is attached to original data flows while they cross the service function domain.
Evaluated increase (between an SF path of eight hops and an SF path of 12 hops) is
approximately 40 % (11000 bit/s versus 17000 bit/s of overhead in Fig. 15). The
increase originates from two causes: an MPLS label stack is used for SF path
description, and only an initial classification is used at the ingress of the SF domain. In
this research, it is proposed to eliminate both mentioned causes by the use of a single
segment identifier (MPLS label) to describe an SF path altogether.

In this study, a software for service function chaining via SR-MPLS on P4 switches
was also developed and evaluated. Realized software is compatible with PISA
architecture derivation bmvI, which is used in the mininet emulator. Software is
available in a repository [10].

Section 6. Analysis of the Internet of Things

The Internet of Things (IoT) is a perpetually growing network of device mesh in
which devices are directly or indirectly attached to the Internet. Each of the devices can
be an autonomous solution or an integration into existing objects. The conception of
IoT struggles with the definition of devices, thus allowing manufacturers to vary in
device attribute incorporation. IoT mesh is a vertically fragmented system due to the
complexity of the protocol stack, variation in data format, and multiple communication
procedures [26].

In this study, IoT segmentation is proposed according to the environment or
ecosystem they are attached to. Segmentation is shown in Fig. 16. Devices would be
segmented into three groups as follows:

1. Standalone device — IoT functionality is the essence of a thing's existence.

2. Add-on device — IoT is an additional function to a device with a different main

purpose.

3. Module — IoT functionality exists only if multiple devices cooperate among

themselves.

Physical and/or Information world

Qe <

Segmentation: 1. Standalone device 2. Add-on device 3. Module

. loT related functionality Other functionality

Fig. 16. IoT segmentation.
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This research proposed a classification by physical size, shown in Fig. 17. The
figure depicts size of devices relative to a grown human. The ratio could vary with the
size of a child in case of fixed devices, but portable and wearable devices should be
comfortable to carry for all people.

Classification by size: 1. Wearable device 2. Portable device 3. Fixed device

.IoT thing Human body for scale

Fig. 17. IoT device classification by size.

In this work, 11 IoT network attributes are identified as follows:
e network devices are compatible;
e network is heterogeneous;
e network is erratic by nature;
e network is big in scale (IoT devices attached to public Internet, as described
by other authors, is a problem due to their number);
network device location must be traceable;
network devices must be identifiable;
o network is self-healing (it needs to withstand the unreachability of some
network nodes);
e in anetwork, the privacy of an individual is valued;
e network devices are easy to use with support of plug-and-play functionality;
e the network and its devices are manageable.
Attributes can be used partially, leading to network fragmentation and inability of
the device to deliver interconnectivity.

Section 7. Thread mesh density considerations

In this work, the evaluation of Thread technology has been done via emulation of
network topology. Thread mesh is observed while its density (connection count
between devices) is changed to measure the effect that connection loss has on each of
the topologies. Topologies are shown in Fig. 18. The goal of this research is to decrease
regeneration frequency in personal area networks (PANs), which is caused by changes
in Thread mesh connectivity. From the made emulations, the following scenario
emerges — in the case of a Thread network disjoint, a stray end device initially searches
for a routing-capable device that could attach it back to the PAN, but if the search is
unsuccessful, it creates a new PAN for itself. When there is a chance for an initial set
of network nodes to group, this cannot be done, as two PANs exist. For a return to a
single PAN, a regeneration process must take place for all network devices. This means
that even those devices that had not suffered from a connection loss must now terminate
their stable connection to join the new PAN.
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Measured emulated Thread network topologies' reachability is shown in Fig. 19.
Even though only three topology types were emulated, due to the Thread mesh working
principles, it is enough to obtain appropriate emulation results for other cases where the
device count is bigger.

Reachability was measured by observation of the effect caused by the router
disconnecting from the mesh. Even with two central routers disconnected, the 13-router
topology is capable of maintaining connections between transmitting and receiving
network nodes using backup paths. Experiments were done as follows:

e ping is sent from one end device to the other;

e take packet capture (capturing both directions of ping and Thread made
communication messages);

e disconnect two central routers

e the runtime of the experiment is kept constant (10 min), in which
disconnected routers are kept turned off.

The result of the experiment, in the case of a 13-router topology, is approximately
84 % successful ping data packet delivery.

The result of this research is a proposed recommendation — locate Thread network
devices at a distance that allows for at least two backup connections to be formed for
each end device. This density allows for dodging personal area network regenerations
on link breakage (cases when routing-capable devices are disconnected from the
network) as end devices have a sufficient count of backup paths.

Section 8. Intent-based networking analysis

It is stated that users' service requests need to be technology independent. That
means the users do not know about the technologies that service forwarders are using.
Therefore, users cannot make a request for the use of a specific technology, but are
provided with the ability to only modify the service that is provided [27].

Intent-based networking (IBN) supports such a working principle. Its main goal is
to use artificial intelligence to tackle cumbersome network questions (configuration
creation, maintenance of connections between network nodes, security assurance, etc.).

To advance intent-based networking incorporation in network control management,
this research discovers a necessity for change in the model’s concept. The performed
research identifies the existing model’s structure and proposes the creation of two new
derivatives that are shown in Fig. 20.

Figure 20 shows the existing default IBN model a), which does not have a defined
network management type. Within this research, the following model’s derivatives are
proposed:

1. IBN model b) for autonomous networks — for use in autonomous networks
where network creation and maintenance processes do not require human
oversight in network management. These networks are oriented on connectivity
assurance and efficiency monitoring. A change in the network is made only if it
is necessary to enhance transmission parameters or to add or remove network
nodes.

2. IBN model c) for supervised networks — for use in networks whose behavior is
defined and modified in accordance with the administrator’s requests. These
networks are paid services and enhanced security-oriented and are modified
depending on audit results about processes that are (or may be) decoupled from
network performance efficiency.
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a) Default IBN b) Autonomous IBN C) Supervised IBN

Fig. 20. IBN models:
a) default IBN model,
b) IBN model for autonomous networks;
¢) IBN model for supervised networks.

In this research, already existing IBN applications are analyzed and their proposed
standardization drafts are discussed. Most importantly, IBN structure elements
(profiling block, translation block, resolution block, activation block, assurance block)
and their interconnectivity are revealed. From these discoveries, it is concluded that
overly cumbersome network management task halts IBN adaptation.
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CONCLUSIONS

In this Thesis, eight related studies are performed. They all are done in packet-
switched networks for an enhancement of the following telecommunication
technologies:

e software-defined networking (SDN);

e network function virtualization (NFV);

e service function chaining (SFC);

e programmable protocol-independent packet processing (P4);
e intent-based networking (IBN);

e the Internet of Things (IoT).

From the conducted research results, multiple important aspects are concluded
about the working principle of studied technologies, which point to shortcomings in
them, possible optimization, and ways for the use of new solutions to mitigate the
shortcomings.

It has been concluded that by default, the service function chaining (SFC) domain
holds multiple shortcomings — it does not define conditions for encapsulation
application, it functions only thanks to a predefined manual service function (SF) path
policy, and it has no definition of functionality for multihomed tenancy. For the
mitigation of stated shortcomings, solutions are proposed — network topology-aware
SFC encapsulation, reactive SF path policy creation, and SF share in inter-data center
networks.

It has been found that, by default, the Internet of Things defines 11 various attributes
(reachability, security, identification, continuity, etc.), without any connection to
physical device parameters (dimensions, positioning, data transmission type, etc.), thus
fragmenting interconnectivity among devices. Partially, this problem is mitigated by
Thread and Matter technologies that enable centralization of device management in a
small local area network, but Thread itself suffers from link breakages that are started
by its network regeneration process. Solutions proposed are — a recommendation for
IoT device categorization, and a recommendation for Thread network density.

It has been concluded that programmable switch architecture (PSA) enables virtual
realization of network functions, but program code needs to be developed for the
definition of desirable functionality. By creation of SFC functionality on top of PSA, it
has also been concluded that SF paths made by use of segment routing with MPLS (SR-
MPLS) have dependency on encapsulation label count. A program code is developed
for SFC creation on PSA via SR-MPLS encapsulation [10], and after evaluation of the
experimental results, a recommendation is proposed for SF path declaration using a
single segment identifier.

It has been concluded that the intent-based networking (IBN) model consists of
multiple building blocks — profiling, translation, resolution, activation, and assurance —
each of which is realized with the use of artificial intelligence. An assurance block that
is committed to the provision of a network state forecast cannot be realized, as existing
artificial intelligence functionality is incapable of accomplishing the given task. To ease
the prediction generation task given to , two alternative IBN models are proposed.

The research objective (perform an analysis of existing solutions and propose new
adaptive solutions for telecommunications technologies) and its related tasks result in
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the development and evaluation of seven adaptive solutions for four telecommunication
problems.

Achieved results are listed in relation t to hypotheses:

1.

1.1.

1.2.

1.3.

2.

Reactive SF path discovery and coordination of transmitted information

along multiple administrative domains is achievable via the use of service

function chaining. Hypothesis derives from the problem of enhancing network

path generation and coordination of transmitted information in them using

service function chaining. The proposed solutions are:

A service function path encapsulation according to the necessity for
service function chaining.
Two data packet encapsulation methods are developed in this work. They
allow for imposing an encapsulation only in service chain segments where it
is necessary, opposite to encapsulation in all segments of the chain. It allows
to decrease overhead (a 50 % overhead decrease is achieved in emulated
network topology that is 38 bytes of overhead for single packet versus 16
bytes, as shown in Fig. 9, for NSH MD-Type 2 with context encapsulation),
enables multihomed tenancy, and removes service path limitations (segment
count dependency from header, SF path steering only within a single
administrative domain).

(Solution results from the research are presented in Appendix 1. The explanation is

given in Section 2. Background technologies are introduced in Subsections 1.2 and
1.3)

A reactive service path discovery using a default path and data flow
reclassification.

Solutions developed in this research are a combination of using the default
path and network data packet re-classification, in opposition to predefined
policy. This mitigates human intervention in service function path creation.
The author’s proposed solution is capable of subsequent SF path
discovery for single-conditioned policy-steered network traffic, while the
existing solution is not.

(Solution results from the research are presented in Appendices 2 and 3. Its
explanation is given in Section 3. Background technologies are introduced in
Subsections 1.1 and 1.3.)

Service function share in inter-datacenter networks.

Solution developed in this research allows steering a single multipath TCP
(MPTCP) belonging to sub-flows via different service functions (SFs), in
opposition to single SF usage. The SF share can be put in use in inter-data
center networks to increase overall connection throughput (in an emulated
network topology, a 60 % throughput increase was measured, that is 8 Mbit/s
of throughput versus 14 Mbit/s for AVG (average of all flows) value in
Fig. 13).

(Solution results from the research are presented in Appendix 6. Its explanation is

given in Section 4. Background technologies are introduced in Subsections 1.1 and
1.3)

Fragmentation of the Internet of Things can be mitigated by using a unified
transmission medium, and device compatibility can rise with the use of a
unified application layer, if more specific characteristics of things are
defined. Hypothesis derives from the problem of fragmentation mitigation of
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2.1.

2.2.

3.

the Internet of Things by using unified communication standards for the

increase of compatibility among devices in use. The proposed solutions are:
Recommendation on the implementation of specific characteristics for IoT
device definition.
IoT mesh is a vertically fragmented system due complexity of the protocol
stack, variation in data format, and multiple communication procedures [26].
Therefore, in this research recommendations are developed for categorization
of ToT devices according to their physical size (wearable, portable, fixed),
and according to [oT functionality role in relation to the device’s main purpose
fulfillment (standalone, add-on, module), and according to communication
parameters (what physical signal it can transmit). The author’s proposed
classification allows overcoming the fragmentation of the network relating to
a lack of interconnectivity among devices.
(Solution results from the research are presented in Appendix 4. Its explanation is
given in Section 6. Background technology is introduced in Subsection 1.4.)

Recommendation on IoT Thread mesh network density compliance.
Developed in this work is a recommendation stating that it is necessary to
locate Thread network devices at a distance that allows for at least two backup
paths to be created. This density decreases personal area network regeneration
frequency on connection loss (in the emulated network topology selected
density provided the connection continuity of 84 %, which equals over 500
pings received in a period of 10 min at two central routers disconnected by
measuring packet loss). There is no set recommendation for link count
besides that which is proposed in this research.

(Solution results from the research are presented in Appendix 5. Its explanation is
given in Section 7. Background technology is introduced in Subsection 1.5.)

Service function chaining via segment routing can be built on top of
programmable devices, thus serving as an alternative to the use of purpose-
specific or proprietary devices with similar capabilities. Hypothesis derives
from the problem of the cut on the use of task-specific or proprietary devices by
the advancement of the feature set for re-programmable units. The proposed
solution is — service function path declaration with a designated segment
identifier in segment routing. Also, the author’s built software can be
reused as an alternative to proprietary solutions with similar capabilities.
In this work, a software for SFC via SR-MPLS on P4 switches was developed
and evaluated and is available in a repository [10]. It can be concluded that the
SF path declaration needs to be made by using a single MPLS label for all SF
paths, if transport is segment routing. This allows for dodging the increasing
overhead for longer SF paths (in emulation, a 40 % increase is observed when
the SF path with eight hops and the SF path with 12 hops are compared, that
is 11 000 bit/s versus 17 000 bit/s of overhead in Fig. 15).
(Solution results from the research are presented in Appendix 8. Its explanation is

given in Section 5. Background technologies are introduced in Subsections 1.6 and
1.7.)

Computer network creation and management can be automated by using
intent-based networking if artificial intelligence functionality is delegated
separately to different network management types. Hypothesis derives from
the problem of automation of human-managed network configuration,
maintenance, and telemetry analysis by the provision of intent-based
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networking. The proposed solution is — recommendation for facilitating
intent-based networking adaptation.
In this work, a split of the IBN model into two sub-models is proposed. One
for autonomous networks and the other for supervised networks. The division
would ease the tasks of assurance block (an action set that the use of artificial
intelligence provides analysis and forecast of network performance). Studied
references of Appendix 7 (works of other authors) strongly suggest the
need for ease of tasks of the assurance block. The proposed solution is yet
to be tested.
(Solution results from the research are presented in Appendix 7. Its explanation is
given in Section 8. Background technology is introduced in Subsection 1.8.)

Developed and evaluated adaptive solutions are the result of multiple completed
studies. Hypotheses defined in this Thesis have been found to be true by conducting
analysis and experimental evaluation by emulation of proposed solutions application
for given problems in various telecommunication technologies. This Thesis and its
results together can be used as a forging ground for future research.
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