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1. OVERVIEW

1.1. Introduction

According to International Data Corporation (IDC), global Internet users are projected to
generate 175 ZB of traffic data by 2025 [1]. Network traffic is a complex collection of
interactions, data flows, and endpoints characterized by self-similarity, burstiness, and cyclical
patterns. In the face of rapidly increasing data traffic, Network Traffic Monitoring and Analysis
(NTMA) plays a crucial role in monitoring network performance and improving resource
utilization [2], [3]. Network Traffic Classification (NTC) is one of the most crucial applications
in the NTMA. NTC is the process of categorizing network traffic based on network
characteristics to identify different applications or services running on the network [4]-[12].
This classification is essential for Internet Service Providers (ISPs) to manage their operations
effectively. Categorizing traffic into priority levels helps ensure that critical applications
receive adequate bandwidth and processing power. It also aids in anomaly detection and
implementing measures to maintain network security and performance. Meanwhile, video-
based services have become a major contributor to network traffic data [13]. According to Cisco,
video media will account for 82 % of all IP traffic by 2021 [14]. Over-the-top (OTT)
applications, such as Netflix and YouTube, dominate this growth, with Sandvine Incorporated
reported a 24 % increase in video traffic as of January 2023 [15], [16]. Currently, many
prevailing OTT platforms offer 4K/8K Ultra-High-Definition (UHD) resolution content with
high frame rates like 60 FPS or 120 FPS, significantly impacting network traffic volume [17]-
[24].

Most existing studies on media application traffic monitoring and classification focus
primarily on encrypted OTT video applications [25]-[28]. Researchers have collected large
volumes of network traffic and constructed several public benchmark datasets, including
ISCXVPN2016, ISCXTor2016, MIRAGE-2019, CICDarknet2020, MAppGraph2021, and
UTMobileNet2021 [29]-[34]. These applications are labeled based on features including
application name, streaming platform, audio and video content, encapsulation, encryption,
anonymization methods, transmission protocols, quality of service (QoS) levels, quality of
experience (QoE), and other characteristics [35]-[41]. With the use of advanced machine
learning and deep learning classifiers, these studies have achieved excellent classification
performance at multiple granularity levels, including payload and flow analysis [42]-[86].
Although video-related traffic is present in these datasets, it usually represents only a small
portion of the total data. Some proprietary datasets are specifically focused on video traffic,
using classification labels derived from metadata such as playback behavior, and video
parameters [87]-[94]. However, these datasets still have several limitations. There is often a
weak correlation and explainability between the samples and their ground-truth labels, the
classification boundaries remain unclear, and the data is frequently mixed with other types of
application traffic. This overlap occurs across various dimensions, including network protocols,
system architectures, application categories, and traffic distribution patterns, which makes the
media application traffic profiles more complex [95], [96].



Additionally, emerging applications such as cloud gaming, social networking, web
conferencing, and eXtended Reality (XR)/Metaverse experiences are evolving rapidly [97]-
[99]. Most existing works focus on traffic modeling and analysis, while traffic monitoring and
classification for emerging applications remain in the early stages of research [100]-[108].
However, these emerging applications are evolving rapidly, making it increasingly difficult to
categorize network traffic using traditional methods based on applications or services. The
growing convergence and interactivity among applications have led to diminishing distinctions
in their traffic characteristics. To gain deeper insights into the traffic patterns of these next-
generation applications, fine-grained monitoring and classification of interactive media
network traffic have become essential. For OTT providers, it enables them to anticipate trends
in interactive media network traffic, optimize network configurations, enhance performance,
reduce security risks, and deliver better video services to users.

1.2. Rationale

To achieve fine-grained monitoring and classification of interactive media network traffic,
a structured multi-step methodology is required. The first essential step involves comprehensive
traffic data collection. To ensure diversity and representativeness, interactive media traffic is
categorized into three major application domains: Live Streaming, Cloud Gaming, and
Metaverse. The Live Streaming category includes traffic from five globally and regionally
popular platforms: YouTube, BiliBili, Twitch, Facebook, and TikTok. The Cloud Gaming
category consists of traffic captured from applications such as Spitlings, Tomb Raider, and
Thumper [98]. The Metaverse category comprises applications including VRChat, TheLab,
SolarSystemAR, RealityMixer, Hellblade, DiRT Rally 2.0, and Bigscreen Theatre [108]. All
traffic sources are obtained from public and proprietary datasets and exhibit variation in
network standards, capture durations, sniffing tools, and device platforms. Therefore, a critical
preprocessing step is necessary to normalize and prepare the data for subsequent analysis.

The second step involves determining the appropriate number and structure of traffic
categories to support fine-grained classification. Key factors influencing traffic characteristics,
particularly for video-based applications, include resolution, bitrate, encoding format, container
type, frame rate, streaming mode such as Video on Demand (VVoD) or Video Live Streaming
(VLS), and streaming protocols. These parameters, along with prior domain knowledge, help
define meaningful and distinguishable traffic categories. For encrypted traffic, the classification
granularity significantly affects both accuracy and efficiency. While many studies focus on
flow-level and payload-level classification, time series-based approaches have become
increasingly relevant. These methods utilize spatiotemporal patterns in traffic data without
relying on payload inspection, making them well suited for privacy-preserving classification
tasks. In the fourth step, datasets are constructed based on the selected classification
granularities. The final step involves selecting relevant training features and applying
supervised learning algorithms to perform the classification task. Model performance is then
evaluated using standard classification metrics to assess the effectiveness of fine-grained
monitoring and classification of interactive media network traffic [13], [2], [3].



1.3. The Aim and Theses of the Doctoral Thesis

The objective of this Doctoral Thesis is to achieve fine-grained monitoring and
classification of network traffic generated by interactive media applications across diverse
network conditions at multi-granularity levels. This study aims to improve the understanding
of traffic patterns and the roles of interactive media in today's complex and heterogeneous
network environments, while also contributing to traffic behavior analysis in NTC and
extending to NTMA tasks. The core findings are summarized as follows:

Thesis 1: Network bandwidth is the primary factor affecting interactive media network
traffic volume and distribution. Additionally, video resolution and frame rates also play a direct
role in shaping traffic characteristics. Variable bitrate encoding, fluctuations in keyframe bitrate,
and the utilization of GOP structures are among the most critical factors affecting traffic
behaviors.

Thesis 2: Streaming application protocols can dynamically pair with different transport
layer protocols. When WebRTC is combined with UDP, it produces the highest number of
packets but with the smallest payload size, where the traffic volume accounts for only 70 % of
the corresponding raw video file size, while also showing the lowest latency. When HLS is
combined with TCP, it yields the largest total payload volume, up to 1.5 times larger than the
raw video file under the same network conditions, and exhibits a high control-plane to data-
plane traffic ratio.

Thesis 3: In fine-grained classification tasks, ground truth labels are directly associated with
sample characteristics. These labels are derived from traffic-influencing factors and other prior
knowledge. All training features and samples are transparent and interpretable. The
classification task is conducted at three granularities — time series, flow, and payload — making
the approach adaptable to different scenarios.

Thesis 4: The Stacking model achieved over 99 % overall classification accuracy across 86
categories in the Live Streaming dataset, containing more than 200,000 samples. Each category
attained an F1-score of at least 0.94 at the flow level. The 1D-CNN model achieved at least 80 %
classification accuracy at both the time series and flow levels, outperforming three state-of-the-
art deep learning models. At the payload level, the 2D-CNN model reached over 84 %
classification accuracy, exceeding other methods by more than 10 %.

The research hypotheses of the Doctoral Thesis:

1. Different interactive media applications generate similar traffic volumes under the same
network bandwidth. Variations in raw video parameters result in traffic volume differences of
no more than 10 % among all applications. Setting the GOP to 180 frames best reflects the
actual traffic burstiness distribution over time.

2. WebRTC, combined with UDP, transmits the smallest payload volume, achieving over
30 % traffic savings compared to the original video size. It also generates at least twice as many
packets as other streaming protocols, including HLS, DASH, RTMP, and HTTP-FLV.

3. Labels in fine-grained classification correlate with known traffic generation parameters,
allowing for transparent and explainable class mapping. At the payload level, the total number



of interactive media traffic samples exceeds that of the time-series and flow levels by at least
70 %, even without resampling techniques.

4. The 2D-CNN model achieves over 84 % classification accuracy at the payload level,
outperforming other baselines by at least 10 %.

1.4. The Tasks of the Doctoral Thesis

1. To collect interactive media application network traffic from multiple sources, including
public and proprietary datasets. Traffic was actively captured from various platforms,
applications, and services under different network conditions. Bidirectional traffic from both
client and server sides was obtained in idealized network environments across multiple
streaming protocols.

2. To use the standard video quality testing file, Big Buck Bunny, for client-server push and
pull stream tests. To generate video files with varying quality levels using the FFmpeg video
transcoding tool and examine the relationships between bitrate and frame distribution.

3. To conduct global and local statistical analysis of interactive media network traffic. To
employ a sliding time window method to analyze traffic distributions across varying time scales
and identify patterns and behaviors.

4. To develop algorithms to generate classification datasets for interactive media
applications network traffic at three levels of granularity: time series, flow, and payload. To
apply preprocessing to construct the corresponding datasets.

5. To design and evaluate classification models including 1D-CNN, 2D-CNN, RNN, GCN,
and stacking. To compare their performance with three state-of-the-art models: Deep Packet,
FlowPic, and FS-Net.

1.5. Research Methods

To carry out the tasks outlined in the Doctoral Thesis and analyze the associated problems,
Wireshark, Tcpdump, and nDPI tools were employed to collect diverse network traffic.
Preprocessing was conducted using MATLAB, NFStream, and CICFlowMeter to generate
proprietary datasets, which were also compared with various public benchmark datasets. For
mathematical modeling, multiple state-of-the-art machine learning algorithms were applied
while using popular Python libraries, including PyTorch, PyTorch Geometric, OpencCV,
SciPy, StellarGraph, TensorFlow, Keras, XGBoost, scikit-image and
scikit-learn for network traffic classification. Additionally, srsRAN, Simu5G, and SRS
tools were utilized to simulate network traffic under specific scenarios.

The core experiments of the Doctoral Thesis research were conducted in the Open RAN
Testing and Research Laboratory at the Institute of Photonics, Electronics and
Telecommunications (IPEC) of Riga Technical University (RTU). An additional experimental
study was carried out at the Department of Information and Communication Technologies,
Technical University of Cartagena (UPCT) in Spain.
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1.6. Scientific Novelty and Main Results

The scientific novelty of the Doctoral Thesis lies in the pioneering work on fine-grained
monitoring and classification of network traffic generated by mainstream interactive media
applications under heterogeneous network environments. The study achieves high classification
performance on multiple metrics with transparent and interpretable processes. The following
are the specific novel contributions, supported by 8 publications

1. A robust stacking ensemble learning classifier is proposed that achieved 99 %
classification accuracy across 38 categories and an Fl-macro score of 0.83 across 101
categories at the flow level on public and proprietary datasets. This model effectively handles
datasets with varying sample sizes and severe category imbalance. The Stacking model,
introduced in Publication 1, is implemented in the Classification Models section of the
Methodology chapter.

2. In the 5G Open RAN environment, it was demonstrated how 5G frequency bands and
bandwidth conditions influence video applications traffic distribution. Over 99 % classification
accuracy was achieved across 13 categories at the flow level under the enhanced Mobile
BroadBand slicing scenario. The corresponding public datasets referenced in Publication 2 are
utilised in the Data Acquisition and Preprocessing sections of the Methodology chapter.

3. A novel and explainable nYFTQC algorithm has been developed, enabling the
construction of 15 proprietary Internet video traffic datasets. These datasets are notable for their
completeness, consistency, and transparency. The novel nYFTQC algorithm, presented in
Publication 3, is applied in the Methodology chapter, in the section on the generation of multi-
granularity classification datasets at the flow level.

4. A GCN-based deep learning model is proposed that achieved 86 % classification
accuracy across 10 categories at the flow level, incorporating both real-world OTT applications
generated network traffic and simulated video traffic using DASH. The GCN-based deep
learning model, introduced in Publication 4, is used in the Methodology chapter, in the
Classification Models section for performance comparison. Additionally, Publication 4 applies
the DASH-based simulated video streaming method in the data acquisition and preprocessing
section to generate the streaming VLS simulation datasets.

5. In Publication 5, an improved GNN model was designed for a mixed OTT and XR traffic
dataset. Samples were labelled into three QoE-based categories using the Mean Opinion Scores
metric, achieving approximately 90 % classification accuracy at the payload level under Wi-Fi
network conditions. Publication 5 introduced the mixed traffic dataset generation method,
which is applied in the Methodology chapter, in the Data Acquisition and Preprocessing section,
for constructing metaverse and cloud gaming datasets. The payload-level classification method,
involving byte payload graph sample construction, is also applied in the Methodology chapter,
section on the generation of multi-granularity classification datasets for generating payload-
level interactive media network traffic datasets.

6. A generative DBN model has been introduced, reaching 92 % classification accuracy
across 8 categories at the time series level, where normal OTT applications generated network
traffic under the Wi-Fi network environment was mixed with Tor anonymization and VPN
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encryption. The same model achieved 94 % accuracy at the flow level on the same dataset. For
Publication 6, Tor and VPN-related public datasets were utilized. After data cleaning, these
were applied in the Methodology chapter in the Data Acquisition and Preprocessing section to
generate the new Tor and VPN sub-dataset within the live streaming dataset.

7. A 1D-CNN model is proposed that achieved 97 % classification accuracy across four
categories for the YouTube dataset at the time series level. Based on this model, modified 2D-
CNN and RNN models are also developed to expand performance across other granularities.
Publication 7 introduced the 1D-CNN model, which was utilized in the Methodology chapter
the Classification Models section, for further classification performance comparison.

8. Statistical moment analysis and Fast Fourier Transformationwere applied to address
packet burstiness and distribution bias at the time series level. Publication 8 introduced methods
that improved interpretability but yielded only limited enhancements in classification
performance. These methods were still employed to test interactive media network traffic
classification performance at the time-series level, as presented in the Generation of Multi-
granularity Classification Datasets section of the Methodology chapter.

According to classification results across three granularities for datasets composed of
interactive media application network traffic, the main results are as follows:

1. The 1D-CNN model achieved up to 95 % classification accuracy and a macro F1-score
of 0.93 among 95 categories at the packet time series level on the Live Streaming dataset with
over 40,000 samples.

2. The Stacking model achieved up to 99 % classification accuracy and a macro F1-score
of 0.99 among 86 categories at the flow level on the Live Streaming dataset with over 200,000
samples.

3. The 2D-CNN model achieved up to 81 % classification accuracy and a macro F1-score
of 0.82 among 95 categories at the payload level on the Live Streaming dataset with over
180,000 samples.

The results achieved during the Doctoral Thesis development have been applied in the
following projects:

1. ERDF within the Activity 1.1.1.2 “Postdoctoral Research Aid” of the Specific Aid

Objective 1.1.1, No. 1.1.1.2/VIAA/2/18/332, 01.09.2021-30.11.2021.

2. ESF doctoral and academic staff specialization strategic strengthening grant,

No. 8.2.2.0/20/1/008, 01.12.2022-30.11.2023.

3. European Union's Recovery and Resilience Facility within the Project No.
5.2.1.1.i.0/2/24/1/CFLAJ003, 01.10.2024-30.09.2025.

4. Multipath Roaming Solution for Open RAN (TRANSFER), project No. 1.1.1.3/1/24/A/018,
24.04.2025-30.09.2025.

5. Grant PID2023-1482140B-C21 funded by MICIU/AEI/10.13039/501100011033 and

FEDER/EU (Murcia, Spain), 01.05.2023-31.12.2024.
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1.7. The Structure of the Doctoral Thesis

The Doctoral Thesis comprises four main chapters. Chapter 1 presents the research context
of fine-grained monitoring and classification of interactive media network traffic. It outlines
the background, motivation, literature review, objectives, aims, theses, and hypotheses.
Chapter 2 describes the methodologies employed to achieve the research goals. It includes five
subsections. Chapter 3 provides a detailed analysis of the classification results at the three
granularity levels and their corresponding datasets. Chapter 4 concludes the Doctoral Thesis
and discusses future research directions.

1.8. Publications and Approbation of the Doctoral Thesis

The results of the Doctoral Thesis are presented in five scientific articles and publications
in conference proceedings, four of which are indexed in SCOPUS, Web of Science (WoS), and
Institute of Electrical and Electronics Engineers (IEEE) databases. The author has a total of
eight publications. The main results of the Doctoral Thesis were summarized in three scientific
journals. The results of the research were presented at eight international scientific conferences.

Scientific articles and publications

1. Chen, T., Grabs, E., Ipatovs, A., Cano, M. “Ensemble Learning Enabled Flow-level
Internet Traffic Classification” submitted to Journal of Information and Telecommunication
(Under review).

2. Chen, T., Benkis, R., Bogdanovs, N., Stetjuha, M., Klaga, J., Jeralovi¢s, V., Rjazanovs, D.,
Grabs, E., Ipatovs, A. “Video Traffic Classification in the 5G Open RAN Network”
submitted to 2025 Photonics & Electromagnetics Research Symposium (PIERS 2025)
Conference (Accepted), United Arab Emirates, Abu Dhabi, 4-8 May 2025.

3. Chen, T., Grabs, E., Ipatovs, A., Cano, M. A Novel Proprietary Internet Video Traffic
Dataset Generation Algorithm. Applied Sciences, Vol. 15, No. 2, Article number 515. e-
ISSN 2076-3417, 2025.

4. Chen, T., Grabs, E., Ipatovs, A., Pétersons, E., Ancans, A. Bitrate-based Video Traffic
Classification. In: 2023 Photonlcs & Electromagnetics Research Symposium (PIERS 2023):
Proceedings, Czech Republic, Prague, 3-6 July 2023.

5. Chen, T., Grabs, E., Tasic, ., Cano, M. Network Traffic Analysis for eXtended Reality
Applications. In: XVI Telematics Engineering Conference (JITEL 2023), Spain, Barcelona,
8-10 November 2023.

6. Chen, T., Grabs, E., Pétersons, E., Efrosinin, D., Ipatovs, A., Bogdanovs, N., Rjazanovs,
D. Multiclass Live Streaming Video Quality Classification Based on Convolutional Neural
Networks. Automatic Control and Computer Sciences, Vol. 54, No. 5, pp. 455-466.
ISSN 0146-4116. e-ISSN 1558-108X, 2022.

7. Chen, T., Grabs, E., Pétersons, E., Efrosinin, D., Ipatovs, A., Kluga, J. Encapsulated and
Anonymized Network Video Traffic Classification with Generative Models. In: 2022
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Workshop on Microwave Theory and Techniques in Wireless Communications 2022
(MTTW’22): Proceedings, Latvia, Riga, 5-7 October 2022.

Grabs, E., Chen, T., Pétersons, E., Efrosinin, D., Ipatovs, A., Kliga, J., Culkovs, D.
Features Extraction for Live Streaming Video Classification with Deep and Convolutional
Neural Networks. In: 2021 IEEE Microwave Theory and Techniques in Wireless
Communications (MTTW 2021), Latvia, Riga, 7-8 October, 2021.

Presentations at 8 international scientific conferences

1

Chen, T., Benkis, R., Bogdanovs, N., Stetjuha, M., Klaga, J., Jeralovi¢s, V., Rjazanovs, D.,
Grabs, E., Ipatovs, A. “Video Traffic Classification in the 5G Open RAN Network”
submitted to 2025 Photonics & Electromagnetics Research Symposium (PIERS 2025)
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2. METHODOLOGY

In this chapter, all employed methods are systematically introduced across five main
sections.

2.1. Data Acquisition and Preprocessing

Data acquisition and preprocessing are essential steps in constructing standardized training
datasets for interactive media applications network traffic analysis. Table 1 summarizes prior
knowledge related to network traffic in interactive media applications, consisting of four
datasets: Live Streaming, Cloud Gaming, Metaverse, and Streaming VLS Simulation. Each
dataset includes multiple sub-datasets. For the Live Streaming dataset, each proprietary sub-
dataset corresponds to a specific OTT platform. Traffic data was captured while watching a
single video on each platform using Google Chrome version 100.0.4896.88. The traffic was
recorded as Packet Capture (PCAP) files via Wireshark 3.4.3 on a Windows 10 system (Build
18363.1316), using an Intel(R) Wi-Fi 6 AX200 160MHz adapter in monitor mode. Captured
PCAP files were validated using Internet Protocol (IP) and Media Access Control (MAC)
addresses, filtered, and truncated to 30 minutes to ensure consistent duration across services.
Sub-datasets are categorized by platform name, video resolution, frames per second (FPS), and
whether the content was VoD or VLS. Over 84 GB of traffic was collected.

The YouTube sub-dataset exhibited the greatest category diversity. Different OTT
platforms recommend various video encoding settings. Most platforms use adaptive bitrate
(ABR) streaming to adjust video quality dynamically based on network conditions and device
capabilities [109], [20]. During data capture, fixed playback resolutions and latency mode were
selected, Wi-Fi connection bandwidth reached over 100 Mbps. However, many platforms, such
as YouTube and Vimeo, favor variable bitrate (VBR) encoding, which allows the bitrate to
fluctuate for optimal quality [110]-[112]. The usage of VBR encoding is influenced by several
factors, including resolution height and width, frame rate, color depth, codec, encoding settings,
scene complexity, and motion intensity. As these parameters increase, the required bitrate tends
to rise accordingly. In contrast, platforms like Twitch, Facebook, TikTok, and BiliBili often
prefer constant bitrate (CBR) encoding [113]-[115]. For VoD applications, downloaded video
files can be analyzed to retrieve raw bitrate information. In contrast, for VLS, such data must
be inferred indirectly using real-time traffic statistics. This approach is affected by factors such
as Content Delivery Network (CDN) cache delays, storage location of video resources, and
varying network conditions, including bandwidth, jitter, and packet loss [116].

In the context of 5G networks, traffic characteristics have changed significantly due to
different cellular network configuration variances. According to the 5G Coverage Expansion
Dataset 1, Italian in-lab testbed dataset 1 and Italian in-lab testbed dataset 2 from the NANCY
project, video traffic was simulated and captured using srsRAN and PCAPdroid tools in the
Open RAN environment. Data was collected across multiple layers of the protocol stack,
including MAC, Next Generation Application Protocol (NGAP), Radio Link Control (RLC),
and GPRS Tunneling Protocol User Plane (GTP-U), as well as on the edge client side. Different
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video files were streamed using various resolutions (480 P, 720 P, 1080 P, 2160 P, and 4320 P),
bitrates (6 Mbps, 10 Mbps, 20 Mbps, and 40 Mbps), and bandwidths (10 MHz and 20 MHz) on
two frequency bands (N3 and N78) via Real Time Messaging Protocol (RTMP). The resulting
constant bitrates list is approximated through rate limiting under various network bandwidth
conditions. However, the theoretical maximum transmission rate in 5G networks significantly
exceeds the bitrates discussed in this context. Encoding was performed using H.264 and VP8
codecs. These traffic traces are consolidated into the Big Buck Bunny sub-dataset under the Live
Streaming category [117]-[119].

Besides, even within the same network environment, network traffic distribution varies
across different ABR protocols. This variation is influenced by differences in packet buffering
policies, latency tolerance, device capabilities, and user behavior. Platforms such as Twitch,
Facebook, and TikTok primarily use the HTTP Live Streaming (HLS) protocol. In contrast,
BiliBili and Netflix mainly adopt Dynamic Adaptive Streaming over HTTP (DASH), while
YouTube and Vimeo support both protocols. HLS was defined by RFC 8216, which enables
segmented video transmission. Clients retrieve and play video content through .m3u8 playlist
files and .ts segment files [120]. It typically uses the H.264 video codec and supports audio
codecs such as AAC, MP3, and AC-3. DASH, standardized by ISO/IEC 23009-1:2022, also
supports segmented transmission. Clients use the Media Presentation Description (MPD)
playlist file to access .ts or .m4s segment files. DASH supports a broader range of video codecs,
including H.265, H.264, and VP9 [121]. Although many parameters of a video source (e.g.,
encoding format, resolution, bitrate, framerate, protocol) can be customized before streaming,
these details are typically not visible to the client. Each playback instance on an OTT platform
exhibits a unique traffic fingerprint based on these hidden parameters. Consequently, traffic
characteristics in interactive media applications vary significantly depending on the chosen
protocol, platform, and playback scenario.

To eliminate the influence of external environmental parameters on the network traffic
distribution of interactive media applications, the characteristics of traffic under different
streaming protocols are systematically examined. All servers and clients are configured within
the same Local Area Network (LAN) environment to ensure consistent testing conditions. A
single Big Buck Bunny video file is used repeatedly in multiple VLS sessions, with different
ABR protocols applied. During each session, downstream traffic is captured from the client
side, while upstream traffic is recorded from the Simple Realtime Server (SRS) using the
Tcpdump tool [122]. The bidirectional traffic is selected as an individual category. Big Buck
Bunny serves as a widely accepted benchmark for video playback testing due to the availability
of high-quality raw video formats that support flexible preprocessing for experimental needs
[123]. The SRS server is deployed in a Docker environment and supports several streaming
protocols, including RTMP, Web Real-Time Communication (WebRTC), HLS, HTTP FLV
live stream (HTTP-FLV), Secure Reliable Transport (SRT), DASH, and GB28181. For this
study, five protocols relevant to interactive media applications are selected: RTMP, WebRTC,
HLS, HTTP-FLV, and DASH. RTMP is used as the stream pushing protocol, while FFmpeg
is employed for video editing, transcoding, and segment generation [124]. The duration of each
media segment is set to two seconds, and 10 fragments are retained in the sliding window for

16



each session. All five selected protocols are supported on the client side using playback tools
suchas SRS Player, VLC, Dash JavaScript Player and FFplay [125], [126]. The
resulting network traffic from these streaming sessions is compiled into the Streaming VLS
Simulation dataset, with a total volume of approximately 20 GB.

The Cloud Gaming and Metaverse datasets exhibit substantial differences in their data
characteristics. The Cloud Gaming dataset includes three sub-datasets: Spitlings (SP), Tomb
Raider (TR), and Thumper (TH), all of which were captured on Google's Stadia platform.
Stadia delivers its services through the WebRTC framework, utilizing several protocols
including ICE, STUN, TURN, DTLS, RTP, and RTCP [127]. ICE (Interactive Connectivity
Establishment) facilitates peer-to-peer communication over UDP in NAT environments by
incorporating STUN and TURN. DTLS (Datagram Transport Layer Security) secures
datagram-based transmissions. RTP (Real-Time Protocol) is used for media delivery from the
server, while RTCP (Real-Time Control Protocol) enables client-side feedback on reception
quality. Network traffic was collected under a VBR scenario with no bandwidth limitations.
Each sub-dataset is categorized by game title, resolution, codec, game state, and streaming
protocol. Due to the unavailability of raw PCAP files, detailed flow-level and payload-level
analysis is not feasible [98].

The Metaverse datasets consist of seven distinct services, with network traffic captured
using a virtual desktop streaming (VDS) configuration. A cloud-based computer served as the
rendering platform, hosting the VDS server. An Oculus Quest 2 device was connected via a
VDS client, and traffic was recorded using Wireshark. Each session was limited to 15 Mbps
bandwidth and had an approximate duration of one minute. Similar to the Cloud Gaming dataset,
Metaverse applications also rely on the WebRTC protocol for streaming [108]. In addition to
video-related metadata, OTT applications often implement anonymization and encryption
techniques. To reflect these characteristics, YouTube and Vimeo traffic samples, which
combine Tor anonymization browser and OpenVPN protocol encapsulation encryption, are
extracted from the ISCXVPN2016 and ISCXTor2016 public datasets, respectively [29], [30].
The resulting dataset includes four categories; however, it lacks detailed metadata descriptions
related to video parameters. To summarize, the network traffic of various interactive media
applications has been analyzed based on protocol diversity, video metadata, and network
environment characteristics.
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Table 1
Summary of Variations in Network Traffic Characteristics of Interactive Media Applications

Raw PCAP

Datasets Dataset Category File size Duration Network Source
YouTube 26 448 GB 1800 s Wi-Fi Proprietary
Big_Buck_Bunny 13 104GB 600s 5G P“b'['fl[gll”]'
. BiliBili 15 20.2GB 1800 s Wi-Fi Proprietary
Str;‘rfing Twitch 14 8.48 GB 1800's Wi-Fi Proprietary
Facebook 12 3.78 GB 1800 s Wi-Fi Proprietary
TikTok 6 2.98GB 1800 s Wi-Fi Proprietary
Vimeo 5 1.84GB 1800 s Wi-Fi Proprietary
Tor&VPN 4 1.95GB 9455 Wi-Fi Public [29], [30]
Cloud Spitlings 6 / 600 s W|F| Public [98]
Gaming Tomb Raider 5 / 600 s W!-F! PubI!c [98]
Thumper 1 / 600 s Wi-Fi Public [98]
VRChat 3 338 MB 63s Wi-Fi Public [108]
TheLab 3 348 MB 63s Wi-Fi Public [108]
SolarSystemAR 3 345 MB 63s Wi-Fi Public [108]
Metaverse RealityMixer 3 350 MB 63s Wi-Fi Public [108]
Hellblade 3 347 MB 63s Wi-Fi Public [108]
DiRTRally2.0 3 358 MB 63s Wi-Fi Public [108]
BigscreenTheatre 3 357 MB 63s Wi-Fi Public [108]
Big_Buck_Bunny 13 4.14GB 635 s Ethernet Proprietary
Streaming B!g_Buck_Bunny 13 3.23GB 635s Ethernet Propr!etary
vLS B!g_Buck_Bunny 13 3.17GB 635s Ethernet Propr!etary
Simulation B!g_Buck_Bunny 13 3.22GB 635s Ethernet Propr!etary
Big_Buck_Bunny 13 2.81GB 635s Ethernet Proprietary
Big_Buck_Bunny 13 3.23GB 635s Ethernet Proprietary
Datasets Dataset Resolution Frame rates Streaming Bitrate
protocol
YouTube 144p-8K 30; 60 HLS/DASH VBR/CBR
Big_Buck_Bunny 480p-8K / HLS/DASH 6;10;20;40Mbps
BiliBili 360p-8K 30; 60; 80; 120 DASH VBR/CBR
Live Twitch 160p-1080p 30; 60 HLS VBR/CBR
Streaming Facebook 144p-1080p 30 HLS VBR/CBR
TikTok 360p-1080p 30; 60 HLS VBR/CBR
Vimeo / / HLS/DASH VBR/CBR
Tor&VPN / / HLS/DASH VBR/CBR
Cloud Spitlings 720p-4K / WebRTC VBR
Gaming Tomb Raider 720p-4K / WebRTC VBR
Thumper 1080p / WebRTC VBR
VRChat / 60; 90; 120 WebRTC 15 Mbps
TheLab / 60; 90; 120 WebRTC 15 Mbps
SolarSystemAR / 60; 90; 120 WebRTC 15 Mbps
Metaverse RealityMixer / 60; 90; 120 WebRTC 15 Mbps
Hellblade / 60; 90; 120 WebRTC 15 Mbps
DiRTRally2.0 / 60; 90; 120 WebRTC 15 Mbps
BigscreenTheatre / 60; 90; 120 WebRTC 15 Mbps
Big_Buck_Bunny 144p-4K 30; 60 HLS VBR
. Big_Buck_Bunny 144p-4K 30; 60 DASH VBR
S"f/""L”‘S'"g Big_Buck_Bunny  144p-4K 30; 60 RTMP VBR
Simulation B?g_Buck_Bunny 144p-4K 30; 60 HTTP_FLV VBR
Big_Buck_Bunny 144p-4K 30; 60 WebRTC VBR
Big_Buck_Bunny 144p-4K 30, 60 RTMP_Upload VBR

2.2. Classification Models

Currently, many state-of-the-art machine learning and deep learning classifiers have been
widely adopted for NTC tasks, demonstrating high and robust performance across diverse
datasets [13]. Previous studies, including Publications 1, 2, 4, and 7, have employed a variety
of models, including Multi-Layer Perceptron (MLP), Convolutional Neural Networks (CNNs),
Deep Belief Networks (DBNSs), Extra Trees, Graph Neural Networks (GNNs), Graph
Convolutional Networks (GCNs), and XGBoost [147]-[149], [105], [57], [51], [49], [52].
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These models can be broadly categorized into two groups: deep learning models and ensemble
learning models. Among deep learning architectures, CNNs are among the most extensively
applied for classification. Publications 7 and 8 introduced the 1D-CNN model comprising three
one-dimensional convolutional layers followed by four fully connected layers, each with over
1000 neurons. The final layer uses a SoftMax activation function for multi-class classification.
A notable aspect of this architecture is the use of progressively smaller kernel sizes (5, 3, and
1) across the convolutional layers, which facilitates the extraction of fine-grained local patterns
in sequential data. This design is particularly effective for time series-level and flow-level
classification tasks. The corresponding computational process is presented in Equation (1).

Cinput K—-1

y][t]= Z in[tXS'Fk—P]XVVj’i’k"'bj, (1)
i=1 k=0

where

y;[t] — output at time step ¢ for output channel j;

x;[-] — input from channel i;

W; ;. — weight connecting input channel i to output channel j at kernel index k;
b; — bias term for output channel j;

Cinput — the number of input channels;

K — kernel size;

S —stride;

P — padding.

This architecture was further extended into a 2D-CNN variant by replacing the one-
dimensional convolutional layers with two-dimensional counterparts while retaining the overall
structure. This adaptation enables the model to exploit spatial feature hierarchies through local
receptive fields, offering benefits such as parameter efficiency, translation invariance, and
weight sharing. The 2D-CNN is particularly well-suited for payload-level graph classification,
where input data is represented in spatial or matrix form. The associated convolutional
operation is defined in Equation (2) and shares conceptual similarity with the 1D-CNN.

Cinput Kp—1 Ky —1
yj(h,w) = Z Z z X;[A XS, +m—Pp,wxS, +n—P,IXW;pn,+b, (2)
i=1 m=0 n=0
where
y;j(h,w) —output value at spatial position (h, w) in output channel j;
x;[--] — input feature map from channel i with spatial dimensions (h, w);
W, ;i mn — Weight of the kernel at position (m,n) for input channel i and output channel j;
K, K,, — the height and width of the convolution kernel,
Sy, S,y — the stride along the height and width dimensions;
Py, P,, — padding along the height and width dimensions;
Cinput — the number of input channels;
b; is bias term for output channel ;.
The 2D-CNN model is modified based on the 1D-CNN model as presented in Table 2.
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Table 2
The Architecture Description of the 2D-CNN Model

Ki | | t Output

Layer Type e_rne Filters | Stride | Padding n_pu u_ Pu

size size size

nout (1,100, | (1,100,

P 100) 100)
(32,
Convl Conv2D (5,5) 32 1 2 (11’01(?)0’ 100,
100)
@2,
Pooll | MaxPool2D | (2,2) - 2 0 100, (32’0?0’
100)
2 4
Conv2 Conv2D 3,3) 64 1 1 @ 5’0?0’ © 5’0?0'
(64,50, | (64,25,
Pool2 | MaxPool2D 2,2 - 2 0
00| axPool 2,2) 50) 25)
(64,25, | (128,
Conv3 Conv2D 1,1) 128 1 0 25) 25, 25)
(128,

Flatten Flatten 25, 25) (80000)
FC1 Linear - 1000 - - (80000) | (1000)
FC2 Linear - 500 - - (1000) | (500)
FC3 Linear - 250 - - (500) (250)
FC4 Linear - 125 - - (250) (125)

Output Linear - C - - (125) (®)

In addition, an RNN model was developed using three stacked recurrent layers, which were
based on the 1D-CNN model. RNNs are effective for modeling temporal dependencies by
maintaining internal states over time. Although less complex than architectures such as LSTMs
or Transformers, RNNs remain efficient for capturing short-term dependencies in sequential
data. The underlying computations are described in Equation (3).

hy = Tanh(Wy, X x; + by + Wiy X he_q + bpy), 3)
where
h, in R —the hidden state at time step t;
x. in RP —the input vector at time step t;
W;, in REXP _the input to the hidden weight matrix;
W, in REXH _the hidden to the hidden weight matrix;
b;, and by, in RH —the respective bias vectors;
Tanh(-) — element-wise hyperbolic tangent function.

In the flow-level classification task, a single flow-level individual feature has relation
connections to other statistical or contextual features derived; it could be constructed as graph-
structured data, and a GCN model was used. In this approach, a feature dimension from the
dataset is used to construct a graph via the k-Nearest Neighbors (k-NN) algorithm, where each
node represents a sample and edges reflect neighborhood relationships. This transforms the
classification task into a node-level problem. GCNs offer advantages such as the ability to learn
from non-Euclidean structures, aggregate information from local neighborhoods, and deliver
strong performance in both node and graph classification tasks. Computational formulation is
provided in Equation (4).
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1 1
H+D = ReLU (5‘7A5‘7HU>WU)), )

where H® in RV<F® represents node feature matrix at layer ; W® in RF*F“*represents
the trainable weight matrix; A = A + I represents adjacency matrix with self-loops; D is the
diagonal degree matrix of A; and ReLU(-) represents rectifier activation function.

For classification performance comparison, three benchmark models were selected: Deep
Packet, FlowPic, and FS-Net [150]-[152]. Both Deep Packet and FlowPic are designed based
on 1D-CNN architectures, while FS-Net employs the Gated Recurrent Unit (GRU), an
enhanced recurrent model that incorporates update and reset gates to manage information flow
and address the vanishing gradient problem. To further enhance generalization capability,
ensemble learning methods were employed. The stacking model includes eleven heterogeneous
base learners comprising various boosting and bagging techniques. The final classification
output is generated using logistic regression, leveraging the diverse strengths of individual
classifiers to improve overall performance as introduced in Publication 1.

Table 4 summarizes the computational complexity of all classification models evaluated.
The Stacking model has the highest complexity due to the combined effect of multiple base
learners, each involving tree-based computations, along with the overhead introduced by
parallel training across all sub-models. The 2D-CNN has relatively high computational and
memory costs per batch, particularly when processing high-resolution input and using deep
fully connected layers. Both FS-Net and RNN models operate bidirectionally over sequences.
Their computational load increases significantly with the number of layers, which makes them
relatively demanding. The 1D-CNN model also presents a high computational cost because it
uses more than 1000 neurons in the first fully connected layer. In contrast, the computational
complexity of the GCN model is primarily determined by the number of graph edges. Since
only three neighbors are used to construct each graph, the complexity remains comparatively
low. Among all models, Deep Packet and FlowPic exhibit the lowest computational complexity.
This is mainly due to their streamlined 1D-CNN architectures and efficient feature extraction
mechanisms.

Table 3
Summary of Computational Complexity of All Classification Models
Models Computational complexity
1D-CNN [52] O(B x L X Fip)
RNN 0 (B X L X fiagers X (D X H + H?))
GCN [57] 0 (B x (N X Fyen® + |EI X Fyer))
Stacking OM X T XN xlogN)+0((M+D)xN)
2D-CNN O(B X Hy X W X F,p)
Deep Packet [150] O(B x D x H?)
FlowPic [151] 0(BxD x H?)
FS-Net [152] O(B X L X H? X Nyayers)
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Note:

B — batch size;

C — number of classes;

D — input feature size;

F — number of output channels;

F,p — total filter operations in 1D convolutional layers;
F,, — total filter operations in 2D convolutional layers;
L — length of 1D sequence in 1D-CNN/RNN;

Mayers — NUMber of RNN/GRU layers;

F,cn, — feature dimension per node;

H — number of hidden units in RNN/GRU layers;

Hg — spatial height of 2D input;

W — spatial width of 2D input;

|E| — number of edges;

N — number of training samples;

M — number of meta learners;

T — number of estimators.

3. MAIN RESULTS

3.1. Time Series Level Classification Performance

In the time series-level evaluation of network traffic classification performance for
interactive media applications, both packet-based and byte-based time series were utilized.
Seven classification models were applied, resulting in a total of 28 classification experiments
per dataset. These datasets included Live Streaming, Cloud Gaming, and Streaming VLS
Simulation. The Metaverse dataset was excluded from time series-level classification due to the
short duration of raw traffic data, which prevented the construction of appropriate time series.
As summarized in Table 6, the 1D-CNN model achieved the highest classification accuracy on
the Live Streaming dataset, reaching 0.65 on both packet and byte time series. Without
SMOTEENN resampling, the Stacking model’s performance was over 15 % lower than that of
the 1D-CNN model. After applying SMOTEENN, classification accuracy for the 1D-CNN
model improved by more than 30 %, reaching 0.95 on the packet time series with 95 categories.
Similar improvements were observed for all models at the byte time series level.

Notably, the performance gap between the Stacking and 1D-CNN models narrowed
significantly after resampling, with the Stacking model achieving classification accuracy within
5 % of that of the 1D-CNN model on both packet and byte time series. Given the large number
of categories and imbalanced sample distribution, the macro F1-score was adopted as a more
suitable evaluation metric. It treats all categories equally and avoids favoring categories with
large sample volumes. The highest macro F1-score, 0.93, was recorded by the 1D-CNN model
on the packet time series after SMOTEENN resampling. Table 7 provides detailed per-category
classification results. Most categories achieved F1-scores above 0.8. However, some categories
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still suffered from low precision and recall. For instance, the 480P_3Mbps_N3_10MHz
category, despite its large sample size, had a recall of only 0.68, with many samples
misclassified as 1080P_60FPS_VLS YouTube. These two categories exhibit low traffic
similarity, where 480P_3Mbps_N3_10MHz averages around 50 packets per 100 ms, while the
1080P_60FPS_VLS YouTube category averages around 200 packets per 100 ms. The poor
performance is likely due to SMOTE generating interpolated samples in noisy or overlapping
regions without considering inter-class distances, leading to misclassifications. Additionally,
categories such as 1440P_60FPS_VLS_BiliBili and 1080P_60FPS_VoD_YouTube were also
frequently misclassified as 1080P_60FPS_VLS_YouTube due to their high traffic similarity,
with average packet counts around 300 packets per 100 ms. Therefore, low classification
performance is not solely caused by small sample sizes, and noise amplification during
resampling also plays a significant role.

In the Live Streaming dataset, after applying the SMOTEENN technique, the total number
of samples increased by over 25 percent. However, for the originally small-sized and category-
balanced Cloud Gaming dataset, the sample count decreased by more than 30 percent, with
each category containing fewer than 50 samples. This reduction is attributed to the ENN
component of SMOTEENN, which aggressively removes samples, particularly in datasets that
are balanced but noisy or exhibit overlapping categories. Although the highest classification
accuracy reached 0.94 using the 1D-CNN model at the packet time series level, the limited
sample size undermines the reliability of this performance. As shown in Table 9, three
categories, namely SP_720P_VP9_WebRTC, TR_2160P_VP9_WebRTC, and
TR_1080P_VP9 Play_State, achieved zero correct classifications. This is due to the absence
of corresponding category samples in the testing dataset, which significantly reduced both
precision and recall. Upon reviewing the raw data files, it is evident that although more than
600 seconds of traffic duration was available to construct the time series level dataset, this
duration was still insufficient to support the development of a high-quality and well-balanced
dataset.

For the Streaming VLS Simulation dataset, the raw traffic duration was also approximately
600 seconds. However, due to the total sample size exceeding 10,000, the large dataset allowed
SMOTE to generate more reliable synthetic samples. Additionally, ENN benefited from the
dense neighborhood structure, which reduced the likelihood of false misclassifications. After
applying SMOTEENN, all categories were correctly oversampled, and the sample volume for
each category more than doubled. According to the classification results presented in Table 10,
all models initially achieved classification accuracies below 0.5 at both the packet and byte time
series levels without resampling. This highlights the difficulty of accurate classification when
the number of samples is insufficient. After applying SMOTEENN, the best performance was
achieved by the 1D-CNN model at the byte time series level, which reached a classification
accuracy of 0.91 across 78 categories and a macro F1-score of 0.90. Compared to the packet
time series level, this result shows over a 7 % improvement in classification performance under
the same conditions. This improvement is understandable, as certain categories, such as
WebRTC, generate large volumes of packets, contributing to data noise and making
classification more challenging at the packet level. The Stacking model also performed well,
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achieving over 0.8 accuracy, though about 8 % lower than the 1D-CNN. A detailed review of
Table 11 shows that the 360P30FPS_HLS_VLS_Download category had a precision of only
0.47, primarily due to frequent misclassification into the 240P30FPS_HLS VLS Download
category, which had a recall score of 0.59. Similarly, the 480P30FPS_HLS_VLS_Download
and 720P60FPS_RTMP_VLS_Upload categories exhibited misclassifications that contributed

to lower precision. The 2160P30FPS_HLS VLS Download and
2160P60FPS_HLS VLS _Download categories were also difficult to distinguish due to their
high similarity.

Overall, both the 1D-CNN and Stacking models demonstrated strong classification
performance at the time series level, with the 1D-CNN model showing the best and most robust
results. Most categories achieved high precision and recall scores, although a few categories
had low accuracy due to either model limitations or excessive data noise. However, it is
important to note that this high classification performance was largely dependent on the
resampling techniques. The effectiveness of these techniques is significantly influenced by
several key factors: dataset size, feature variance, class imbalance, and class separability. Larger
datasets provide a denser and more representative feature space, allowing SMOTE to generate
more meaningful and diverse synthetic samples. High feature variance enables interpolation
between distinct samples, reducing the likelihood of ambiguous or noisy points. When genuine
class imbalance exists, SMOTE effectively improves minority class representation. However,
in balanced or low-variance datasets, SMOTE may generate low-quality or redundant samples.
Additionally, when class separability is poor, synthetic samples may cross decision boundaries,
especially when combined with aggressive noise cleaning methods like ENN, which may
further degrade data quality by removing valid but overlapping instances. Therefore, the
success of synthetic sampling methods is highly dependent on the underlying data
characteristics. If the focus shifts to using only raw, real samples without synthetic
augmentation, the importance of high-quality data acquisition increases significantly. Active
traffic sniffing over extended durations of over 30 minutes may increase collection complexity,
but is necessary for sufficient data volume. It is also crucial to consider the quality of packet or
byte-level data. For example, traffic from low-resolution and low-framerate sources may
consist of a large number of small packets with low payloads, increasing noise and making
classification more difficult. Such noise must be carefully cleaned to improve model
performance.

Table 4
Classification Performance Summary of Live Streaming Datasets at the Time Series Level

Time

series ‘smp Twna Resampling Model  Category PW RW FA Fl ATest ATrain A\Validate
Packet 100ms  5s / Cll\?N 95 072 065 066 065 065 075 0.75
Packet 100ms  5s / RNN 95 043 042 038 042 041 0.42 043
Packet 100ms  5s / GCN 95 049 043 043 043 043 050 0.42
Packet 100ms  5s / Stacking 95 060 058 059 058 058 058 058
Packet 100ms  5s / szizt 95 057 054 054 054 055 058 057
Packet 100 ms 5s / FlowPic 95 047 046 043 046 0.46 0.47 0.48
Packet 100ms  5s / FS-Net 95 052 051 050 051 051 0.54 053
Byte 100ms  5s / él\?N 95 072 065 066 065 065 077 0.76
Byte 100ms  5s / RNN 95 043 042 039 042 042 0.42 0.42
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Table 4 (continued)

Byte 100ms 55 / GCN 95 046 039 041 039 039 052 042
Byte 100ms  5s / Stacking 95 065 063 063 063 063 0.82 0.62
Byte 100ms 58 / P[;iﬁ‘;t 95 057 055 055 055 055 059 058
Byte 100 ms 5s / FlowPic 95 047 047 044 047 0.46 0.48 0.46
Byte  100ms _ 5s / FS-Net 95 055 051 050 051 050 0.54 054
Packet 100ms 55  SMOTEENN él\l?N 95 096 095 093 095 095 098 0.97
Packet 100ms 55 SMOTEENN  RNN 95 075 075 066 075 075 0.76 0.76
Packet 100ms 55 SMOTEENN  GCN 95 084 082 075 082 082 0.82 0.79
Packet 100ms 55 SMOTEENN  Stacking 95 090 090 082 090 090 0.99 0.90
Packet 100ms 55  SMOTEENN Pg‘éﬁ‘;t 95 083 083 075 083 082 0.84 0.84
Packet 100 ms 5s SMOTEENN  FlowPic 95 073 073 064 073 0.74 0.74 0.74
Packet 100ms 55 SMOTEENN _ FS-Net 95 083 082 076 082  0.82 0.86 0.86
Byte 100ms 55  SMOTEENN ClﬁN 95 096 094 091 094 094 097 097
Byte 100ms 55 SMOTEENN  RNN 95 073 073 066 073 073 0.75 077
Byte 100ms 55 SMOTEENN  GCN 95 083 081 076 081 081 0.82 0.78
Byte 100ms 5s SMOTEENN Stacking 95 091 091 084 091 001 0.99 091
Byte 100ms 55  SMOTEENN Pzii‘;t 95 083 082 076 082 082 0.84 0.84
Byte 100ms 55 SMOTEENN  FlowPic 95 072 072 063 072 072 072 073
Byte 100ms 55 SMOTEENN _ FS-Net 95 086 085 079 085 085 0.87 0.87
Table 5

Classification Performance in Each Category of Live Streaming Datasets under the 1D-CNN
Model after Resampling at the Packet Time Series Level

Category P. R. F. Category P. R. F.
480P_3Mbps_N3_10Mhz 098 0.68 0.8 VPN_Vimeo 1 1 1
480P_3Mbps_N78_10Mhz 096 091 093 VPN_YouTube 0.98 0.78 0.87
480P_3Mbps_N78_20Mhz 094 092 093 160P_30FPS_VoD_Twitch 099 091 095
720P_6Mbps_N3_10Mhz 099 096 097 160P_30FPS_VLS_Twitch 1 0.99 1
720P_6Mbps_N78_10Mhz 0.99 1 1 360P_30FPS_VoD_Twitch 1 09 095
720P_6Mbps_N78_20Mhz 096 0.98 097 360P_30FPS_VLS_Twitch 097 099 0.98
1080P_10Mbps_N3_10Mhz 0.99 1 1 480P_30FPS_VoD_Twitch 1 1 1
1080P_10Mbps_N78_10Mhz ~ 0.98 1 0.99 480P_30FPS_VLS_Twitch 0.97 098 097
1080P_10Mbps_N78_20Mhz ~ 0.97 0.93 095  720P_30FPS_VoD_Twitch 1 1 1
2160P_20Mbps_N3_10Mhz 099 0.96 098 720P_60FPS_VoD_Twitch 1 1 1
2160P_20Mbps_N78_20Mhz 1 099 0.99 720P_30FPS_VLS_Twitch 0.95 0.89 092
4320P_40Mbps_N3_10Mhz 095 0.97 0.96 720P_60FPS_VLS_Twitch 096 094 095
4320P_40Mbps_N78_20Mhz 097 0.99 0.98 1080P_30FPS_VoD_Twitch 0.97 096 097
2160P_30FPS_VoD_BiliBili 0.99 1 1 1080P_60FPS_VoD_Twitch 0.97 098 097
2160P_60FPS_VoD_BiliBili 1 095 0.98 1080P_30FPS_VLS_Twitch 0.99 1 1
2160P_120FPS_VoD_BiliBili ~ 0.99 1 1 1080P_60FPS_VLS_Twitch 0.95 095 0.95
2160P_60FPS_VLS_BiliBili 099 0.99 099 240P_30FPS_VoD_Vimeo 0.98 094 0.96
2160P_80FPS_VLS_BiliBili 0.83 1 0.91 360P_30FPS_VoD_Vimeo 1 0.94 097
4320P_30FPS_VoD_BiliBili 1 093 0.96 540P_30FPS_VoD_Vimeo 0.77 089 0.83
360P_30FPS_VoD_BiliBili 093 097 095 720P_30FPS_VoD_Vimeo 0.95 097 0.96
480P_30FPS_VoD_BiliBili 098 0.97 098 1080P_30FPS_VoD_Vimeo 0.82 087 084
480P_30FPS_VLS_BiliBili 098 0.98 098 1440P_30FPS_VoD_YouTube 0.96 0.97 0.96
720P_30FPS_VoD_BiliBili 0.97 1 0.99 1440P_60FPS_VoD_YouTube 091 082 0.86
720P_30FPS_VLS_BiliBili 095 0.92 094 1440P_30FPS_VLS_YouTube 0.98 1 0.99
1080P_30FPS_VoD_BiliBili 1 0.9 095 1440P_60FPS_VLS_YouTube 0.93 097 0.95
1080P_60FPS_VoD_BiliBili 096 0.96 096 2160P_30FPS_VoD_YouTube 09 091 09
1080P_60FPS_VLS_BiliBili 0.64 0.78 0.7 2160P_60FPS_VoD_YouTube 0.96 1 0.98
1440P_60FPS_VLS_BiliBili 075 0.75 0.75 2160P_30FPS_VLS_YouTube 0.99 1 0.99
144P_30FPS_VOD_Facebook  0.87 0.85 0.86 2160P_60FPS_VLS_YouTube 1 0.98 0.99
144P_30FPS_VLS_Facebook 0.8 0.8 0.8  4320P_30FPS_VoD_YouTube 0.99 0.89 0.93
240P_30FPS_VLS_Facebook  0.98 0.96 0.97 4320P_60FPS_VoD_YouTube 0.99 1 1
360P_30FPS_VOD_Facebook 079 09 0.84  144P_30FPS_VoD_YouTube 0.97 1 0.98
360P_30FPS_VLS_Facebook  0.92 0.63 0.75 144P_30FPS_VLS YouTube 096 0.95 0.95
480P_30FPS_VOD_Facebook  0.97 0.99 0.98  240P_30FPS_VoD_YouTube 098 0.97 0.98
480P_30FPS_VLS_Facebook 1 0.8 0.89 240P_30FPS_VLS YouTube 1 1 1
540P_30FPS_VOD_Facebook 092 0.8 0.86 360P_30FPS_VoD_YouTube 1 0.99 1
720P_30FPS_VOD_Facebook  0.95 0.97 096 360P_30FPS_VLS_YouTube 097 097 097
720P_30FPS_VLS_Facebook  0.88 0.95 0.91  480P_30FPS_VoD_YouTube 0.98 093 0.96
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Table 5 (continued)

1080P_30FPS_VOD_Facebook 098 093 096 480P_30FPS_VLS_YouTube 092 1 096
1080P_30FPS_VLS_Facebook 0.87 099 093 720P_30FPS_VoD_YouTube 0.89 073 0.8
360P_30FPS_VLS_TikTok 1 1 1 720P_60FPS_VoD_YouTube 095 091 0.93
540P_30FPS_VLS_TikTok 1 099 1  720P 30FPS VLS YouTube 094 096 0.5
720P_30FPS_VLS TikTok 097 0098 098 720P_60FPS_VLS YouTube 099 0.99 0.9
720P_60FPS_VLS_TikTok 099 1 1 1080P_30FPS_VoD_YouTube 077 083 08

1080P_30FPS_VLS_TikTok 1 1 1 1080P_60FPS_VoD_YouTube 1 011 0.2
1080P_60FPS_VLS_TikTok 1 0.99 1 1080P_30FPS_VLS_YouTube 0.97 099 0.98
Tor_Vimeo 095 0.98 097 1080P_60FPS_VLS_YouTube 0.38 094 054
Tor_YouTube 097 0.95 0.96

Table 6
Classification Performance Summary of Cloud Gaming Datasets at the Time Series Level
SZ'ITEZ Tomp Tyna  Resampling Model  Category PW RW FA Fl ATest ATrain AValidate
Packet 100ms 5s / él\?N 12 058 063 055 063 063 061 0.59
Packet 100ms 55 / RNN 12 049 053 047 052 050 051 051
Packet 100ms 55 / GCN 12 030 038 029 038 0.38 0.46 037
Packet 100ms 55 / Stacking 12 065 064 064 064 064 0.98 0.61
Packet 100ms 55 / Pgii’;t 12 049 049 045 049  0.46 0.49 0.47
Packet 100ms 55 / FlowPic 12 045 047 041 047 043 043 0.44
Packet 100 ms 5s / FS-Net 12 056 053 051 052 0.52 0.51 0.51
Byte 100ms 5s / éﬁl_\l 12 057 065 055 058 052 053 052
Byte 100ms 5s / RNN 12 056 058 052 053 047 051 0.48
Byte 100ms 5s / GCN 12 038 037 031 037 037 0.48 0.39
Byte 100ms 5s / Stacking 12 050 048 048 048 0.48 0.98 0.48
Byte 100ms 5s / P'zii‘;t 12 043 045 041 045 048 0.48 0.48
Byte 100ms 5s / FlowPic 12 041 043 038 043 042 0.45 0.42
Byte 100ms 5s / FS-Net 12 057 059 051 053 048 0.49 0.48
Packet 100ms 5s  SMOTEENN él\?N 12 095 097 095 096 094 096 0.89
Packet 100ms 5s SMOTEENN  RNN 12 076 077 065 074 0.69 0.76 0.65
Packet 100ms 5s SMOTEENN  GCN 12 054 064 033 064 064 0.76 0.64
Packet 100ms 5s SMOTEENN  Stacking 12 074 074 072 073 073 097 073
Packet 100ms 5s  SMOTEENN P'ziﬁ’;t 12 079 081 071 079 073 0.76 0.74
Packet 100ms 5s SMOTEENN  FlowPic 12 064 070 059 064 059 0.61 051
Packet 100ms 5s  SMOTEENN  FS-Net 12 082 088 080 079 074 0.75 0.79
Byte 100ms 5s  SMOTEENN él\[l)l_\l 12 093 090 089 089 088 0.86 0.96
Byte 100ms 5s SMOTEENN  RNN 12 087 087 082 085 082 0.79 0.79
Byte 100ms 5s SMOTEENN  GCN 12 068 065 042 065 0.5 0.81 071
Byte 100ms 5s SMOTEENN Stacking 12 063 063 059 063 062 097 061
Byte 100ms 5s SMOTEENN Pzii‘;t 12 078 079 067 078 082 0.78 0.83
Byte 100ms 5s SMOTEENN  FlowPic 12 073 079 067 076 0.69 0.66 0.74
Byte 100ms 5s SMOTEENN  FS-Net 12 084 080 072 079 078 0.77 0.79
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Table 7

Classification Performance in Each Category of Cloud Gaming Datasets under the 1D-CNN
Model after Resampling at the Packet Time Series Level

Category

SP_2160P_VP9_WebRTC
SP_720P_VP9_WebRTC
SP_1080P_H264_WebRTC
SP_1080P_VP9_WebRTC
SP_1080P_VP9_RTP
SP_1080P_VP9_Play_State
TH_1080P_VP9_RTP
TR_2160P_VP9_WEebRTC
TR_720P_VP9_WebRTC
TR_1080P_VP9_WebRTC
TR_1080P_VP9_RTP
TR_1080P_VP9_Play_State
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Table 8

Classification Performance Summary of Streaming VLS Simulation Datasets at the Time
Series Level

;Lri:i ‘smp Twna Resampling Model Category PW RW FA FIl ATest ATrain A.\Validate
Packet 100ms 55 / ClﬁN 78 045 044 039 044 043 056 055
Packet 100ms 55 / RNN 78 030 033 026 031 030 034 034
Packet 100ms 55 / GCN 78 034 035 031 035 035 051 035
Packet 100ms 55 / Stacking 78 034 034 030 034 034 091 034
Packet 100ms 55 / Pzii‘;t 78 034 034 030 034 035 0.40 038
Packet 100ms 55 / FlowPic 78 029 031 027 031 029 033 034
Packet 100ms 55 / FS-Net 78 033 033 029 033 034 0.39 0.39
Byt 100ms 5s / Cl,\[l)N 78 045 045 041 045 045 0.69 0.67
Byt 100ms 5s / RNN 78 028 028 023 028 027 031 030
Byte 100ms 55 / GCN 78 027 025 022 025 025 0.46 0.29
Byte 100ms 5s / Stacking 78 033 033 029 033 033 093 032
Byte 100ms 5s / P'iii‘;t 78 034 034 031 034 032 0.40 0.39
Byte 100ms 5s / FlowPic 78 026 026 022 026 027 030 030
Bytt 100ms  5s / FS-Net 78 030 031 025 030 030 034 034
Packet 100ms 5s  SMOTEENN ClﬁN 78 085 084 083 084 084 0.89 091
Packet 100ms 5s SMOTEENN  RNN 78 041 042 037 041 040 0.41 0.40
Packet 100ms 5s SMOTEENN  GCN 78 077 076 074 076 0.76 0.78 0.70
Packet 100ms 5s SMOTEENN  Stacking 78 083 083 082 083 083 0.99 0.84
Packet 100ms 5s  SMOTEENN Pgii’;t 78 056 057 054 057 057 0.60 059
Packet 100ms 5s SMOTEENN  FlowPic 78 044 045 041 045 045 045 045
Packet 100ms 5s  SMOTEENN _ FS-Net 78 055 054 051 054 055 0.56 057
Byte 100ms 55 SMOTEENN Cl,\[l)N 78 091 091 090 091 001 0.96 0.96
Byte 100ms 5s SMOTEENN  RNN 78 042 042 041 042 042 045 043
Byte 100ms 5s SMOTEENN  GCN 78 078 076 076 076 0.76 0.80 0.70
Byte 100ms 5s SMOTEENN  Stacking 78 082 082 079 082 082 0.99 0.82
Byte 100ms 5s  SMOTEENN P'iiﬁ‘;t 78 062 061 059 061 0.0 0.65 0.65
Byte 100ms 5s SMOTEENN  FlowPic 78 043 044 042 044 045 047 0.46
Byte 100ms 55 SMOTEENN _ FS-Net 78 066 065 0.64 065  0.66 0.70 0.72
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Table 9
Classification Performance in Each Category of Streaming VLS Simulation Datasets under
the 1D-CNN Model after Resampling at the Byte Time Series Level

Category P. R. F. Category P. R. F.
144P30FPS_DASH_VLS_Download 08 074 077 720P60FPS_RTMP_VLS_Download 093 093 093
144P30FPS_HLS_VLS_Download 097 1 098 720P60FPS_RTMP_VLS_Upload 1 067 08
144P30FPS_HTTP_FLV_VLS_Download 0.93 0.97 0.95 720P60FPS_WebRTC_VLS_Download 0.96 088 092
144P30FPS_RTMP_VLS_Download 1 0.93 0.96 1080P30FPS_DASH_VLS_Download 0.96 1 0.98
144P30FPS_RTMP_VLS_Upload 0.93 093 093 1080P30FPS_HLS_VLS_Download 0.96 099 098

144P30FPS_WebRTC_VLS_Download 09 099 094 1080P30FPS_HTTP_FLV_VLS_Download 0.87 093 0.9
240P30FPS_DASH_VLS Download ~ 0.88 095 091  1080P30FPS_RTMP_VLS Download 096 094 095
240P30FPS_HLS_VLS_Download 059 083 0.69 1080P30FPS_RTMP_VLS_Upload 092 092 092

240P30FPS_HTTP_FLV_VLS Download 0.88 0.89 0.88  1080P30FPS_WebRTC_VLS_Download 091 0.78 0.84
240P30FPS_RTMP_VLS Download 095 09 093  1080P60FPS_DASH_VLS Download 088 096 092
240P30FPS_RTMP_VLS_Upload 097 09 094 1080P60FPS_HLS_VLS_Download 1 085 092

240P30FPS_WebRTC_VLS Download 091 091 091 1080P60FPS_HTTP_FLV VLS Download 097 09 094
360P30FPS_DASH_VLS Download 096 062 0.75  1080P60FPS_RTMP_VLS_Download 094 096 095
360P30FPS_HLS_VLS_Download 044 047 046 1080P60FPS_RTMP_VLS_Upload 076 096 085

360P30FPS_HTTP_FLV_VLS Download 0.85 091 0.88  1080P60FPS_WebRTC_VLS_Download 087 0.87 0.87
360P30FPS_RTMP_VLS Download 096 096 096  1440P30FPS_DASH_VLS_Download 095 088 091
360P30FPS_RTMP_VLS_Upload 097 093 095 1440P30FPS_HLS_VLS_Download 078 082 08

360P30FPS_WebRTC_VLS Download ~ 0.82 094 0.88 1440P30FPS_HTTP_FLV VLS Download 082 097 0.89
480P30FPS_DASH_VLS Download 082 082 0.82  1440P30FPS_RTMP_VLS_Download 085 093 0.89
480P30FPS_HLS_VLS_Download 079 06 068 1440P30FPS_RTMP_VLS_Upload 097 079 087

480P30FPS_HTTP_FLV VLS Download 096 073 083  1440P30FPS_WebRTC_VLS Download 095 088 091
480P30FPS_RTMP_VLS Download 097 092 095  1440P60FPS_DASH_VLS_Download 095 081 088
480P30FPS_RTMP_VLS_Upload 099 09 094 1440P60FPS_HLS_VLS_Download 098 1 099

480P30FPS_WebRTC_VLS Download ~ 0.89 0.96 092 1440P60FPS HTTP FLV_ VLS Download 096 093 0.95
540P30FPS_DASH_VLS_Download 096 095 095  1440P60FPS_RTMP_VLS_Download 096 09 093
540P30FPS_HLS_VLS_Download 1 1 1 1440P60FPS_RTMP_VLS_Upload 094 094 094

540P30FPS_HTTP_FLV_VLS Download 0.94 099 096  1440P60FPS_WebRTC VLS Download 094 091 0.93
540P30FPS_RTMP_VLS Download ~ 098 1 099  2160P30FPS_DASH_VLS_Download 089 1 094
540P30FPS_RTMP_VLS_Upload 089 092 091 2160P30FPS_HLS_VLS_Download 067 066 0.67

540P30FPS_WebRTC_VLS Download 091 098 094 2160P30FPS_HTTP_FLV VLS Download 099 0.84 0.1
720P30FPS_DASH_VLS Download ~ 0.85 098 091  2160P30FPS_RTMP_VLS Download 088 092 09
720P30FPS_HLS_VLS_Download 095 096 096 2160P30FPS_RTMP_VLS_Upload 086 096 091

720P30FPS_HTTP_FLV_VLS Download 078 099 0.87  2160P30FPS_WebRTC VLS Download 091 0.88 0.89
720P30FPS_RTMP_VLS_Download 092 092 092  2160P60FPS_DASH_VLS Download 09 093 092
720P30FPS_RTMP_VLS_Upload 078 096 0.86 2160P60FPS_HLS_VLS_Download 068 078 0.73

720P30FPS_WebRTC_VLS Download  0.84 0.89 0.87 2160P60FPS_HTTP_FLV_VLS Download 095 099 0.97
720P60FPS_DASH_VLS Download 097 078 087  2160P60FPS_RTMP_VLS_Download 098 089 093
720P60FPS_HLS_VLS Download 099 1 099 2160P60FPS_RTMP_VLS_Upload 093 094 093

720P60FPS_HTTP-FLV_VLS Download 096 0.84 0.9  2160P60FPS WebRTC_VLS Download 094 1 0.97

3.2. Flow-Level Classification Performance

At the flow-level classification task, Table 12 summarizes the classification results for the
Live Streaming dataset. The overall classification performance on the raw dataset was poor,
with the highest accuracy reaching only 0.4 using the 1D-CNN model. This was largely due to
severe class imbalance among categories. Upon investigating individual categories, the
360P_30FPS_VoD_YouTube traffic in the raw PCAP file is primarily transmitted via the QUIC
protocol over UDP. It contains four conversation streams corresponding to four dynamic
transport layer ports, with each stream lasting over 200 s and one reaching more than 800 s.
Similarly, the 480P_30FPS_VoD_YouTube traffic also uses UDP but includes only two
conversation streams, meaning the media sender changed ports just twice during the 30-minute
session. Using the NFStream tool, a new flow sample is triggered either by changes in any of
the five-tuple attributes or by a one-minute timer. If a flow lasts longer than one minute, it gets
split into a new sample. Due to this, both 360P_30FPS VoD_YouTube and
480P_30FPS_VoD_YouTube categories generate only 81 flow samples, most of which are
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created by the time-based truncation. Since the five-tuple attributes rarely change dynamically,
this limits the effectiveness of flow-level sample generation. In contrast, the
720P_60FPS_VLS_Twitch category relies on TCP, includes over 12 TCP conversations, and
produces more than 2000 flow-level samples. All three categories span approximately 30 min
of traffic, but factors such as IP address changes, port switching, or CDN-based load balancing
significantly affect the distribution of flow samples.

Moreover, the Tor_Vimeo raw PCAP file has a duration exceeding 3500 s, which is more
than double that of the others. Although it includes only one conversation stream, it still
generates over 3000 flow-level samples. The primary reason is that Tor aggregates all streams
into a single encrypted tunnel directed to the guard relay, rather than establishing separate
sockets for each stream. It also reflects high-quality video playback with short inter-arrival
times (IATs), meaning that one-second flow containers cannot hold many packets or payloads,
thus requiring more containers and resulting in a larger number of flow samples. In summary,
the flow sample volume is heavily influenced by the transmission protocol and the duration of
the raw PCAP file. After applying SMOTEENN, the 360P_30FPS_VoD_YouTube and
480P_30FPS_VoD_YouTube categories were oversampled more than tenfold, reaching over
1000 samples each, while the original large-volume categories remained unchanged. This
significantly reduced class imbalance and improved classification performance. Notably, the
Stacking model achieved a macro F1-score exceeding 0.99, outperforming the 1D-CNN by 2 %.
According to Table 13, most category samples were correctly classified, with many achieving
100 % accuracy. Even the lowest F1-score was as high as 0.94, demonstrating the robustness
and strong performance of the Stacking model.

For the Metaverse dataset, the overall classification performance is observed to be relatively
poor, both in the raw dataset and after applying SMOTEENN. According to the results
presented in Table 14, the maximum classification accuracy reaches 0.85, and the macro F1-
score peaks at 0.73 after resampling. Each category’s raw PCAP traffic duration is limited to
only one minute. Since Metaverse applications are based on WebRTC and transmitted over
TCP, each PCAP file contains three conversation streams at the transport layer. This results in
approximately 180 flow-level samples per category. Due to the small total number of samples,
SMOTE struggles to generate meaningful synthetic samples, and ENN tends to aggressively
remove data. This is especially problematic in datasets that are balanced but contain noise or
exhibit category overlap. As a result, the number of samples per category after SMOTEENN
remains under ten, which is insufficient to support effective classification. According to the
per-category results in Table 15, more than five categories are entirely missing from the
classified results. This is due to the small test set size, which causes some categories to be
unrepresented during testing, while misclassifications also remain high. Most categories exhibit
F1-scores below 0.8. These findings confirm that small-scale acquisition datasets are not
suitable for reliable classification, whether at the time series level or the flow level. Sufficient
data volume is essential to enable meaningful classification performance.

According to the classification performance summary of the Streaming VLS Simulation
dataset in Table 16, the overall classification results show significant improvement. The
Stacking model achieved the highest classification accuracy, reaching 0.9 across 78 categories
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without applying any resampling techniques. This strong performance is attributed to the
uniform duration of approximately 600 s for all raw PCAP traffic files and a relatively balanced
category distribution. However, differences in streaming protocols result in varying numbers
of flow samples. For instance, using 1080P30FPS video as a reference, the DASH protocol,
which is based on TCP and HTTP, generates over 25 TCP conversation streams. The HLS
protocol, also built on TCP and HTTP, results in over 642 TCP streams. In contrast, the HTTP-
FLV and RTMP protocols, which use persistent session-based TCP connections, each produce
only one TCP stream. WebRTC, which is real-time and based on UDP, generates a single UDP
stream. DASH and HLS are segmented and pull-based protocols where the client repeatedly
downloads small media chunks and playlist files, leading to a high number of TCP connections.
DASH initiates a new HTTP request for each 2-10-second video segment, while HLS
frequently polls for playlist files and segment files. In comparison, HTTP-FLV and RTMP
maintain long-lived TCP sessions without frequent reconnections. WebRTC uses a persistent
UDP stream for continuous communication. With all categories having approximately 600 s of
traffic, most yield around 600 flow samples. However, DASH and HLS generate more flow
samples than other protocols, with increases exceeding 10 percent. Notably, both
2160P30FPS_HLS VLS Download and 2160P60FPS_HLS_VLS_Download categories have
over 1500 TCP conversation streams, resulting in more than 2000 flow-level samples. In the
2160P60FPS_HLS VLS Download case, latency in video decoding extends the playback
duration to over 1500 s. This increases inter-arrival times between packets, which causes the
flow segmentation process to generate more flow samples even though the actual number of
packets remains nearly the same. This kind of time shift introduces noise into the data, which
negatively impacts classification performance at the time series level.

After applying SMOTEENN, all category sample counts approximately doubled. With this
enhanced dataset, the Stacking model achieved a classification accuracy of 0.98 and a macro
F1-score of 0.97. The increased volume and diversity of flow samples also enabled strong
performance in other models. For example, the 1D-CNN model achieved a macro F1-score of
0.87, which is about 10 percent lower than the Stacking model. Models such as RNN, Deep
Packet, FlowPic, and FS-Net also performed well, although each lagged behind the Stacking
model by more than 20 percent. The RNN model had the weakest results, with a classification
accuracy of around 0.64 and a macro F1-score of 0.57. As presented in Table 17, the Stacking
model maintained F1-scores close to 0.9 for all categories, demonstrating excellent robustness
and effectiveness in flow-level classification. In summary, the overall classification
performance across the three datasets is excellent after applying resampling and using 86 flow-
level training features. However, the small sample volume remains a persistent issue with
NFStream exported flow data, and alternative flow management tools require further
evaluation.
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Table 10

Classification Performance Summary of Live Streaming Datasets at the Flow Level

Resampling Model Category PW RW FA F.l ATest ATrain A\Validate
/ o 86 045 044 039 044 043 056 055
I RNN 86 030 033 026 031 030 0.34 0.34
/ GCN 86 034 035 031 035 035 051 0.35
/ Stacking 86 034 034 030 034 034 0.91 0.34
/ Deep 86 034 034 030 034 035 0.40 0.38
Packet
I FlowPic 86 029 031 027 031 029 033 0.34
I FS-Net 86 033 033 029 033 034 0.39 0.39
SMOTEENN él\l?N 86 098 098 097 098 098 099 0.99
SMOTEENN  RNN 86 095 094 093 094 094 0.96 0.96
SMOTEENN  GCN 86 089 089 089 089 089 0.87 0.87
SMOTEENN  Stacking 86 099 099 099 099 099 1.00 0.99
SMOTEENN PZEE’; 86 093 093 092 093 093 0.94 093
SMOTEENN  FlowPic 86 087 087 084 087 087 087 0.87
SMOTEENN _ FS-Net 86 096 096 095 096 096 0.96 0.97

Table 11

Classification Performance in Each Category of Live Streaming Datasets under the Stacking

Model after Resampling at the Flow Level

Category P. R. F. Category P. R. F.
480P_3Mbps_N3_10Mhz 1 1 1 360P_30FPS_VoD_Twitch 0.99 1 1
480P_3Mbps_N78_10Mhz 099 0.99 0.99 360P_30FPS_VLS_Twitch 1 1 1
720P_6Mbps_N3_10Mhz 1 099 1 480P_30FPS_VoD_Twitch 1 1 1
1080P_10Mbps_N78_10Mhz ~ 0.99 1 1 480P_30FPS_VLS_Twitch 1 1 1
2160P_30FPS_VoD_BiliBili 1 1 1 720P_30FPS_VoD_Twitch 1 1 1
2160P_60FPS_VoD_BiliBili 0.99 1 1 720P_60FPS_VoD_Twitch 1 1 1
2160P_120FPS_VoD_BiliBili 1 1 1 720P_30FPS_VLS_Twitch 1 1 1
2160P_60FPS_VLS_BiliBili 1 1 1 720P_60FPS_VLS_Twitch 1 1 1
2160P_80FPS_VLS_BiliBili 1 1 1 1080P_30FPS_VoD_Twitch 1 1 1
4320P_30FPS_VoD_BiliBili 1 0.99 1 1080P_60FPS_VoD_Twitch 1 1 1
360P_30FPS_VoD_BiliBili 099 0.99 0.99 1080P_30FPS_VLS_Twitch 1 1 1
480P_30FPS_VoD_BiliBili 0.99 1 0.99 1080P_60FPS_VLS_Twitch 1 1 1
480P_30FPS_VLS_BiliBili 1 1 1 240P_30FPS_VoD_Vimeo 0.98 099 0.98
720P_30FPS_VoD_BiliBili 099 0.99 0.99 360P_30FPS_VoD_Vimeo 0.96 097 096
720P_30FPS_VLS_BiliBili 1 0.99 1 540P_30FPS_VoD_Vimeo 0.97 097 097
1080P_30FPS_VoD_BiliBili 099 0.98 0.99 720P_30FPS_VoD_Vimeo 099 096 097
1080P_60FPS_VoD_BiliBili 1 0.99 1 1080P_30FPS_VoD_Vimeo 1 1 1
1080P_60FPS_VLS_BiliBili 0.99 1 1 1440P_30FPS_VoD_YouTube 0.99 0.99 0.99
1440P_60FPS_VLS_BiliBili 1 1 1 1440P_60FPS_VoD_YouTube 0.92 096 0.94
144P_30FPS_VOD_Facebook 1 0.99 0.99 1440P_30FPS_VLS_YouTube 1 0.99 0.99
144P_30FPS_VLS_Facebook ~ 0.99 0.98 0.98 1440P_60FPS_VLS_YouTube 1 1 1
240P_30FPS_VLS_Facebook  0.96 0.99 0.97 2160P_30FPS_VoD_YouTube 1 0.99 1
360P_30FPS_VOD_Facebook  0.98 0.99 0.99 2160P_60FPS_VoD_YouTube 0.97 091 0.94
360P_30FPS_VLS_Facebook  0.95 095 0.95 2160P_30FPS_VLS_YouTube 0.99 1 0.99
480P_30FPS_VOD_Facebook  0.99 1 1 2160P_60FPS_VLS_YouTube 1 1 1
480P_30FPS_VLS_Facebook 0.97 096 0.97 4320P_30FPS_VoD_YouTube 1 1 1
540P_30FPS_VOD_Facebook 1 1 1 4320P_60FPS_VoD_YouTube 1 1 1
720P_30FPS_VOD_Facebook 1 1 1 144P_30FPS_VoD_YouTube 099 1 1
720P_30FPS_VLS_Facebook 1 1 1 144P_30FPS_VLS_YouTube  0.99 1 1
1080P_30FPS_VOD_Facebook 1 1 1 240P_30FPS_VoD_YouTube 0.99 099 0.99
1080P_30FPS_VLS_Facebook 1 1 1 240P_30FPS_VLS_YouTube 1 0.99 1
360P_30FPS_VLS_TikTok 1 1 1 360P_30FPS_VoD_YouTube 1 1 1
540P_30FPS_VLS_TikTok 1 1 1 360P_30FPS_VLS_YouTube 1 1 1
720P_30FPS_VLS_TikTok 1 1 1 480P_30FPS_VoD_YouTube 1 1 1
720P_60FPS_VLS_TikTok 1 1 1 480P_30FPS_VLS_YouTube 1 1 1
1080P_30FPS_VLS_TikTok 1 1 1 720P_30FPS_VoD_YouTube 1 1 1
1080P_60FPS_VLS_TikTok 1 1 1 720P_60FPS_VoD_YouTube 1 1 1
Tor_Vimeo 1 1 1 720P_30FPS_VLS_YouTube 0.94 096 0.95
Tor_YouTube 1 1 1 720P_60FPS_VLS_YouTube 0.99 099 0.99
VPN_Vimeo 1 0.99 0.99 1080P_30FPS_VoD_YouTube 1 1 1
VPN_YouTube 0.99 1 0.99 1080P_60FPS_VoD_YouTube 0.99 099 0.99
160P_30FPS_VoD_Twitch 1 1 1 1080P_30FPS_VLS_YouTube 0.97 095 0.96
160P_30FPS_VLS Twitch 1 1 1 1080P_60FPS VLS YouTube 0.99 1 1
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Table 12

Classification Performance Summary of Metaverse Datasets at the Flow Level

Resampling Model  Category PW RW FA F.l ATest ATrain A.\Validate
/ oo 21 049 045 045 045 045 056 057
I RNN 21 031 039 034 034 029 0.39 0.33
/ GCN 21 038 035 035 035 035 043 0.36
I Stacking 21 047 046 045 046 046 1.00 0.48
I Deep 21 037 036 037 036 037 0.40 0.40
Packet
I FlowPic 21 032 030 031 030 030 0.35 0.32
I FS-Net 21 040 037 036 037 036 043 0.40
SMOTEENN él\l?N 21 087 087 073 085 084 087 0.89
SMOTEENN  RNN 21 063 067 040 063 060 0.68 0.71
SMOTEENN  GCN 21 080 077 066 077 077 0.94 0.80
SMOTEENN  Stacking 21 054 053 051 053 053 1.00 051
SMOTEENN Pzzi’;t 21 064 066 039 060 061 0.62 058
SMOTEENN  FlowPic 21 049 066 033 058 046 051 0.47
SMOTEENN _ FS-Net 21 079 080 053 076 072 0.80 0.79

Table 13

Classification Performance in Each Category of Metaverse Datasets under the 1D-CNN
Model after Resampling at the Flow Level

Category P. R. F.
BigscreenTheatre_60FPS 075 06 067
BigscreenTheatre_90FPS 0.75 09 082
BigscreenTheatre_120FPS 0.5 1 067
DiRTRally2.0_60FPS 1 05 067
DiRTRally2.0_90FPS 0.6 1 075
DiRTRally2.0_120FPS 0 0 0
Hellblade_60FPS 1 05 067
Hellblade_90FPS 0 0 0
Hellblade_120FPS 0.67 1 08
RealityMixer+SteamVVRHome_60FPS 0.67 1 0.8
RealityMixer+SteamVRHome_90FPS 089 0.73 0.8
RealityMixer+SteamVRHome_120FPS  0.75 0.6 0.67
SolarSystemAR_60FPS 02 033 025
SolarSystemAR_90FPS 0 0 0
SolarSystemAR_120FPS 1 1 1
TheLab_60FPS 073 0.73 073
TheLab_90FPS 0.67 1 08
TheLab_120FPS 067 08 073
VRChat_60FPS 1 075 0.86
VRChat_90FPS 0 0 0
VRChat_120FPS 0 0 0

Table 14

Classification Performance Summary of Streaming VLS Simulation Datasets at the Flow

Resampling Model  Category PW RW FA F.Il ATest ATrain A\Validate

/ e 78 074 073 073 073 073 078 0.77

/ RNN 78 068 067 066 0.67 0.67 0.69 0.69

/ GCN 78 059 058 055 0.58 0.58 0.58 0.58

/ Stacking 78 090 090 0.89 0.90 0.90 0.98 0.90

Deep

/ Packet 78 068 068 0.67 0.68 0.67 0.68 0.68

/ FlowPic 78 065 064 0.63 0.64 0.64 0.65 0.65

/ FS-Net 78 072 071 071 071 0.71 0.72 0.71
SMOTEENN éﬁ,;l 78 091 090 0.87 0.9 0.90 0.92 0.92
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Table 14 (continued)

SMOTEENN  RNN 78 084 084 078 084 084 0.84 0.84
SMOTEENN  GCN 78 070 064 057 064 064 0.69 0.69
SMOTEENN  Stacking 78 098 098 097 098 098 1.00 0.98
SMOTEENN Pziizt 78 082 082 075 082 082 0.82 0.83
SMOTEENN  FlowPic 78 079 078 071 078 078 0.78 0.79
SMOTEENN  FS-Net 78 087 086 081 086 086 0.86 0.86

Table 15
Classification Performance in Each Category of Streaming VLS Simulation Datasets under
the Stacking Model after Resampling at the Flow Level

Category P. R. F. Category P. R. F.
144P30FPS_DASH_VLS_Download 098 097 0.98 720P60FPS_RTMP_VLS_Download 1 1 1
144P30FPS_HLS_VLS_Download 09 09 09 720P60FPS_RTMP_VLS_Upload 1 1 1
144P30FPS_HTTP_FLV_VLS Download 1 1 1 720P60FPS_WebRTC_VLS_Download 099 1 1
144P30FPS_RTMP_VLS_Download 0.99 1 1 1080P30FPS_DASH_VLS_Download 097 095 0.96
144P30FPS_RTMP_VLS_Upload 1 1 1 1080P30FPS_HLS_VLS_Download 095 098 097
144P30FPS_WebRTC_VLS_Download 1 1 1 1080P30FPS_HTTP_FLV_VLS_Download 1 1 1
240P30FPS_DASH_VLS_Download 097 097 097 1080P30FPS_RTMP_VLS_Download 099 1 1
240P30FPS_HLS_VLS_Download 0.89 085 0.87 1080P30FPS_RTMP_VLS_Upload 1 1 1
240P30FPS_HTTP_FLV_VLS_Download 1 1 1 1080P30FPS_WebRTC_VLS_Download 091 092 091
240P30FPS_RTMP_VLS_Download 1 099 1 1080P60FPS_DASH_VLS_Download 092 095 093
240P30FPS_RTMP_VLS_Upload 1 1 1 1080P60FPS_HLS_VLS_Download 0.88 084 0.86
240P30FPS_WebRTC_VLS_Download 1 099 0.99 1080P60FPS_HTTP_FLV_VLS_Download 1 1 1
360P30FPS_DASH_VLS_Download 1 098 0.99 1080P60FPS_RTMP_VLS_Download 1 099 0.99
360P30FPS_HLS_VLS_Download 085 0.88 087 1080P60FPS_RTMP_VLS_Upload 1 1 1
360P30FPS_HTTP_FLV_VLS_Download 1 1 1 1080P60FPS_WebRTC_VLS_Download 092 085 0.88
360P30FPS_RTMP_VLS_Download 1 1 1 1440P30FPS_DASH_VLS_Download 095 093 094
360P30FPS_RTMP_VLS_Upload 1 1 1 1440P30FPS_HLS VLS _Download 081 086 084
360P30FPS_WebRTC_VLS_Download ~ 0.98 0.99 0.98 1440P30FPS_HTTP_FLV_VLS_Download 1 1 1
480P30FPS_DASH_VLS_Download 098 097 098 1440P30FPS_RTMP_VLS_Download 1 1 1
480P30FPS_HLS_VLS_Download 089 0.89 0.89 1440P30FPS_RTMP_VLS_Upload 1 1 1
480P30FPS_HTTP_FLV_VLS_Download 1 1 1 1440P30FPS_WebRTC_VLS_Download 093 093 093
480P30FPS_RTMP_VLS_Download 1 0.99 0.99 1440P60FPS_DASH_VLS_Download 094 095 094
480P30FPS_RTMP_VLS_Upload 1 1 1 1440P60FPS_HLS_VLS_Download 0.82 088 0.85
480P30FPS_WebRTC_VLS_Download 1 1 1 1440P60FPS_HTTP_FLV_VLS_Download 1 1 1
540P30FPS_DASH_VLS_Download 0.96 098 097 1440P60FPS_RTMP_VLS_Download 1 1 1
540P30FPS_HLS_VLS_Download 098 096 097 1440P60FPS_RTMP_VLS_Upload 1 1 1
540P30FPS_HTTP_FLV_VLS_Download 1 1 1 1440P60FPS_WebRTC_VLS_Download 09 093 091
540P30FPS_RTMP_VLS_Download 1 1 1 2160P30FPS_DASH_VLS_Download 096 098 0.97
540P30FPS_RTMP_VLS_Upload 1 1 1 2160P30FPS_HLS_VLS_Download 0.88 082 0.85
540P30FPS_WebRTC_VLS_Download ~ 0.92 0.97 0.94 2160P30FPS_HTTP_FLV_VLS_Download 1 1 1
720P30FPS_DASH_VLS_Download 098 096 097 2160P30FPS_RTMP_VLS_Download 1 0.99 1
720P30FPS_HLS_VLS_Download 1 1 1 2160P30FPS_RTMP_VLS_Upload 1 1 1
720P30FPS_HTTP_FLV_VLS_Download 1 1 1 2160P30FPS_WebRTC_VLS_Download 093 0.9 091
720P30FPS_RTMP_VLS_Download 0.99 1 1 2160P60FPS_DASH_VLS_Download 0.98 099 0.99
720P30FPS_RTMP_VLS_Upload 1 1 1 2160P60FPS_HLS_VLS_Download 09 087 0.89
720P30FPS_WebRTC_VLS_Download 099 0.98 0.98 2160P60FPS_HTTP_FLV_VLS Download 1 1 1
720P60FPS_DASH_VLS_Download 096 097 097 2160P60FPS_RTMP_VLS_Download 1 1 1
720P60FPS_HLS_VLS_Download 1 1 1 2160P60FPS_RTMP_VLS_Upload 1 1 1
720P60FPS_HTTP-FLV_VLS Download 1 1 1 2160P60FPS_WebRTC_VLS Download 1 1 1

3.3. Payload-Level Classification Performance

In the payload-level classification task, all byte payload samples have been converted into
graph-based representations. As a result, SMOTEENN resampling cannot be applied because
both SMOTE and ENN are designed for tabular datasets. These methods assume that each
sample is a fixed-length vector and that distances between samples are meaningful, typically
using Euclidean distance. In graph data, where each sample has a unique structure composed
of nodes and edges, interpolation between samples is not straightforward. Therefore, techniques
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like SMOTE and ENN are not applicable to graph-based datasets. In all interactive media
network traffic datasets at the payload level, even the 144P_30FPS_DASH_VLS_Download
category with the smallest number of PCAP packets, still contains more than 5000 packets. This
ensures that there is a sufficient volume of payload-level samples; synthetic augmentation is
not required. All eight classification models were evaluated on the payload-level task. With the
exception of the 2D-CNN model, which operates directly on the original graph structures, all
other models convert the graphs into one-dimensional feature vectors and apply PCA for
dimensionality reduction. As shown in Table 18, the 2D-CNN model achieved the highest
classification accuracy of 0.81 on the test set. However, both the training and validation
accuracies were 0.98, suggesting overfitting. The model memorizes the training and validation
data instead of learning patterns that generalize well. The issue is more evident in the 1D-CNN
model, where the gap between training and test accuracy exceeds 28 percent.

The other models show similar macro F1-scores, generally around 0.7. The 2D-CNN model
had a macro F1-score of approximately 0.82, which is about 15 percent higher than the others.
Although the dataset does not suffer from class imbalance, a major challenge is the selection of
appropriate feature fusion techniques. Ineffective fusion strategies prevent the model from
learning useful classification patterns or defining clear decision boundaries. Table 19 provides
a breakdown of performance by category. For example, the 480P_30FPS_VLS Facebook
category had an F1-score of only 0.26, and the 720P_30FPS_VOD_Facebook category had an
even lower score of 0.14. In both cases, the feature fusion methods included random pixel
scrambling and random pixel shifting, which did not improve performance. Similarly, the
360P_30FPS_VLS TikTok and 540P_30FPS_VLS_TikTok categories had F1-scores below
0.4. These results were obtained using fusion techniques such as applying random Gaussian
blur, alternating small-kernel sharpening, two-dimensional image filtering, and adding random
tile patterns. More than 20 categories had F1-scores below 0.80. This indicates that using
stochastic noise or small graph alterations through permutations and combinations provides
only limited benefit for improving classification performance.

For the Metaverse dataset, the overall classification performance at the payload level is
significantly better than the flow-level results, as shown in Table 20 when compared to Table 14.
The 2D-CNN model achieved a classification accuracy as high as 0.81, and the macro F1-score
reached 0.82. However, there are signs of overfitting, as the training and validation accuracy
are notably higher than the test performance. Despite this, the 2D-CNN still outperformed all
other models by more than 10 percent in overall classification accuracy. According to Table 21,
which presents classification performance by category, only four categories, including
RealityMixer+SteamVRHome_90FPS,  SolarSystemAR_60FPS,  TheLab 60FPS, and
VRChat_60FPS, had F1-scores below 0.6. The remaining categories all achieved F1-scores
above 0.8, indicating relatively strong performance across most of the dataset. Several factors
contribute to the classification challenges in the lower-performing categories. The original
traffic capture was limited to a bandwidth of 15 Mbps and used the WebRTC streaming protocol
over TCP. Due to TSO or GSO bheing enabled, many TCP segments stored in the PCAP files
were unfragmented and large, with some payloads exceeding 10,000 bytes. However, only the
first 1250 bytes of each packet were used to generate graph samples, and the remaining payload
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data was omitted. Additionally, a significant number of packets had payloads smaller than 100
bytes. Although the dataset contained a sufficient number of samples, the individual graph
samples often lacked informative or effective features, which made accurate classification more
difficult. Moreover, many categories relied on similar feature fusion methods, such as random
rotation, vertical flipping, Gaussian noise, and Gaussian blur with a random kernel size. These
standard augmentation techniques were not able to clearly enhance classification-relevant
features, primarily because the original features themselves were limited in quality and
informativeness.

The Streaming VLS Simulation dataset shows relatively low classification performance at
the payload level. As reported in Table 22, the highest overall classification accuracy reaches
only 0.75 under the 2D-CNN model across 78 categories. This is over 20 % lower than the
time-series classification accuracy, where the 1D-CNN model achieves 0.91, and the Stacking
model reaches 0.98 at the flow level. Analysis of the raw PCAP files highlights protocol-related
differences that affect classification performance. WebRTC, which is based on UDP, contains
over 80 percent of packets with payloads smaller than 500 bytes. This results in a lack of
effective, high-quality samples for graph construction. By contrast, protocols such as DASH,
HLS, HTTP-FLV, and RTMP operate over TCP. These protocols often include very large
payloads, with some segments exceeding 10,000 bytes and reaching up to 65,549 bytes in the
DASH protocol. However, due to storage limitations (1250 bytes) during graph conversion,
only approximately 2 percent of the payload bytes are retained, eliminating most of the useful
information. Additionally, more than 0.5 percent of packets have payloads smaller than 100
bytes. As shown in Table 23, most DASH-related categories have F1-scores below 0.5. These
issues stem from TCP offloading mechanisms, where the operating system and network
interface card aggregate large TCP segments for efficiency before splitting them into smaller
packets during transmission. When captured on the sender side, especially on loopback
interfaces, these large segments appear in the PCAP files even though they are not transmitted
as such on the network. In contrast, UDP-based protocols such as WebRTC do not support these
offload mechanisms and therefore do not exhibit similar behavior. In the Metaverse dataset,
WebRTC is sometimes configured to fall back to TCP due to network restrictions. This fallback
leads to similar large TCP segments when TSO or GSO is enabled. Although WebRTC is
fundamentally UDP-based, real-world deployments often rely on TCP-based fallback paths,
which result in the same offloading effects observed in DASH and HLS traffic. When using
2000 randomly selected samples, the limited payload information in small packets continues to
obstruct correct classification. Even after applying graph-based feature fusion techniques, the
results remain poor due to the insufficient quality of the original graph samples. Compared to
the Live Streaming dataset, the VLS Simulation dataset includes more TCP-based traffic and a
higher proportion of low-quality byte payload samples.

In summary, the classification performance at the payload level varies significantly across
interactive media applications. The lack of consistent structural characteristics between traffic
types makes it difficult to generalize models. Although a variety of feature fusion techniques
were applied to extract common patterns, the limited information in many graph samples
reduced their effectiveness. During dataset generation, automatic zero-padding was used to fill
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insufficient payloads, which contributed little useful information to the graphs. As a result,
standard augmentation methods such as shape rotation and the addition of random noise were
not effective in improving classification accuracy. These methods are not well-suited to the
structure of the data, and more advanced feature fusion strategies need to be explored.

Table 16
Classification Performance Summary of Live Streaming Datasets at the Payload Level

Model Category PW RW FA FIl ATest ATrain A\Validate
2D-

e 95 082 081 08 08 081 098 0.98
(:1|E)JN 95 071 071 071 071 071 099 0.99
RNN 95 073 073 072 073 073 077 0.78
GCN 95 070 069 068 069 069 070 0.68

Stacking 95 074 074 074 074 074 099 0.74
Deep 95 073 072 072 072 072 0.79 0.80
Packet

Flowpic ~ 95 072 071 070 071 071 073 0.73
FS-Net 95 075 074 074 074 074 077 0.77

Table 17
Classification Performance in Each Category of Live Streaming Datasets under the 2D-CNN
Model at the Payload Level

Category P. R. F. Category P. R. F.
480P_3Mbps_N3_10Mhz 0.83 0.69 075 VPN_Vimeo 099 098 0.98
480P_3Mbps_N78_10Mhz 1 1 1 VPN_YouTube 052 052 052
480P_3Mbps_N78_20Mhz 1 1 1 160P_30FPS_VoD_Twitch 099 098 0.99

720P_6Mbps_N3_10Mhz 1 1 1 160P_30FPS_VLS_Twitch 1 1 1
720P_6Mbps_N78_10Mhz 1 1 1 360P_30FPS_VoD_Twitch 048 047 048
720P_6Mbps_N78_20Mhz 1 1 1 360P_30FPS_VLS_Twitch 0.99 1 0.99
1080P_10Mbps_N3_10Mhz 1 0.98 0.99 480P_30FPS_VoD_Twitch 098 096 0.97
1080P_10Mbps_N78_10Mhz 1 1 1 480P_30FPS_VLS_Twitch 0.83 094 088

1080P_10Mbps N78_20Mhz ~ 0.95 099 0.97  720P_30FPS_VoD_Twitch 1 1 1

2160P_20Mbps_N3_10Mhz ~ 079 092 0.85  720P_60FPS_VoD_Twitch 1 097 098
2160P_20Mbps_N78 20Mhz 1 099 099  720P_30FPS VLS Twitch 067 084 0.74
4320P_40Mbps_N3_10Mhz ~ 099 099 099  720P_60FPS_VLS Twitch 072 0.66 0.69
4320P_40Mbps_N78_20Mhz 099 099 099  1080P_30FPS_VoD_Twitch 095 1 098

2160P_30FPS_VoD_BiliBili 1 099 099  1080P_60FPS_VoD_Twitch 1 099 1
2160P_60FPS_VoD_BiliBili 1 1 1 1080P_30FPS_VLS Twitch 092 079 0.85
2160P_120FPS_VoD_BiliBili  0.85 0.85 085  1080P_60FPS_VLS Twitch 099 096 0.97
2160P_60FPS_VLS BiliBili ~ 0.69 067 068  240P_30FPS VoD Vimeo 074 08 077
2160P_80FPS_VLS_BiliBili ~ 0.95 096 096  360P_30FPS_VoD_Vimeo 1 1 1
4320P_30FPS_VoD_BiliBili  0.87 0.87 087  540P_30FPS_VoD_Vimeo 049 049 049
360P_30FPS_VoD_BiliBili 09 089 089  720P_30FPS_VoD_Vimeo 034 038 0.36
480P_30FPS_VoD_BiliBili 095 0.87 091  1080P_30FPS_VoD_Vimeo  0.65 066 0.66
480P_30FPS_VLS_BiliBili 1 1 1 1440P_30FPS_VoD_YouTube 05 048 0.49
720P_30FPS_VoD_BiliBili 055 047 051 1440P_60FPS_VoD_YouTube 041 031 0.35
720P_30FPS_VLS_BiliBili 1 097 098 1440P_30FPS_VLS YouTube 099 1  0.99
1080P_30FPS_VoD_BiliBili 1 1 1 1440P_60FPS_VLS_YouTube 026 029 0.27
1080P_60FPS_VoD_BiliBili 099 1 1 2160P_30FPS_VoD_YouTube 027 043 0.33
1080P_60FPS_VLS_BiliBili 089 094 092 2160P_60FPS_VoD_YouTube 081 068 0.74
1440P_60FPS_VLS_BiliBili 1 099 099 2160P_30FPS_VLS YouTube 097 099 0.98

144P_30FPS_VOD_Facebook 098 1 099 2160P_60FPS_VLS YouTube 099 099 099
144P_30FPS_VLS_Facebook 0.8 072 0.76 4320P_30FPS_VoD_YouTube 099 1  0.99
240P_30FPS_VLS_Facebook ~ 0.97 0.99 0.98 4320P _60FPS_VoD_YouTube 096 094 0.95
360P_30FPS_VOD_Facebook  0.98 091 094 144P_30FPS_VoD_YouTube 078 1  0.88
360P_30FPS_VLS_Facebook 1 1 1 144P_30FPS_VLS_YouTube 097 1  0.98
480P 30FPS_VOD_Facebook 1 1 1 240P_30FPS_VoD_YouTube 1 1 1
480P_30FPS_VLS_Facebook ~ 0.27 026 026 240P_30FPS_VLS_YouTube 1 1 1
540P_30FPS_VOD_Facebook ~ 0.62 0.65 0.64 360P_30FPS_VoD_YouTube 1  0.89 0.94
720P_30FPS_VOD_Facebook 0.7 0.2 0.4 360P_30FPS VLS YouTube 0.96 086 0.1
720P_30FPS_VLS_Facebook 0.9 076 0.82 480P_30FPS_VoD_YouTube 083 075 0.79
1080P_30FPS_VOD_Facebook  0.77 0.87 0.82 480P_30FPS_VLS_YouTube 051 046 048
1080P_30FPS_VLS_Facebook 099 099 099 720P_30FPS_VoD_YouTube 034 04 037
360P_30FPS_VLS TikTok 03 039 034 720P_60FPS_VoD_YouTube 1 099 1
540P_30FPS_VLS TikTok 04 037 038 720P_30FPS_VLS YouTube 099 099 0.9
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Table 17 (continued)

720P_30FPS_VLS TikTok 085 1 092 720P_60FPS_VLS_YouTube 072 0.63 0.67
720P_60FPS_VLS_TikTok 056 064 06 1080P_30FPS_VoD_YouTube 051 0.47 0.49
1080P_30FPS_VLS_TikTok 0.31 0.2 0.24  1080P_60FPS_VoD_YouTube 1 1 1
1080P_60FPS_VLS_TikTok 0.62 0.58 0.6 1080P_30FPS_VLS_YouTube 1 1 1
Tor_Vimeo 0.62 0.6 0.61 1080P_60FPS_VLS_YouTube 023 03 026
Tor_YouTube 1 09 095
Table 18
Classification Performance Summary of Metaverse Datasets at the Payload Level
Model  Category PW RW FA Fl ATest ATrain AValidate
2D-
CNN 21 084 084 085 0.84 0.84 1.00 1.00
éleN 27 079 079 079 079 079  1.00 0.99
RNN 21 079 078 079 0.78 0.78 0.89 0.89
GCN 21 073 073 0.73 0.73 0.73 0.78 0.72
Stacking 21 082 082 082 0.82 0.82 1.00 0.82
Deep
Packet 21 079 079 0.80 0.79 0.79 0.95 0.95
FlowPic 21 0.78 078 0.78 0.78 0.78 0.81 0.81
FS-Net 21 081 081 081 0.81 0.80 0.87 0.87

Table 19

Classification Performance in Each Category of Metaverse Datasets under the 2D-CNN

Model at the Payload Level

Category P. R. F.
BigscreenTheatre_60FPS 0.77 084 0.8
BigscreenTheatre_90FPS 1 1 1
BigscreenTheatre_120FPS 1 1 1
DiRTRally2.0_60FPS 0.98 0.99 0.98
DiRTRally2.0_90FPS 0.81 0.82 082
DiRTRally2.0_120FPS 093 0.94 093
Hellblade_60FPS 0.81 0.87 084
Hellblade_90FPS 0.99 1 099
Hellblade_120FPS 094 09 092
RealityMixer+SteamVVRHome_60FPS 084 093 088
RealityMixer+SteamVVRHome_90FPS 054 055 054
RealityMixer+SteamVRHome_120FPS  0.89 0.85 0.87
SolarSystemAR_60FPS 0.52 0.6 0.56
SolarSystemAR_90FPS 096 0.92 094
SolarSystemAR_120FPS 09 085 0.87
TheLab_60FPS 0.66 0.63 0.64
TheLab_90FPS 092 08 086
TheLab_120FPS 082 08 081
VRChat_60FPS 0.61 0.64 062
VRChat_90FPS 088 074 08
VRChat_120FPS 1 099 1
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Table 20
Classification Performance Summary of Streaming VLS Simulation Datasets at the Payload

Level
Model  Category PW RW FA FIl ATest ATrain A.\Validate
2D-
NN 78 076 075 075 075 075 0.99 0.99
o 78 068 067 067 067 067 098 0.98
RNN 78 068 065 065 065 065 071 071
GCN 78 060 057 057 057 057 061 056
Stacking 78 065 065 065 065 065 0.99 0.65
Deep 78 064 063 063 063 064 077 077
Packet
FlowPic 78 065 063 062 063 063 065 0.65
FS-Net 78 067 066 0.66 0.66 0.66 073 073
Table 21

Classification Performance in Each Category of Streaming VLS Simulation Datasets under
the 2D-CNN Model at the Payload Level

Category P. R. F. Category P. R. F.
144P30FPS_DASH_VLS_Download 0.99 094 096 720P60FPS_RTMP_VLS_Download 0.55 0.63 0.59
144P30FPS_HLS_VLS_Download 1 1 1 720P60FPS_RTMP_VLS_Upload 0.66 0.64 0.65
144P30FPS_HTTP_FLV_VLS Download 1 1 1 720P60FPS_WebRTC_VLS_Download 0.87 095 091
144P30FPS_RTMP_VLS_Download 0.99 1 1 1080P30FPS_DASH_VLS_Download 011 015 0.3
144P30FPS_RTMP_VLS_Upload 0.94 088 091 1080P30FPS_HLS_VLS_Download 0.76 0.63 0.69
144P30FPS_WebRTC_VLS_Download 1 1 1 1080P30FPS_HTTP_FLV_VLS Download 0.61 073 0.67
240P30FPS_DASH_VLS_Download 096 09 093 1080P30FPS_RTMP_VLS_Download 0.78 073 0.76
240P30FPS_HLS_VLS_Download 0.99 096 098 1080P30FPS_RTMP_VLS_Upload 053 057 055
240P30FPS_HTTP_FLV_VLS_Download 0.71 0.77 0.74  1080P30FPS_WebRTC_VLS_Download 0.99 099 0.99
240P30FPS_RTMP_VLS_Download 091 083 087 1080P60FPS_DASH_VLS_Download 041 033 037
240P30FPS_RTMP_VLS_Upload 0.61 067 0.64 1080P60FPS_HLS_VLS_Download 085 065 0.74
240P30FPS_WebRTC_VLS Download 099 1 1 1080P60FPS_HTTP_FLV_VLS Download 1  0.88 0.94
360P30FPS_DASH_VLS_Download 092 081 086 1080P60FPS_RTMP_VLS_Download 1 1 1
360P30FPS_HLS_VLS_Download 099 091 095 1080P60FPS_RTMP_VLS_Upload 0.76 0.77 0.76
360P30FPS_HTTP_FLV_VLS_Download 0.52 0.59 055  1080P60FPS_WebRTC_VLS_Download 1 0.99 0.99
360P30FPS_RTMP_VLS_Download 052 061 056 1440P30FPS_DASH_VLS_Download 0.83 066 0.74
360P30FPS_RTMP_VLS_Upload 056 053 0.54 1440P30FPS_HLS_VLS_Download 091 089 09
360P30FPS_WebRTC_VLS_Download 0.96 0.94 0095 1440P30FPS_HTTP_FLV_VLS Download 0.94 099 0.96
480P30FPS_DASH_VLS_Download 087 082 084 1440P30FPS_RTMP_VLS_Download 0.18 034 0.24
480P30FPS_HLS_VLS_Download 085 075 08 1440P30FPS_RTMP_VLS_Upload 033 045 0.38
480P30FPS_HTTP_FLV_VLS Download 0.86 091 0.89  1440P30FPS_WebRTC_VLS_Download 1 0.99 0.99
480P30FPS_RTMP_VLS_Download 1 097 0.98 1440P60FPS_DASH_VLS_Download 023 019 0.21
480P30FPS_RTMP_VLS_Upload 0.88 054 0.67 1440P60FPS_HLS_VLS_Download 0.68 069 0.69
480P30FPS_WebRTC_VLS_Download 1 1 1 1440P60FPS_HTTP_FLV_VLS_Download 0.17 0.17 0.17
540P30FPS_DASH_VLS_Download 0.99 1 0.99 1440P60FPS_RTMP_VLS_Download 0.85 089 0.87
540P30FPS_HLS_ VLS Download 085 071 078 1440P60FPS_RTMP_VLS_Upload 081 078 08
540P30FPS_HTTP_FLV_VLS_Download 0.8 0.76 0.78  1440P60FPS_WebRTC_VLS_Download 1 1 1
540P30FPS_RTMP_VLS_Download 0.77 086 0.81 2160P30FPS_DASH_VLS_Download 0.56 0.66 0.61
540P30FPS_RTMP_VLS_Upload 098 09 094 2160P30FPS_HLS_VLS_Download 0.72 062 0.67
540P30FPS_WebRTC_VLS_Download 092 089 09 2160P30FPS_HTTP_FLV_VLS Download 0.76 0.82 0.79
720P30FPS_DASH_VLS_Download 0.65 099 0.79 2160P30FPS_RTMP_VLS_Download 08 079 08
720P30FPS_HLS_VLS_Download 037 045 041 2160P30FPS_RTMP_VLS_Upload 059 053 0.56
720P30FPS_HTTP_FLV_VLS_Download 1 1 1 2160P30FPS_WebRTC_VLS_Download 1 1 1
720P30FPS_RTMP_VLS_Download 0.99 099 0.99 2160P60FPS_DASH_VLS_Download 0.14 016 0.15
720P30FPS_RTMP_VLS_Upload 036 029 032 2160P60FPS_HLS_VLS_Download 079 069 0.74
720P30FPS_WebRTC_VLS_Download 0.97 093 095 2160P60FPS_HTTP_FLV_VLS Download 0.19 0.16 0.17
720P60FPS_DASH_VLS_Download 041 036 0.39 2160P60FPS_RTMP_VLS_Download 011 01 011
720P60FPS_HLS_VLS_Download 085 0.72 0.78 2160P60FPS_RTMP_VLS_Upload 0.82 073 0.77
720P60FPS_HTTP-FLV_VLS_Download 1 0.95 097  2160P60FPS_WebRTC_VLS_Download 1 1 1
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4. CONCLUSIONS

The Doctoral Thesis presents a comprehensive approach to achieve fine-grained
classification of interactive media applications network traffic across multiple granularities,
including the time series, flow, and payload levels. The main achievements are summarized as
follows.

1. The scope of traditional video category network traffic, which is typically limited to
general Internet applications and protocol-specific datasets, has been significantly expanded.
This study redefines the classification scope to encompass three representative and widely used
types of interactive media applications: OTT Live Streaming, Cloud Gaming, and Metaverse
applications. These categories share common features, such as high traffic volume between
clients and servers, and the presence of continuous bidirectional interaction over diverse and
complex network environments. The resulting traffic exhibits unique and distinguishable
patterns not captured by traditional coarse-grained video classification approaches. Unlike
conventional classification tasks that rely solely on simple application names, service identifiers,
or protocol labels as ground-truth, this study emphasizes the need for deeper context.
Conventional methods often lack clarity in the relationship between the ground-truth labels and
actual traffic characteristics. Furthermore, existing research rarely provides a comprehensive
analysis of the factors influencing video traffic patterns.

This study systematically investigates the impact of various video-related factors on
interactive media network traffic. These include video quality parameters such as resolution,
frame rate, compression format, container type, bitrate, motion complexity, content origin, and
hardware capabilities of both client and server devices. In addition, it considers transmission
parameters like segment duration, GOP structure, codec type, encoding preset, maximum
bitrate, buffer size, and transport protocols, including TCP, UDP, and QUIC. Application-level
streaming protocols examined include DASH, HLS, RTMP, RTCP, RTP, SRT, HTTP-FLV,
and WebRTC. Network condition variables such as 4G, 5G, Wi-Fi, available bandwidth, QoS,
QoOE, and the usage of VPNs or Tor for encryption and anonymization are also considered.
These factors were analyzed to determine their influence on the characteristics of interactive
media network traffic. Based on the findings, traffic categories in the classification tasks were
defined using combinations of the most impactful factors, such as platform, application name,
resolution, frame rate, and traffic direction (uplink and downlink). This approach enabled the
construction of highly detailed, fine-grained interactive media network traffic datasets. A total
of over 84 GB of traffic data was collected, covering both real-world applications and idealized
testing environments. The datasets include both public and proprietary sources, ensuring a
diverse and representative sample of interactive media network traffic.

2. The fine-grained interactive media network traffic datasets developed in the Doctoral
Thesis are characterized not only by a wide range of category diversity but also by multiple
levels of classification granularity, including time series level, flow level, and payload level.
Each level addresses specific use-case scenarios. When raw traffic PCAP files are unavailable,
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time series datasets constructed from packets, bytes and timestamps provide valuable
alternatives. These temporal representations enable the rapid identification of encrypted traffic
based on timing patterns, without requiring access to raw PCAP contents. At the flow level,
samples capture general traffic patterns, which may manifest as elephant or mouse-specific
flows, which are particularly useful for identifying distinct behavioral characteristics of
interactive media applications. These flow-level features, combined with partial DPI, contribute
to more accurate classification of application types and protocols. At the payload level,
classification is especially advantageous in situations with limited PCAP data capture durations
or sparse session streams. Due to the bursty nature of interactive media network traffic, even
brief capture periods typically yield sufficient byte-level samples. These payload samples, when
transformed into graph representations, enable the extraction of both spatial and temporal
features, offering a richer structure than one-dimensional data formats. The datasets constructed
at all three granularities exhibit transparent, explainable preprocessing procedures and ensure
reliability and reproducibility of the samples.

3. This study introduces a multi-layer 1D-CNN tailored for fine-grained traffic classification.
Building upon this architecture, a modified 2D-CNN model was developed specifically for
graph-based classification, along with an RNN and a GCN designed for flow-level tasks. Across
all three granularities, the proposed 1D-CNN consistently outperforms existing state-of-the-art
models, including Deep Packet, FlowPic, and FS-Net, demonstrating strong adaptability and
robustness across diverse traffic scenarios. A Stacking model, composed of multiple meta-
learners, was also implemented and found to be particularly effective at the flow level. Its ability
to handle high-variance features and large sample volumes resulted in classification accuracy
exceeding 1D-CNN by more than 10 % under the same conditions. At the payload level, the
2D-CNN model achieved the best performance for graph-based classification. Its advantage
stems from its capacity to leverage two-dimensional spatiotemporal features, surpassing one-
dimensional models by at least 10 % in overall classification accuracy. In summary, model
selection is highly dependent on dataset characteristics, feature construction, and scenario-
specific requirements. For the fine-grained classification of interactive media network traffic,
all proposed models achieved strong and consistent performance across their respective
domains.

Future research can be summarized as follows.

1. At the time series-level and flow-level classification stages, a persistent issue is the
imbalance in the volume of samples across different traffic categories. While this can be
mitigated by actively capturing more raw traffic data or passively collecting longer flow data,
synthetic data generation remains a common approach. However, the SMOTEENN method
used in this work shows limitations when applied to small datasets, as it may only execute the
ENN component without generating new synthetic samples. Therefore, more advanced data
augmentation techniques need to be explored for better handling of imbalanced datasets.
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2. In the time series-level classification task, only packet and byte vectors were used to
construct the samples through the proposed universal method in Algorithm 4. Further research
includes examining how applying other elements in Algorithm 4 and the corresponding time
series distributions affect the classification results. Notably, not all categories demonstrate a
clear increase in traffic volume with higher video resolution or frame rate. Some categories
show irregular packet bursts and high noise levels in their time series, which negatively impact
classification. Applying appropriate filtering methods may help reduce the influence of these
noise patterns.

3. For payload-level classification, the current method pads packet payloads smaller than
1250 bytes with zeros and truncates those larger than the threshold. This results in considerable
data loss, especially for large payloads associated with TCP-based streaming protocols using
features like TSO. A potential improvement involves reducing the grayscale graph size from
100 x 100 to 32 x 32, corresponding to 128 bytes. For payloads exceeding this size, additional
graphs can be generated to retain all relevant information. Furthermore, existing graph feature
fusion methods have shown limited effectiveness in improving fine-grained classification
accuracy. More advanced fusion strategies are needed to better leverage structural and
contextual information in payload samples.

4. Both one-dimensional temporal and two-dimensional spatiotemporal features used in
training can be standardized and stored as pre-trained representations to enable online, real-
time classification of interactive media traffic. Beyond classification, these features may also
be valuable for tasks such as traffic prediction, anomaly detection, and identifying malicious
activity disguised as normal traffic. These directions offer practical value and merit further
investigation. In addition, interactive media network traffic patterns after training can be used
to identify anonymized and encrypted traffic. This is particularly relevant as generative artificial
intelligence (Al) applications such as text-to-video generation, GPU-based deep learning super
sampling (DLSS), and motion interpolation for gaming or metaverse environments become
more prevalent. These emerging technologies not only improve users” QoE but also contribute
to significant increases in traffic volume. In future heterogeneous networks, such traffic patterns
may provide valuable prior knowledge to support further research.
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