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ANNOTATION

The Thesis is devoted to solving a topical contemporary problem related to the mitigation
of information systems security risks in an organisation. As a result, an adaptive security
management model was developed, as well as a technological platform for mitigating security
risks, which performs appropriate adaptations in response to incidents. The developed
technological platform and the proposed set of modules combine many information sources and
are based on the big data paradigm, ensuring adequate security of information systems,
including meeting the requirements of both European and Latvian legislation in the field of
cybersecurity. The developed solution has been tested at Riga Technical University (RTU) and
has proven its effectiveness by improving the ability to respond to identified incidents and
reducing the number of Latvian Information Technology Security Incident Response Team
(CERT.LV) notifications about infected devices in the RTU network by 99.98 %, as well as
increasing the ability to respond immediately to security incidents. Fast and automated
involvement of the user of a potentially infected device using the offered technological platform
ensured mitigation of security risks by implementation of preventive or corrective actions in a
timely manner. The technological platform proposed in the work is scalable and based on open
technologies and big data. The platform can be used in any organisation or institution that can
provide access to audit trails and its network traffic, as the platform is based on the analysis of
data from various sources, including intrusion detection, prevention systems, firewalls, network
data, as well as any other data sources that are capable of creating audit trails. The platform
collects and analyses the data received, and applies machine learning-based techniques to detect
unknown threats by analysing both domain requests and network data. The platform reduces
security risk by detecting and automatically responding to identified security risks in a variety
of ways. In addition to RTU, the project was tested in the Procurement Monitoring Bureau and

the Central Finance and Contracting Agency.
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LIST OF ABBREVIATIONS

EDR - Endpoint Detection and Response (used to detect if malware is installed on an endpoint
device and to find ways to respond to this type of threat).

SIEM — Security Information and Event Management (used to provide a single central location
to store and analyse data from different log sources).

SOC - Security Operations Centre (where the security of the network, servers and other
systems is monitored using various tools and technologies to identify and prevent security
threats).

ISMS — an adaptable security operations centre platform proposed in the Thesis, based on
capability methodology.

IDS — Intrusion Detection System (aims to identify threats in network data in real time).

NetFlow — a solution implemented by CISCO with the aim of collecting and analysing network
metadata.

CERT.LV — Cyber Incident Response Team, which aims to promote the security of
information technologies in Latvia.

CDD - capability methodology for specifying and implementing adaptive solutions

DGA - algorithmically generated domains used by robot networks to communicate and pass
necessary instructions.

SVC - supervised machine learning classifier for support vector machine.

NNC — supervised machine learning classifier neural networks that mimic biological processes
in the brains of living organisms.

DTC - supervised machine learning classifier for decision trees, which is widely used for
decision visualisation.

RFC — supervised machine learning classifier decision forests, which are a combination of
decision trees.

MAC - the unique address of a device, which is assigned to it by the device manufacturer
during the manufacturing process. The address contains both the manufacturer code and a
unique device identifier.



General description of the Thesis

Topic relevance

In today's world, it is hard to imagine a sector that can exist without information technology.
Both the public and private sectors are dependent on information technologies and, given the
increasing digitalisation of the world, this dependence is growing and will continue to grow in
the future [1]. Information and communication technologies are mainly used to make people's
lives easier, through remote and secure financial transactions, communication with public
authorities and other purposes. As dependence on information and communication technologies
increases, so does the likelihood that they can be used to cause significant damage to public
administration information systems and electronic communications networks, neutralise
national political, economic and military decision-making centres, misinform the public and
cause technogenic disasters. This increases the likelihood of non-military threats with severe
consequences. For institutions responsible for the provision of state functions, the security of

critical national information systems is of particular concern.

Both individual countries and the European Union as a whole have adopted laws, directives,
and regulations governing information technology security, with one of the most recent
initiatives being the NIS2 Directive [2]. These laws and regulations define minimum
requirements for data protection in terms of confidentiality, integrity, and availability, which
generally improve cybersecurity. Cybersecurity is the ability to protect networks, devices and
data from unauthorised access or criminal use, and to ensure the confidentiality, integrity and
availability of information [3]. Mitigating cybersecurity risks requires planning,
implementation and monitoring of progress. However, cybersecurity incidents are rampant, for
example, SolarWinds supply chain attack [4], the Colonial Pipeline ransomware incident [5],
and denial-of-service attacks against Latvian state institutions [6]. These incidents are usually
organised by well-funded criminal organisations, various criminal groups and even countries.
Robot networks have become one of the biggest threats to cybersecurity today. According to
the ENISA report for 2019-2020, more than 17 000 operating botnet servers have been
identified [7].

Intrusion detection systems (IDSs) have been introduced to deal with cybersecurity threats.
They have their origins in the US Air Force, where James P. Anderson developed a computer
network threat monitoring system [8], which was able to continuously scan and compare
network data against a known threat list. In the 1990s, IDS technologies were developed and

were already capable of detecting network attacks, which were increasing in number and
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complexity [9]. As IDS systems have evolved, many security companies have started to offer
cloud-based solutions in which the only requirement for intrusion detection functionality is that
the necessary data be uploaded to the cloud. However, such services are not very popular for
one reason: the data sent to the cloud may contain personal data and sensitive business
information. Another problem today is the shortage of cybersecurity specialists who can

interpret the results of IDS and make decisions to improve security [10].

One of today’s mistakes is to live in a false sense of security, believing that if no one writes
anything negative about the organisation in the press, then everything must be fine.
Organisations need to implement a set of preventive measures to protect both trade secrets and
the private data of the organisation's employees from falling into the hands of unauthorised
persons. As a first step, the author proposes appointing a person responsible for security
management within the organisation. The person needs a wide range of tools to ensure security,
as well as the appropriate knowledge of how to use them. It is necessary to monitor both the
network and endpoint devices, to understand the configuration of the firewall and to assess
potential sources of threats, including identifying vulnerabilities in devices and staying up-to-

date with current information in the field of information and communication technologies.

Yakencheck Jason from securityintelligence.com [11] believes that manual actions are no
longer sufficient to implement security management. A cybersecurity professional must be able
to design and implement automated security monitoring tools, as well as have in-depth
knowledge of computer networks, device architectures, vulnerabilities, cyber defences and their

effectiveness.

The problem of security management requires taking into account the context of external
data sources, various local measurements of information systems, and the objectives set by the
company. The capability-driven development methodology helps to build systems that are
informed by both context and business objectives, making it suitable for developing an 1S

security governance model.

According to [12], cybersecurity comprises five phases: identification (raising awareness of
potential cyber risks), protection (implementing risk mitigation measures to protect critical
resources), threat detection (applying tools to detect a cyber security incident), proactive threat
response (taking actions to mitigate the impact of a cyber security incident), and incident

recovery (a set of measures to keep services running after an incident).



The author concludes that the main challenge in companies and institutions is the threat

detection and proactive action phases (Table 1).

Table 1
Cybersecurity Phases and the Solutions to Support Them
Cybersecurity phases Solutions
Identification CERT.LV [13]
Protection NIS2 directive [2]
Threat identification SIEM, SOC systems [14]-[19]
Proactive threat response Level of awareness and knowledge of the

person responsible for IS security (education,

certification, practical skills)

Incident recovery Continuous operations planning, NIS2
directive [2]

Similar problems have been encountered in every organisation where the author has
assessed the compliance of security management with best practice, and the problem is
particularly acute in higher education institutions, because usually very few resources are
allocated to security management, and the study process is more concerned with increasing the
speed and computing capacity of computer networks. These phases require continuous, full
monitoring of the internal network, end devices and user activities on the network, as well as

an understanding of how to identify a cybersecurity incident.

Aim and objectives of the Thesis
The aim of this Thesis is to develop a context-dependent, adaptive security management
model and a technical implementation of this model within a security management platform

that includes appropriate technical solutions to improve the cybersecurity environment.

The objective is based on the assumption that many organisations and institutions are unable

to fully implement all five phases of cybersecurity according to [12].
To achieve the aim of the Thesis, the following tasks have been set.

1. Assess the current situation in the field of IS security management by conducting a

literature review and research into the causes of cybersecurity incidents.



2. ldentify existing research in the field of IS security management which uses both
traditional threat identification tools and machine learning to identify unknown threats
and to justify the need for building a technological platform.

3. Synthesise the requirements for a context-dependent adaptive security management
model and its technical solutions.

4. Develop a context-dependent adaptive security management model.

5. Validate the defined model by designing an appropriate technical solution (platform)
implementation in a higher education institution.

6. Evaluate the effectiveness of the developed model and platform.

Study methodology

The Thesis is based on the identification of problems in information systems security
management and the proposal of solutions to these problems. In order to address the above
problems, both qualitative and quantitative research methods were applied (Fig.1). Identifying
and responding to threat levels according to different sources and using user feedback are
defined as qualitative research methods in the study. The study defines the training of malicious
activity modules and their identification algorithms as a quantitative research method. The
primary data sources were data collected from the institution's internal network information,
user workstations, switch data, firewall data, intrusion detection system data, NetFlow data,
successful/failed authentication and other audit trail files and other data sources. Secondary data
[20], [21] were used to train machine learning modules by classifying them as legitimate or
malicious domains. Additional malicious domain names (secondary data) were extracted from
the institution's firewall with intrusion prevention functionality, and the domain name request
data and were explored, along with manual classification and comparison of suspicious domain

name requests against malicious domain databases.
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esearch methods

Qualitative

Determination of
threat levels,
automated response

Quantitative

Model training
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Primary

Internal network,
workstations,
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data, Malicious
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User

Confirms/
disconfirms device
infection

CERT.LV

Receiving reports of

malicious activity

from RTU

To establish a feedback loop with information system users, forms were developed in

Domain Databases.

Fig.1. Research methodology.

Microsoft Office Forms to ask users of the potentially infected device whether they had scanned
the device with recommended antiviruses and whether malicious code had been detected on the
device. Additionally, CERT.LV notifications of malicious activity from the institution were
also considered. In this way (by completed forms and CERT.LV reports), the accuracy of the
trained machine learning models was increased by overtraining them.

The conceptual information security management capability model underlying adaptive
information security management (ISM) was developed using the CDD [22] approach, as it is
suitable for specifying and implementing adaptive solutions. The generic security management
capability model was developed in the Thesis, as was the specific RTU-adapted capability
model, both of which are based on modules that identify security risks and other elements for
implementing security management.

The Thesis investigated machine learning-based models that identify malicious domains
(DGAs). Experiments were conducted on selection criteria for DGA domains and on the
construction of feature clusters. Different classifiers were chosen to identify DGAs: support
vector machine (SVC), neural networks (NNC), decision trees (DTC) and random forests
(RFC). To evaluate the performance of the classifiers, precision, accuracy, recall, and F1-score
were measured for each classifier using cross-validation. The results of the experiments were

compared with the results of the trained classifiers and the data from the firewall with IPS
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functionality used in RTU. Experiments were also carried out with a machine learning-based
NFAI module aimed at identifying malicious activity in network data.

The results of the DGA identification module were compared with the RTU firewall data.
The results show that the effectiveness of ISMS improves when machine learning models are
applied and when threats are identified at different levels by aggregating data from different
modules. ISMS modules can also incorporate data from an organisation's cloud services that

are not available to the firewall, further improving the identification of cybersecurity threats.

The study led to the definition of a context-dependent, adaptive security management model
and the development of a corresponding big data-based, scalable security management system
(ISMS) platform that can integrate independent threat detection and prevention modules
according to the needs of the organisation. The ISMS platform is currently in active use at RTU

to address cybersecurity threats.

Scientific contributions

1. Creation of a context-sensitive, adaptive IS security management model and its technical
implementation.

2. Creation of training datasets for identifying malicious DNS as well as malicious code activity
in network data.

3. Creation of a unique feature set for identifying a malicious DNS request, malicious code
activity in network data.

4. Multidimensional threat aggregation algorithm’s development, which was integrated into the
ISMS platform, providing a response based on the criticality of the identified threat.

5. Development of automated end-user involvement in cyber incidents, including end-user
feedback.

Practical relevance of the work
Developed an IS security management model and its technical implementation, supporting
the fulfilment of NIST-defined [12], introducing a threat identification and proactive phase. The

platform has been implemented using mainly open-source solutions.

The platform has been validated at RTU. Multidimensional data analysis and aggregation
based on the big data paradigm were applied, ensuring scalability of the platform. The platform
is extensible with sub-modules according to the needs of the organisation. A machine learning-
based domain identification module (DGA) has been validated at RTU and at other institutions,

proving its effectiveness.

The effectiveness of the platform in securing information systems has been assessed.
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Theses to be defended

Thesis 1. To ensure effective analysis of multi-dimensional data and identify security threats, it

is necessary to apply big data technologies and machine learning techniques.

Thesis 2. The effectiveness of information systems security management depends on the ability

to identify threats and the response time after threat identification.

Thesis 3. Security management requires the use of automated systems that respond to security

threats.

Thesis hypothesis: Combining multiple data sources, specialised threat identification

models, and platforms provides a more complete identification of security incidents compared

to using individual dedicated solutions.

Approval of the Thesis results

The results were presented at twelve conferences

1.

Riga Technical University 45th Scientific Conference, Riga (Latvia), 14-16 October
2004. Presentation “The search for effective risk management”.

19th European Conference on Modelling and Simulation, Riga (Latvia), 1-4 June 2005.
Presentation “Risk Management Modelling for Unified Threat Management Systems”.
46th Scientific Conference of Riga Technical University, Riga (Latvia), 13—-15 October
2005. Presentation “Risk management modelling using neural networks”.

47th Scientific Conference of Riga Technical University, Riga (Latvia), 12—-14 October
2006. Presentation “The use of real-time risk management in an organisation”

6th Eurosim Congress “"Eurosim 2007", Ljubljana (Slovenia), 9-13 September 2007.
Presentation “Modelling a real-time risk management system”.

48th Scientific Conference of Riga Technical University, Riga (Latvia), 11-13 October
2007. Presentation “The use of real-time risk management in the organisation”.

48th Scientific Conference of Riga Technical University, Riga (Latvia), 13-15 October
2008. Presentation “Real-time risk management model”.

Modelling IT Security Risk Management in an Academic Environment. IEEE
Workshop on Advances in Information, Electronic and Electrical Engineering
(AIEEE'2017) 24 November 2017, Riga.

59th International Scientific Conference on Information Technology and Management
Science of Riga Technical University (ITMS). IS Security Governance Capability

Design for Higher Education Organisation. 12-14 November 2018, Riga.
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10. ICEIS 2020 — 22nd International Conference on Enterprise Information Systems.

Presentation “Methods, models and techniques to improve information systems’

security in large organisations”, 5-7 May 2020, Prague, Czech Republic, remotely.

11. 17th International Conference on Network and Service Management. Artificial

intelligence and big data-driven IS security management solution with applications in
higher education organisations. 25-29 October 2021, Izmir, Turkey.

12. IEEE Workshop on Advances in Information, Electronic and Electrical Engineering

(AIEEE). Managing Information System Security in Higher Education Organisations.
27-29 April 2023, Vilnius, Lithuania.

13. Practical experience in creating a SOC using open source solutions, CERT.LV, 12

December 2023, online. https://cert.lv/Iv/2023/11/it-drosibas-seminars-esi-dross-

decembri.

The results of the research carried out in this Thesis have been presented in thirteen

publications.

1.

Minkevics, V., Slihte, J., Vulfs, G. “Search for effective risk management”, RTU
Collection of Scientific Articles “Computer Science. Computer Control Technologies”,
Vol. 5, No. 20, Riga, RTU, 2004, 174-180. (ISSN 1407-7493)

Minkevics, V., Slihte, J., Vulfs, G. “Modelling risk management for unified threat
management systems”, 19th European Conference on Modelling and Simulation, Riga,
2005, 144-150. (ISBN 1-84233-112-4)

Minkevics, V., Slihte, J., Vulfs, G. “Modelling risk management system using neural
networks”, RTU Collection of Scientific Articles “Computer Science. Computer
Control Technologies”, Vol. 5, No. 23, Riga, RTU, 2005, 66—72. (ISSN 1407-7493)
Minkevics, V., Slihte, J., Vulfs, G. “Use of real — time risk management in
organisation”, RTU Collection of Scientific Articles “Computer Science. Computer
Control Technologies”, Vol. 5, No. 28, Riga, RTU, 2006, 23-29. (ISSN 1407-7493)
Minkevics, V., Slihte, J., Vulfs, G. “Modelling real-time risk management system”,
Proceedings of the 6th EUROSIM Congress on Modelling and Simulation, Vol. 1,
p. 414. (ISBN-13:978-3-901608-32-2)

Minkevics, V., Slihte, J., Vulfs, G. “Modelling real-time risk management system using
associative approach”, RTU Collection of Scientific Articles “Computer Science.
Computer Control Technologies”, Vol. 5, No. 31., Riga, RTU, 2007, 34-40. (ISSN
1407-7493)
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10.

11.

12.

13.

Minkevics, V., Vulfs, G. “Real-time risk management model”, RTU Collection of
Scientific Articles “Computer Science. Computer Control Technologies”, Vol. 36, Riga,
RTU, 2008, 49-55. (ISSN 1407-7493)

Minkevi¢s, V., Slihte, J. Modelling IT Security Risk Management in Academic
Environment. In: 2017 5th IEEE Workshop on Advances in Information, Electronic and
Electrical Engineering (AIEEE 2017): Proceedings, Latvia, Riga, 24-25 November
2017. Piscataway: IEEE, 2017, 5-8. ISBN 978-1-5386-4138-5. e-ISBN 978-1-5386-
4137-8. Available: doi:10.1109/AIEEE.2017.8270562

Minkevics, V., Kampars, J. IS Security Governance Capability Design for Higher
Education Organisation. In: 2018 59th International Scientific Conference on
Information Technology and Management Science of Riga Technical University (ITMS
2018): Proceedings, Latvia, Riga, 29-29 November 2018. Piscataway: IEEE, 2018, 66—
70. ISBN  978-1-7281-0099-9. e-ISBN  978-1-7281-0098-2.  Available:
doi:10.1109/1TMS.2018.8552975

Minkevics, V., Kampars, J. Methods, models and techniques to improve information
systems’ security in large organisations: included in registration. In Proceedings of the
22nd International Conference on Enterprise Information Systems. Vol. 1, 2020: ICEIS,
632-639, 2020, ISBN: 978-989-758-423-7

Minkevics, V., Kampars, J., Artificial intelligence and big data-driven IS security
management solution with applications in higher education organisations, 17th
International Conference on Network and Service Management, 2021, Izmir, Turkey
doi:10.23919/CNSM52442.2021.9615575

Minkevics, V., Kampars, J., Grabis, J. Managing Information System Security in Higher
Education Organisations, IEEE Workshop on Advances in Information, Electronic and
Electrical Engineering (AIEEE), 27-29 April 2023. Vilnius, Lithuania.
doi:10.1109/AIEEE58915.2023.10134911

Minkevics, V., Grabis, J. A capability-driven automated cybersecurity monitoring and
response system, Frontiers in Computer Science Journal, Vol.7, 2025.
doi:10.3389/fcomp.2025.1692263

Participation in RTU projects related to the work of the project.

1.

Project: Perspective Technologies for Resilient and Secure Services (PPP-ARTSS:
ARTSS, running from 1 July 2020 to 31 December 2020, https://artss.rtu.lv/).
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2. Project: Development of a Big Data-driven ICT security management solution. Project
duration from 1 January 2021 to 30 June 2023 (BICTSEMS,
http://iti.rtu.lv/vitk/Iv/petnieciba/projekti/lielo-datu-vadita-informacijas-un-

komunikacijas-tehnologiju-drosibas).

Scope and structure
The Thesis consists of five chapters, Results and Conclusions, a list of references and two

appendices.

Chapter 1 includes the basic concepts used in the Thesis, a literature review based on the
Kofod-Petersen design science methodology [23], a description of the current situation and

possible solutions.

Chapter 2 develops a solution to the problem by defining the basic requirements for the
platform to be developed, including a high-level architecture for the technical solution. In this

chapter, the platform to be developed is presented using the capability approach [22].

Chapter 3 presents the implementation of the information systems security management
platform at RTU, describes the components of the platform, and provides insight into the

specifics of the platform, including architectural details for RTU use cases.

Chapter 4 evaluates the different modules included in the platform, such as the DGA
module, which determines whether the name (domain) of the called website is typical or
artificially generated. Artificially generated domains are used for communication between
members of a malicious botnet. A threat aggregation module is also evaluated, which is based
on combining the results of different modules in order to identify an infected device and reduce
the number of false positives. The work evaluates the NFAI NetFlow network data analysis
module, which uses a trained machine learning algorithm and, based on training data,

determines whether a certain communication can be considered malicious or not.

Chapter 5 evaluates the ISMS platform in several steps and using different approaches, e.g.,
by comparing the platform with solutions available on the market, by measuring user

responsiveness, and by evaluating individual modules of the platform.

The Results and Conclusions chapters present the results and conclusions of the research.
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1. LITERATURE REVIEW AND POSSIBLE SOLUTIONS

The first chapter of the Thesis is a literature review in accordance with the principles of a

structured literature review as defined in [23]. It is divided into three stages: planning,

conducting and analysing the literature review. The research questions addressed in the

literature review are summarised in Table 2.

Table 2

Overview of Issues Addressed in the Literature

Research guestion

Aim of the question

Expected result

What are the typical
processes involved in
information systems
security management?

Identify the processes that make
up IS security management

Description of IS security
management processes

What data sources are
used today to ensure the
security of information
systems (1S)?

Identify the sources of data used
for security analysis and the
methods used to process that
data

List of data sources
suitable for system security
analysis and an overview
of the methods used to
process the data sources

What automated methods
and tools are used for IS
security management?

Identify ~ which  automation
methods and tools are used
today  for IS security
management

Overview of automation
methods and their
applications

What machine learning
techniques are used for
IS security management?

Identify what machine learning
techniques and tools are used to
identify unknown threats

Overview of different
machine learning methods
and tools used to identify
unknown threats

What can be done to
ensure automated
stopping of malicious
activity on the network?

Identify possible solutions to
ensure automated stopping of
malicious activity on the
network

Description of solutions
that can be used to instantly
stop malicious activity on
the network

17



The literature review [24]-[55] concludes that a complete security analysis requires the

following:

1. NetFlow data, which can be obtained using various open source tools. This data allows
the identification of network communication that deviates from ‘“normal” network

behaviour, thus identifying, for example, malicious code activity.

2. System audit trails, which can be used to identify atypical device behaviour by identifying

malicious activity.

3. Honey pot functionality, which, by luring attackers, allows them to understand attack
methods and possible tools, as well as providing additional time to protect real information

systems in cases where an attacker has already penetrated the internal computer network.

4. Firewall data (audit trails), which accumulate information on incoming and outgoing
traffic. This information can be used to determine whether firewall rules are functioning

correctly and whether malicious activity has been detected on the network.

5. DNS data, which contains information on the source and destination IP address and port,
as well as information on the requested DNS name. Domain name syntax can be analysed
to identify algorithmically generated domain name requests, which in turn may indicate the

presence of a device in the botnet.

The literature review concludes that IS security governance must involve the analysis of
multidimensional data from a wide range of sources. There are also a large number of
potentially applicable threat detection methods that would need to be implemented as
independent threat identification services. The effective use of all available data sources and
threat detection modules in a single security management solution that can be adapted to the
organisational context is a problem that has not been sufficiently explored in the scientific
literature and to which the author intends to pay particular attention by developing a context-
dependent, adaptive security management model based on a capable methodology and its

technical implementation, the ISMS platform.
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2. CAPABILITY-DRIVEN SECURITY MANAGEMENT

Chapter 2 of the Thesis focuses on capability-oriented security management, which includes
key concepts such as capabilities, contextual elements and measurable indicators. The
capability-oriented security governance model developed in the Thesis is based on the
capability-driven development (CDD) methodology [22]. It can take into account full
contextual information, as well as perform automatic adaptive actions to restore the security

level in the event of a threat.

A meta-model of the security governance model capability is defined in Fig. 2. The security
governance model is characterised by objectives with measurable indicators, contextual
elements that are measured using measurable properties, and a capability that adapts and uses

both the contextual elements and the measurable properties.

Context element Capability
has

\uses adjusts/

mea|5ures \ Adjustment / exeluted
by
uses_—"| v
Measurable / Goal
property
is being
used by

Fig. 2. Security management model capability meta-model.

Using the above approach, it is possible to describe the contextual elements, measurable
indicators and capabilities of a security management system, thus clearly defining its operating

principles.
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Fig. 3. General information security management capability.

Information security management capability (Fig. 3) is implemented to achieve various
objectives to improve security management. This capability fulfils the core Objective 1:

Ensuring a secure IT environment, which is supported by five additional objectives.
Obijective 2: Prevent IT security incidents.

Objective 3: Ensure availability of systems.

Objective 4: Reduce alerts on infected IPs.

Obijective 5: Gain confidence that personal data is safe.

Objective: 6: Gain credibility for the organisation.

For each objective, there is a corresponding capability and adjustment.

Chapter 2 summarises the requirements for a technical solution (ISMS platform) to manage
IS security according to the capability model defined in Table 3. It includes three key
components: 1) data sources, 2) data analysis, and 3) action or response. The requirements for

the ISMS platform are derived from the literature review and are applicable to any organisation
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seeking to implement capability-based information security management. Table 3 outlines the

anticipated outcomes associated with the implementation of each requirement.

Table 3

Specification of Requirements for the ISMS Platform

No. Requirement
1. Use open source technologies and high-level programming languages
2. Ensure identification of the device and its network connection point, including
scenarios involving dynamic IP address assignment
Identify the user and involve them in the security management process
4. Implement a scalable solution capable of handling larger volumes of data without
requiring a complete rebuild of the platform
5. Use open source-based intrusion detection with signature augmentation
6. Use audit trail analysis to identify malicious activity
7. Use an open-source-based network data analysis mechanism
8. Use an open-source-based network metadata analysis mechanism
9. Use the honeypot functionality to enable in-depth investigation of malicious code or
human activity
10. | Identify theft of user authentication data
11. | Identify malicious network activity using network metadata and open source-based
systems and machine learning
12. | Detect port scanning and password-guessing activities within the internal network
13. | Identify and temporarily block external IP addresses that are not involved in any
communication — only port scanning
14. | Employ a threat-adaptive strategy that enables differentiated response times based on
the nature and severity of specific threats
15. | Use automated identification of vulnerabilities and automatic reporting to the
responsible party
16. | Identify algorithmically generated domains in DNS information using static lists and
machine learning
17. | Disable devices that pose a threat to the internal network
18. | Display detected incidents and sent notifications to the person responsible for security

using a graphical interface
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The main components of the security management platform are shown in Fig. 4. The

platform components are implemented using technologies widely used in the open source

industry, including Python3, Influx DB, Apache Kafka, and Grafana.

Tempaociy Threat
threats aggregation
Modules
Module 1
Data source 1
Data source 2 Module 2
Decision-making
Data source n e
Module n
Known
Reporting Influence at Response to an threats
platform network level identified threat

Fig. 4. Key components of the security management platform.

The framework of technologies used is expanded based on the information obtained during

the modelling of the organisation's information security management capability. In this study,

Apache Kafka and InfluxDB facilitated the integration of large-scale static and real-time data,

while Apache Spark supported big data processing by enabling the detection of malicious

activity within network traffic.

The main benefits of the proposed ISMS platform are:

ensuring control of the final equipment;

dynamic network data analysis;

process automation;

adaptive response;

ability to add modules when attack vectors change;

providing feedback, automated response and rapid implementation of system changes.
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3. INTRODUCING A CAPABILITY-ORIENTED SECURITY MANAGEMENT
MODEL AT THE RTU

In the third chapter, the general capability model (Fig. 3) is adapted for implementation at
the Riga Technical University. Organisation-specific goals and their measurable properties are
specified. In order to implement the requirements mentioned in the previous chapter, the

organisation needs:

1) to ensure the ability to receive data from different data sources and understand network

protocols;

2) to have knowledge of Python or another high-level scripting language to be able to adapt

automation processes;
3) to know how to use open source software, including big data-based software;

4) to use static IP addresses on the internal network, or be able to identify dynamically

assigned IP addresses using DHCP;

5) to know how to identify the end-user by IP address in order to be able to involve them in

the mitigation of a security incident;

6) to know how to use open source or paid solutions to identify vulnerabilities;
7) to learn to use open source intrusion detection systems;

8) to know how to collect and use Netflow data;

9) to learn to use open source or paid honeypot solutions;

10) learn to work with M365 data, including Graph API;

11) to gain a comprehensive understanding of the API to effectively utilise it for both
disconnecting devices from the network and for transmitting and receiving data between

various information systems;
12) to know how to use firewall data;

13) to possess the capability to evaluate and prioritise security incidents based on the

urgency of the required response;
14) to understand how DNS calls are made and be able to analyse them;

15) to know how to adjust the graphical interface of the security management system.
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Fig. 5. Adjusted CDD target model.

In this model (Fig. 5), security management capability is specified to ensure the secure

operation of the higher education institution. This capability fulfils Goal 1: Ensuring a secure

IT environment, which is supported by five additional goals.

Goal 2: Prevent IT security incidents.

Goal 3: Ensuring the availability of systems.

Goal 4: Reduce alerts on infected IPs.

Goal 5: Gain confidence that personal data is safe.

Goal 6: Get the credibility of RTU.

Each sub-goal is measured by a different KPI to assess the achievement of that goal. Goal 2

is measured by KPI 2.1: Number of incidents per month, and KPI 2.2: Incident resolution time.

24



Goal 3 is measured by KPI 3.1: Number of reports to the IT Service Centre of system
unavailability (per month), and KPI 3.2: Number of computer network-related problems per
month. Goal 4 is measured by KPI 4.1: Number of alerts per month, and Goal 5 is measured by
KPI 5.1: Number of incidents involving personal data. Finally, Goal 6 is measured by KPIs 6.1
and 6.2: Number of contracts signed with RTU and number of students who choose RTU for

studies.

The capability is influenced by the relevant contextual elements: 1.1. Device threat level to
identify whether a networked device is potentially infected and threatening other devices on the
network; 1.2. Danger level to identify the response time to an incident; and 1.3. User threat
level to understand whether a user has, for example, lost their authentication credentials. All
contextual elements shall be assessed using a number of measurable properties. The device
threat level is measured by 1.1.1. The DNS request, which determines whether the device is
compromised by refraining from querying the botnet command centre domain to receive
commands; 1.1.2. The device audit log (or log file data, if available); 1.1.3. Network traffic
data, where atypical device behaviour is identified; 1.1.4. Network port scan identification; and
1.1.5. Vulnerability identification, where the device is tested for known vulnerabilities. The
threat level or context element 1.2. Threat increases if the identified IT security incident is
defined as high priority (critical) (metric 1.2.1) and if 1.2.2. User response time to the IT
security incident is delayed. 1.3. The threat level of a user depends on the user authentication
information recorded in the log files: 1.3.1. User authentication; 1.3.2. Geolocation data, which
is used to identify the user's location during authentication, and 1.3.3. Microsoft 365 automated
blocking mechanism that blocks users upon detection of spam activity. The user response rate
is assessed by 1.2.2. User response time. Capability 1 is implemented through four primary
services: a malicious activity identification service that uses multiple methods to identify
infected devices on the network, an incident investigation service that ensures that the incident
is accurately identified and its severity level determined, a user notification service that uses
multiple means to inform users of the actions required to resolve the incident, and an infected
device disabling service that uses firewalls and other devices to disable the infected device from
the computer network. A detailed description of the elements of the capability model is
provided in the Thesis and in the author’s publication [56]. The context and adaptation model

is shown in Fig. 6.
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Fig. 6. Context and adaptation model.

For example, the adjustment “Make sure the message is not a false positive” determines the
ability to identify false positives. The capability is provided by an expert-developed database
with criteria for identifying true positives. For each of these criteria, a notification is formulated
to be communicated to the user, outlining the necessary actions and instructions to mitigate the
threat.

The adaptation of response capacity in the case of priority messages is shown in Fig. 7.
Depending on the number of reports of infected IPs and the number of incidents per month, the
response to these incidents is further adjusted. If the number of reports exceeds a certain level,
the priority of the reports is increased, and the previously used notification mechanism is

changed from email to SMS.
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The ISMS platform includes (Fig. 8):

1. User Identification and Notification Module, which identifies the user whose device has
been assigned an IP address. This module uses Apache Kafka [57] and Python scripts.
The module includes 3 sub-modules:

a. user notification via SMS;
b. user notification via email;
c. user notification via internal portal.

2. Administrator notification is provided via email and a graphical interface to the
operations centre based on the Influx database [58] and Grafana graphical interface [59].

3. Access Blocking Module includes wireless network blocking using Aruba Clearpass
[60]. Access to switches can be blocked automatically by microservices that pass
information about the IP addresses to be blocked to the firewall.
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Fig. 8. ISMS platform architecture.
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4. EVALUATION OF THE IS SECURITY MANAGEMENT PLATFORM

Chapter 4 assesses the model at various points in time, beginning in January 2021,
employing diverse measurement methods. For the period from January 2021 to January 2024,
the ISMS platform has generated more than 88 000 data points. Most of them were
recommendations to scan the equipment and make security improvements, such as updating
outdated software.

A DGA module has been evaluated to determine whether a DNS request can be classified
as a DGA and thus be considered malicious. A set of features for training DNS classifiers was
developed based on the study by Selvi et al. [39], using a set of 10 traits. The DGA module
using the RFC machine learning algorithm was trained with 8856 “bad” and 8856 “good”

domains and was compared with the Palo Alto firewall.

Table 4 compares the ML models, showing that RFC gave the best results.

Table 4
Comparison of the ML Models
Classificator Precision Recall Fl-score | Accuracy

RFC 0.934 0.948 0.941 0.940

DTC 0.916 0.928 0.922 0.921

NNC 0.869 0.854 0.862 0.852

SVM 0.858 0.860 0.859 0.859

The RFC model was refined by selecting the most appropriate features (Table 5).

Table 5

Comparison of the ML Models Based on Feature Sets

- Precision Recall F1-score Accuracy
Setl 0.934 0.947 0.940 0.940
Set 2 0.933 0.946 0.939 0.939
Set3 0.933 0.946 0.939 0.939
Set 4 0.930 0.946 0.938 0.938
Set5 0.934 0.948 0.941 0.940
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Table 5 demonstrates that the best results were obtained using the fifth set of features. More

information on feature set selection can be found in the Thesis.

The DGA functionality of the Palo Alto firewall was compared with the DGA module. The

DGA module, while possibly showing more false positives, has detected seven more DNS

requests that are also considered DGA by a third party than the Palo Alto firewall (Table 6).

Palo Alto Firewall Comparison to the DGA Module

Table 6

No. DGA identified DGA identified
by firewall by module
(total: 87) (total: 167)

1. Firewall identified DGA 87 25

2. Module identified DGA 79 167

3. Third-party identified DGA 31 18

4. Third-party identified DGA, module identified - 7

DGA, but the firewall did not identify DGA

In addition to the DGA module, the NFAI module was evaluated to identify malicious
activity in network data. Although the NFAI did not demonstrate strong performance, it remains

a valuable supplementary tool for identifying malicious activity within the network.

This chapter also evaluates the threat aggregation module, which integrates the outputs of
various modules to identify infected devices. The Influx DB database was used for this purpose.
In order to perform threat aggregation, scenarios were developed that, when executed, generate
a message of a certain priority. Depending on the priority of the message, the user of the device
is notified, or the device is denied access to the network. Due to the dynamic issuance of IP
addresses, the full functionality of the threat aggregation module requires binding the IP address
to the MAC address of the device. During this binding process, the device’s MAC address was
treated as a unique identifier, and threat aggregation was conducted based on the criticality of
the threats — for example, by designating a threshold number of medium-priority alerts to be
classified as a threat. Threats can also be aggregated by threat category; e.g., if a DGA and other
medium-priority messages are identified within a certain time interval, this is considered a
threat.
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Threat aggregation (Fig. 9) was performed using different threat source sets, such as IDS

audit logs, firewall data, and algorithmically generated domain names.

23 Mn-351875, Threat Spotlight_ MenuPass_QuasarRAT Backdoor [DST-IP: 2.0.0.0]
16 Non-RFC Compliant DNS Traffic on Port 53/5353_informational

6 Mn-455834, DigitalSide Malware report: MD5:
9b6¢c3518a91d23ed77504b5416bfb5b3 [DST-IP: 121.130.64.13]

6 DGA:tuuxptxnbw.top

4 DGA:blmuvrxoqgl.com

4 DGA:qgirkueafj.com

4 Mn-358938, Android Botnet I0C [DST-IP: 208.95.112.1]
2 Mn-305144, IXR_2023_1S-2531_1 [DST-IP: 64.91.248.15]

1 Mb-269521, Nueva actividad relacionada con la botnet Mozi [DST-IP: 82.221.103.244]

Fig. 9. Data aggregation using different threat source sets.

The main objective of the threat aggregation module is to reduce the number of false
positives. Sometimes algorithmically generated domains are used to play targeted
advertisements, so it would be wrong to immediately consider the invocation of such a domain
a threat. Also, IP addresses on various blacklists should not always be considered a direct
indication of a threat, as security companies often do not check whether the blacklisted 1P
address is dynamically assigned, and if it is, the next customer who receives that dynamic IP
address will be considered a threat. The message generated by the threat aggregation module is
treated as a standard notification of identified threats and is communicated to the device user
via email. Additionally, this threat aggregation approach can be applied to platform-generated

messages, thereby elevating the priority of aggregated threats.

The ISMS platform was evaluated in several stages using different approaches. The ISMS
platform was evaluated by comparing it with solutions available on the market, measuring user

responsiveness, and evaluating its individual modules (Table 7).
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Table 7

Structure of the Evaluation

No. | Platform evaluation description

Evaluation of RTU IP address and port scanner identification module

Platform comparison with Palo Alto firewall built-in IDS functionality

User response time when receiving an automated message from the platform

Platform performance evaluation based on user feedback

ISA Sl B A B

Platform performance evaluation based on third-party reports of infected devices in
the RTU network

6. | Gartner Magic Quadrant top performers comparison with the ISMS platform

The response time of users to recommendations where information was sent only by email
and included in the portal is around 5-10 hours from receipt of the message, whereas alerts

where information was sent, including by SMS, are seen within 5 minutes (Fig. 10).

User response times to sent User response times to sent
incidents (recommendations) incidents (alerts)
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Fig. 10. Response time to warnings and recommendations.

The result suggests that the SMS notifications should be used in the case of severe incidents.
However, it should not be overused to avoid messaging fatigue.
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Fig. 11. The average response time according to the mode of communication.

The fact that the majority of users responded to the SMS notification within 5 minutes is
confirmed in the interval plot showing the average response time according to the mode of
communication (Fig. 11). More detailed results of the evaluation of the other aspects are given

in the Thesis.
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RESULTS AND CONCLUSIONS

The primary objective of this Thesis was to develop a context-dependent adaptive security
management model grounded in a capability-based methodology and supported by appropriate
technical solutions. This model aims to enhance the cybersecurity environment by reducing the
frequency of cybersecurity incidents and improving the speed of response to such events. In
addition to achieving this main objective, an ISMS platform was developed, validated, and its

performance evaluated. The following results were achieved:

1. An analysis and assessment of the current state of IS security management was

performed.

2. Existing research was identified, and the capabilities of existing IS security management

tools and services were explored.

3. The necessary controls that can be automated to ensure IS security management in the

enterprise were identified.

4. The overall security management capability and high-level technical architecture for the

ISMS platform were developed.

5. A capability model for the ISMS platform was developed, and the necessary modules to

operate the ISMS platform were identified.

6) The implementation of the ISMS platform was defined.

7) The ISMS platform capability model was adapted to RTU requirements.
8) The performance of the ISMS platform was evaluated.

9) Conclusions and recommendations for the enhancement of information security

management are presented.

The developed ISMS platform has been implemented at Riga Technical University since
2016, with the addition of various modules. In the beginning, it was just an IDS system with an
automated option to notify the user about the identified infected device. Initially, it helped to
reduce the number of CERT notifications about infected devices in the RTU network by more
than half in the year following implementation. The situation further improved following the
development of the technological solution (ISMS). The ability to automatically block a device
whose user does not respond to notifications was introduced. Gradually, as additional ISMS

platform modules were introduced, the number of CERT reports on infected devices in the RTU
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network decreased. With the introduction of the Password theft identification module, it was
found that the most frequent password thieves attempt to use legitimate user accounts to bypass
the spam protection mechanism of the email server, and that the most frequent IP address range
used by these miscreants is in Africa. Malicious actors continue to enhance their techniques,
making phishing emails increasingly difficult to distinguish from legitimate correspondence.
Additionally, HTML files are now commonly used as email attachments in such attacks. For
instance, one of the most successful phishing campaigns observed by the author involved the
use of a stolen user password, coupled with a previously sent email containing a reply link that
purportedly shared a document. This link directed users to a counterfeit Microsoft 365 portal

requiring authentication to access the document.

The integration of the DGA module into the ISMS platform facilitated the detection of
botnet-infected devices, including a parking gate opener controller that had not been maintained
since installation and subsequently became compromised. Although it is now possible to hide
DNS using both DNS over HTTP and DNS over TLS methods, it has been observed that such
methods are rarely used by malicious actors. The introduction of the DNS module helped to
significantly reduce the number of CERT notifications, as many devices on the botnet behaved
very cautiously and could only be identified via DNS requests. The study compared the DGA
module with one of the best firewalls in the Gartner Quadrant [61], for which the manufacturer
had provided DGA identification functionality. The DGA module identified the malicious
request in 92.4 % of cases compared to the above firewall. The DGA module identified malware
in 8.5 % of cases that was not detected by the firewall but was confirmed by at least one of three
independent third-party sources ( [62] and [63] or Quad9 [64]).

Although the NFAI module did not always work well, it did identify infected devices on
the network, even when DNS request encryption was applied, as well as encryption of all traffic.
According to user feedback, a total of 6 malware variants were identified that were not yet
known to the firewall and the IDS system. The honeypot module has also produced positive
results in identifying infected devices when they begin scanning network devices for new

potential victims.

By combining different modules in the ISMS platform, the detection rate increased, and

false alarms decreased.

By involving end-users in the incident response process and by being able to disable the

device, the likelihood of an infected device infecting other devices on the network was reduced.
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This is particularly relevant in cases where the infected device is not under RTU management

(e.g. student devices).

Besides RTU, ISMS has also been implemented at two Latvian state institutions: Central
Finance and Contracting Agency (CFCA) and the Procurement Monitoring Bureau (PMB).
Table 8 summarises the key observations made on using ISMS at the aforementioned
organisations. CFCA replaced the Splunk Security Information and Event Management (SIEM)
system with ISMS, resulting in annual savings of approximately 50 000 EUR in licensing fees.
These savings were primarily attributed to the elimination of Splunk license fees and reduced
payments to external contractors responsible for configuring and monitoring Splunk events.
Many third-party applications, such as a document management system at PMB, generate log
files, which were separately analysed in these applications. The log file analysis was integrated
into ISMS, reducing fees paid to third-party application developers and to the proprietary SIEM

for handling additional data loads.

The value of these features has been confirmed by chief information officers at both
organisations. ISMS was also presented to the Latvian information technology security
community at the CERT.LV seminar “Be Secure” in 2023, as well as during the IT security

event “Cyber Commando” held in Riga, Latvia, in 2024.

Table 8

ISMS Features Used at CFCA and PMB

used as for RTU

Features CFCA PMB
Cost Reduction of licensing fees Parallel usage of ISMS and
proprietary solutions
Data sources The same set of data sources is | Additional data sources, such as

logs from external enterprise
systems, are added without
increasing the licensing fee

Organisation-specific
modules

Network traffic data analysis
module for internal audit to
monitor compliance

A module for analysing log files
of the third-party applications
using the ISMS services

Automated
involvement of users

Institution-specific
communication channels are

Instructions are sent out to users,
and the users are nudged to

notification triggers are tailored
to the organisation’s needs

integrated  for  distributing | resolve  security  concerns
notifications according to the instructions,
while system administrators are
involved in specific cases
Incident management | Notification types and | Notification types and

notification triggers are tailored
to the organisation’s needs
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Finally, the author concludes that the ISMS platform is an equivalent solution to commercial
products in the field of security management. The platform provides the identification and
mitigation of cybersecurity risks required by an organisation and supports the author's
hypothesis that combining multiple data sources, specialised threat identification models and
platforms provides a more complete identification of security incidents compared to the use of
individual dedicated solutions.
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