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ABSTRACT

The Doctoral Thesis “Design and Performance Evaluation of Bidirectional Analog and Discrete
Chaotic Oscillator Synchronization” summarizes the research conducted for the degree of Doctor of
Science (Ph. D.). This work is devoted to the analysis, modeling, and experimental implementation
of analog and discrete chaotic systems, with a particular focus on synchronization and hardware re-
alization. Chaotic oscillators, known for their sensitivity to initial conditions and complex nonlinear
dynamics, offer significant potential for applications in secure communications and hardware-based
security.

The research begins with the development and analysis of mathematical models of representative
chaotic oscillators, including analog systems such as RC and Colpitts oscillators. Their dynamical
behavior is examined through numerical simulations and validated using experimental hardware
implementations. To enable efficient digital realization, discrete-time models of these systems are
derived, with particular attention given to preserving key chaotic properties under finite-precision
constraints.

A major contribution of this work is the design and implementation of chaotic systems on field-
programmable gate array (FPGA) platforms. Fixed-point arithmetic and resource-efficient architec-
tures are employed while maintaining the integrity of chaotic dynamics. The thesis further explores
synchronization between analog and discrete chaotic systems in multiple configurations, primarily
analog-discrete, discrete-analog. Both simulation and experimental results confirm that high-quality
synchronization can be achieved, even in the presence of practical non-idealities.

The robustness of the proposed synchronization is evaluated by analyzing the effects of noise,
parameter mismatch, and quantization errors. The findings indicate that, although such factors in-
fluence system performance, stable synchronization can still be maintained within acceptable limits.
Additionally, the feasibility of chaos-based authentication is demonstrated using parameter estima-
tion techniques, highlighting the potential of chaotic systems for physical-layer security applications.

Overall, the work establishes a unified framework for the design, implementation, and applica-
tion of analog and discrete chaotic systems. The results contribute to the advancement of secure
communication technologies and provide a foundation for future research in hardware-efficient and

robust chaos-based systems.



ANOTACIJA

Promocijas darba “Divvirzienu analogo un diskréto haotisko oscilatoru sinhronizacijas realizacija
un veiktspgjas novertesana” apkopo pétijumus, kas veikti zinatnu doktora (Ph. D.) grada iegi§anai.
Sis darbs ir veltits analogo un diskréto haotisko sistému analizei, modelgsanai un eksperimentalai
realizacijai, TpaSu uzmanibu pievérSot sinhronizacijai un fiziskai realizacijai. Haotiskie oscilatori,
kam piemit jutiba pret sakuma nosacTjumiem un sareZgita nelineara dinamika, piedava ieverojamu
potencialu pielietojumiem dro§as sakaru sistémas un fiziska Iimena drosiba.

Petfjums sakas ar haotisko oscilatoru matematisko modelu izstradi un analizi, tostarp anal-
ogo sistému, pieme&ram, RC un Colpitts oscilatoru, izpéti. To dinamiska uzvediba tiek analizéta
ar skaitliskam simulacijam un parbaudita, izmantojot eksperimentalas fiziskas realizacijas. Lai
nodrosinatu efektivu digitalo ievieSanu, tiek iegtti So sistému diskréta laika modeli, IpaSu uzmanibu
pieverSot galveno haotisko Tpasibu saglabasanai ierobeZotas precizitates apstak]os.

St darba batisks ieguldijums ir haotisko sistému izstrade un realizacija uz lauka programme-
jamo vartu masivu (FPGA) platformam. Tiek izmantota fikséta punkta aritmétika un resursefekti-
vas arhitekttras, vienlaikus saglabajot haotiskas dinamikas integritati. Talak promocijas darba tiek
pétita sinhronizacija starp analogajam un diskrétajam haotiskajam sistemam dazadas konfiguracijas,
primari analogs—diskréts, diskréts—analogs. Gan simulaciju, gan eksperimentalie rezultati apstip-
rina, ka augstas kvalitates sinhronizaciju var panakt pat praktisku neidealitasu klatbutne.

Ierosinatas sinhronizacijas izturiba tiek novertéta, analiz&jot trokSnu, parametru neatbilstibas un
kvanteSanas kladu ietekmi. Rezultati liecina, ka, lai gan Sie faktori ietekmé sisteémas veiktspgju,
stabilu sinhronizaciju joprojam var uzturét pienemamas robezas. Turklat, izmantojot parametru
novértéSanas metodes, tiek demonstréta haosa balstitas autentifikacijas iesp&jamiba, izcelot haotisko
sistému potencialu fiziska slana droSibas lietojumos.

Kopuma darbs izveido vienotu ietvaru analogo—digitalo haotisko sistemu izstradei, realizacijai
un pielietoSanai. Iegntie rezultati veicina droSu sakaru tehnologiju attistibu un nodro§ina pamatu

turpmakiem pétfjumiem par resursefektivam un robustam haosa balstitam sistémam.
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INTRODUCTION

Rationale

The rapid evolution of the Internet-of-Things (IoT) has transformed modern technological ecosys-
tems into highly interconnected and data-driven environments. [oT systems integrate heterogeneous
devices, sensors, and communication infrastructures to enable continuous monitoring, automation,
and intelligent decision-making across domains such as healthcare, smart cities, and industrial au-
tomation [1]. These systems generate and exchange vast volumes of data, often in real time, creating
significant opportunities for efficiency, scalability, and innovation.

However, this rapid expansion also introduces fundamental challenges. IoT architectures are in-
herently resource-constrained, highly distributed, and typically operate in open and potentially hos-
tile communication environments. As a result, they are particularly vulnerable to security threats.
Ensuring data confidentiality, integrity, and authenticity is therefore a critical requirement, especially
in applications involving sensitive information such as medical or industrial data [2]-[4]. Conven-
tional cryptographic approaches, while effective, may not always be suitable for IoT scenarios due
to their computational complexity, energy consumption, and scalability limitations.

In this context, chaos theory offers a promising addition to secure communication and infor-
mation processing. Chaotic systems are governed by deterministic nonlinear dynamics, yet exhibit
properties such as sensitivity to initial conditions, broadband spectra, and pseudo-random behavior.
These characteristics make them inherently suitable for generating complex, noise-like signals that
are difficult to predict or reconstruct without precise system knowledge [5]. Consequently, chaos-
based techniques have gained increasing attention as lightweight and hardware-efficient solutions for
security in constrained environments.

The application of chaos theory has expanded significantly across engineering domains, partic-
ularly in areas requiring secure data transmission and processing. In IoT systems, chaos has been

successfully applied to:

e cryptography and data encryption, where chaotic maps and oscillators generate highly unpre-

dictable sequences for encryption of multimedia and sensor data [6]—[8];

e secure communication systems, including chaos-based modulation schemes that improve ro-

bustness against noise and interception [9]-[11];

e random number generation, where chaotic dynamics serve as entropy sources for crypto-

graphic primitives [12]-[14].

These applications exploit key properties of chaotic signals, such as ergodicity, unpredictabil-
ity, and wideband spectrum, which closely align with the requirements of secure and efficient IoT

operation. Moreover, chaos-based methods often exhibit low computational complexity and high

16



parallelism, making them particularly suitable for hardware implementation in resource-limited en-
vironments.

From an implementation perspective, chaotic behavior can arise in a wide range of electronic
systems, including analog oscillators described by nonlinear differential equations [15], discrete
maps [16], switching power converters [17]-[19], phase-locked loops [20], and memristive sys-
tems [21], [22]. Each of these realizations introduces specific design trade-offs, particularly regard-
ing the distinction between analog and digital implementations of chaos.

Analog chaotic systems, typically realized using electronic circuits, offer advantages such as
large bandwidth, continuous-time operation, and low power consumption. However, they are sensi-
tive to noise, component tolerances, and parameter drift, which can affect reproducibility and long-
term stability. In contrast, discrete chaotic systems provide precise control over system parameters
and initial conditions, as well as robustness to environmental variations and ease of integration with
digital platforms such as microcontrollers and FPGAs. Nevertheless, digital implementations are
inherently limited by finite precision and quantization effects, which may degrade chaotic properties
and reduce entropy if not properly addressed.

Recent studies, including [23], [24], highlight a growing trend toward hybrid approaches that
combine analog chaotic signal generation with digital processing and control. Such architectures
aim to leverage the high entropy and bandwidth of analog chaos while benefiting from the flexi-
bility, scalability, and reproducibility of digital systems. For instance, analog chaotic signals can
be digitized using comparators or analog-to-digital converters and subsequently processed in digital
hardware for encryption, synchronization, or communication tasks.

This duality underscores the importance of studying analog and discrete chaotic systems within
a unified framework, particularly in the context of synchronization. Chaotic synchronization plays a
central role in many applications, including secure communication and signal reconstruction. Exist-
ing studies predominantly focus on synchronization between either purely analog systems or purely
discrete models [25]-[28]. While significant progress has been made in both domains, comparatively
less attention has been given to synchronization between heterogeneous systems, such as analog and
discrete chaotic oscillators.

Furthermore, prior works have addressed practical implementations of chaotic systems and syn-
chronization on FPGAs and other digital platforms [6], [29]-[34]. However, the integration of analog
and discrete chaotic systems into a unified hybrid synchronization framework remains an open and

relevant research problem.

The Objective Statement and the Tasks

The objective of this Doctoral Thesis is to develop and evaluate a framework for synchronization

between heterogeneous chaotic systems, specifically analog and discrete chaotic oscillators.
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The following tasks are stated to achieve the previously defined objective:

to develop mathematical models and hardware-efficient digital designs for the Vilnius, RC,

and Colpitts chaotic oscillators, optimized for FPGA implementation;

e to investigate Pecora—Carroll synchronization between analog implementations and their dis-

crete counterparts through numerical simulations, HiL setups, and full hardware integration;

o to assess the noise immunity and the time required for synchronization and de-synchronization

across these hybrid systems;

e to design and implement a chaos-based authentication system utilizing a parameter estimator
for the Vilnius oscillator, demonstrating the practical application of chaotic synchronization

in secure communications.

The Subject and the Object of the Research

This Doctoral Thesis investigates synchronization between analog and discrete chaotic oscillators.
The study follows a structured progression, beginning with the derivation of discrete-time models
for the selected chaotic oscillators, then leading to full hardware deployment on an FPGA, followed
by the subsequent performance evaluation of hybrid analog—discrete and discrete—analog chaotic
synchronization.

The object of this research is the chaotic synchronization of analog and discrete oscillators,

evaluated across multiple implementation levels. The object encompasses:
e discrete numerical models of the chaotic oscillators;

e drive-response synchronization configurations involving heterogeneous (analog and discrete)

oscillators;

e estimation of system parameters of the drive oscillator through synchronization-based meth-

ods.

The subject of this research is the development of unified hybrid synchronization frameworks
that enable reliable interaction between analog and discrete systems for secure authentication appli-

cations. This includes the study of:
e noise immunity of hybrid synchronization in non-ideal channels;
e convergence speed and stability of the hybrid synchronization process;

e the design and validation of a framework facilitating bidirectional interaction between analog

circuits and FPGA-based models;
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e the precision and error analysis of parameter estimation within the proposed physical-layer

authentication scheme.

Research Methodology

This research follows a combined analytical, numerical, and experimental methodology to investi-
gate synchronization between analog and discrete chaotic oscillators. The methodological frame-
work is structured into several sequential stages, ensuring both theoretical rigor and practical vali-
dation.

First, mathematical models of the selected chaotic oscillators (Vilnius, RC, and Colpitts) are
developed. The governing nonlinear differential equations are derived using circuit laws and nor-
malized to enable efficient numerical processing. These models serve as the foundation for both
simulation and digital implementation.

Second, numerical simulation and analysis are conducted using circuit simulation tools and
MATLAB-based post-processing. Analog oscillator models are implemented in LTspice, and their
dynamical behavior is analyzed through time-domain signals, phase-space attractors, and PSD. To
enable digital realization, the analog oscillator models are discretized using numerical integration
methods, specifically the forward Euler method, with careful consideration of stability and accuracy.

Third, digital design and implementation of the discrete chaotic oscillators are carried out
on FPGA platforms. Fixed-point arithmetic is employed to ensure resource-efficient hardware
realization while preserving essential chaotic properties. Dedicated architectures, such as deriva-
tive calculation pipelines and lookup table (LUT)-based nonlinear function implementations, are
developed to optimize performance.

Fourth, synchronization analysis is performed using the Pecora—Carroll drive—response frame-
work. Several synchronization configurations are investigated, primarily analog-discrete and

discrete-analog. These studies are conducted across three levels:
e pure numerical simulations;
e Hil setups;
o full hardware integration involving physical circuits and FPGA implementations.

Fifth, experimental validation is conducted using fabricated PCB prototypes of the analog oscil-
lators and FPGA-based digital systems. Measurement equipment is used to acquire real-time signals,
which are then analyzed and compared with simulation results to verify consistency and accuracy.

Sixth, performance evaluation is carried out to assess synchronization quality under non-ideal

conditions. Key metrics include:

e Pearson correlation coefficient for synchronization accuracys;
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e noise immunity under additive disturbances;
e synchronization and de-synchronization time;

e sensitivity to parameter mismatch and quantization effects.

Finally, application-oriented validation is performed by developing a chaos-based authentica-
tion scheme. A parameter estimation approach based on adaptive filtering (least mean squares algo-
rithm) is implemented and evaluated, demonstrating the feasibility of using chaotic synchronization
in physical-layer authentication.

Overall, the methodology integrates theoretical modeling, simulation-based analysis, hardware
design, and experimental validation into a unified framework, enabling a comprehensive investiga-

tion of hybrid analog-discrete chaotic systems.

Scientific Novelty and Main Results

The scientific novelty of this Thesis lies in integrating analog and discrete chaotic systems into a
unified hybrid synchronization framework. This topic has received limited attention in prior research.

The main results of the work include:

o for the first time, the experimental validation of stable synchronization between physical ana-

log circuits and their discrete counterparts implemented on an FPGA;

e a comprehensive study of synchronization properties in hybrid configurations, demonstrating

that a high correlation (above 0.8) can be maintained even in non-ideal environments;

o the development of a digital parameter estimator for the Vilnius chaotic oscillator, which is a

hardware-efficient solution for physical-layer authentication.

In addition to the scientific contributions, this Thesis provides several important practical and

methodological results.

e The development of ”Derivative Calculation Pipelines” and fixed-point models that preserve

chaotic attractors despite the limitations of digital quantization.

e Establishing a methodology for comparing hybrid synchronization performance against purely

discrete benchmarks using the Pearson correlation coefficient.
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The Theses to be Defended

1.

Chaotic synchronization between analog and discrete implementations of nonlinear oscillators
is achievable in both analog-discrete and discrete-analog configurations under unidirectional
Pecora-Carroll coupling, provided that time-domain alignment, the analog-digital interface
satisfies sufficient sampling rate, quantization resolution, and bandwidth constraints to pre-

serve the underlying system dynamics.

. In the Vilnius and RC chaotic oscillators, hybrid synchronization converges more slowly than

it diverges; moreover, state variables with stronger coupling to the synchronization signal

attain higher synchronization quality and faster convergence.

. Estimation of a drive chaotic oscillator’s parameter that appears in the difference equation as

a weighting coefficient is achievable by applying the adaptive least mean squares filter to the

response oscillator corresponding parameter evaluated from state variables.

The Approbation and Practical Significance

The results presented in this Doctoral Thesis were obtained within the framework of applied research

and experimental development activities carried out by the author during doctoral studies at Riga

Technical University. The research evolved in close connection with ongoing academic, industrial,

and applied research projects, ensuring both scientific relevance and practical applicability of the

studied hybrid synchronization.

The scientific results of this Thesis have been published in peer-reviewed international journals

and conference proceedings. The most significant publications directly reflecting the core contribu-

tions of this Thesis are listed below. Publications in which the author is the first author are highlighted
in bold.

[35]

[36]

[37]

[38]

R. Babajans et al. “Study on Analog and Discrete Chaos Oscillators Synchronization.” en. In:
16th Chaotic Modeling and Simulation International Conference. Ed. by C. H. Skiadas
and Y. Dimotikalis. Cham: Springer Nature Switzerland, 2024, pp. 33—46. 1sBN: 978-3-031-
60907-7. por: 10.1007/978-3-031-60907-7_4

R. Babajans et al. “Experimental Study on Analog and Discrete Chaos Oscillators Synchro-
nization.” In: 2023 Workshop on Microwave Theory and Technology in Wireless Commu-
nications (MTTW). Oct. 2023, pp. 24-28. por: 10.1109/MTTW59774.2023.10319995
R. Babajans et al. “Synchronization of Analog-Discrete Chaotic Systems for Wireless Sensor
Network Design.” en. In: Applied Sciences 14.2 (Jan. 2024). Number: 2, p. 915. 1ssN:
2076-3417. por: 10.3390/app14020915

R. Babajans, D. Cirjulina, and D. Kolosovs. “Discrete Sequential Implementation of Chaos
Oscillators for FPGA Integration.” In: 2024 IEEE Workshop on Microwave Theory and
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Technology in Wireless Communications (MTTW). Riga, Latvia: IEEE, Oct. 2024, pp. 33—
36. 1sBN: 979-8-3315-3317-5. por: 10.1109/MTTW64344.2024.10742168
[39] R. Babajans, D. Cirjulina, and D. Kolosovs. “Field-Programmable Gate Array-Based Chaos
Oscillator Implementation for Analog—Discrete and Discrete—Analog Chaotic Synchroniza-
tion Applications.” en. In: Entropy 27.4 (Apr. 2025). Number: 4, p. 334. 1ssn: 1099-4300.
por: 10.3390/e27040334
[40] R. Babajans et al. “Noise Performance Study of FPGA-based and Analog Chaos Oscillator
Synchronization.” en. In: 2025 IEEE 12th Workshop on Advances in Information, Elec-
tronic and Electrical Engineering (AIEEE). Vilnius, Lithuania: TEEE, 2025, pp. 1-5. por:
10.1109/ATIEEE66149.2025.11050878
[41] D. Cirjulina et al. “Nonlinear Dynamics and Hybrid Synchronization of DC Biased Colpitts
Chaotic Oscillators.” en. In: Electronics 14.20 (Jan. 2025), p. 4005. 1ssN: 2079-9292. por:
10.3390/electronics14204005
[42] R. Babajans et al. “Chaos-Based Dynamical Parameter Estimation for Physical Layer Au-
thentication in Wireless 10T Networks.” en. In: Electronics 15.4 (Jan. 2026), p. 748. 1SSN:
2079-9292. por: 10.3390/electronics15040748
The research results of this Thesis were also presented at international scientific conferences,
workshops, and symposia, providing peer feedback and dissemination within the research commu-
nity. The author presented the results of this Doctoral Thesis at the following international scientific
conferences:

e R. Babajans “Synchronization of Analog and Discrete Chaos Oscillators,” Days of Applied
Nonlinearity and Complexity (DANOC 2024), Greece, Thessaloniki, 12—14 January 2024.

e R. Babajans “FPGA-based Chaos Oscillator Parameter Estimator for Data Transfer,” Days of
Applied Nonlinearity and Complexity (DANOC 2026), Aristotle University of Thessaloniki,
Thessaloniki, Greece, 23-25 January 2026.

e R.Babajans “Discrete Sequential Implementation of Chaos Oscillators for FPGA Integration,”
2024 Workshop on Microwave Theory and Technology in Wireless Communications (MTTW
2024), IEEE Latvia Section COM/MTT/AP Joint Society Chapter, IEEE Latvia Section, Riga
Technical University, Riga 2—4 October 2024.

e R. Babajans “Experimental Study on Analog and Discrete Chaos Oscillators Synchroniza-
tion,” 2023 Workshop on Microwave Theory and Technology in Wireless Communications
(MTTW 2023), IEEE Latvia Section COM/MTT/AP Joint Society Chapter, IEEE Latvia Sec-
tion, Riga Technical University, Riga, 4—6 October 2023.

e R. Babajans “Quadrature Chaos Phase Shift Keying Communication System Based on Vil-
nius Chaos Oscillator,” 2022 Workshop on Microwave Theory and Technology in Wireless
Communications MTTW 2022), IEEE Latvia Section COM/MTT/AP Joint Society Chapter,
IEEE Latvia Section, Riga Technical University, Riga, 5-7 October 2022.
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R. Babajans “Noise Performance Study of FPGA-based and Analog Chaos Oscillator Syn-
chronization,” 2025 IEEE 12th Workshop on Advances in Information, Electronic and Elec-
trical Engineering (AIEEE 2025), Lithuania, Vilnius, 15-17 May 2025.

e R. Babajans “Noise Performance Study of FPGA-based and Analog Chaos Oscillator Syn-
chronization,” RTU 66th International Scientific Conference, Riga Technical University, Riga,
Latvia, 27 November 2025.

e R.Babajans “FPGA-based Chaos Oscillator Implementation for Analog-Discrete and Discrete-
Analog Chaotic Synchronization Applications,” RTU 66th Student Scientific and Technical
Conference, Riga Technical University, Riga, Latvia, 25 April 2025.

e R. Babajans “Synchronization of Analog and Discrete Chaos Oscillators,” RTU 65th Interna-
tional Scientific Conference, Riga Technical University, Riga, Latvia, 11 October 2024.

e R. Babajans “Study on Analog and Discrete Chaos Oscillators Synchronization,” The 16th
CHAOS 2023 International Conference, Technical University of Crete, Crete, Greece, 13—17
June 2023.

The research was conducted in parallel with participation in several national and institutional
research projects, which supported the experimental validation, prototype development, and applied
investigations addressed in this Thesis.

1. “Implementation of consolidation and management changes at RTU, LiepU, Rézekne Academy
of Technology and Latvian Maritime Academy and Liepaja Maritime College for progress
towards excellence in higher education, science and innovation.” Grant No RTU-PA-2024/1-
0064 under the EU RRF project No. 5.2.1.1.1.0/2/24/T/CFLA/003 (01.01.2024 — 31.01.2026).

2. SAM 8.2.2. “Strengthening of Ph.D. students and academic personnel of Riga Technical
University and BA School of Business and Finance in the strategic fields of specialization”
of the Specific Objective 8.2.2 “To Strengthen Academic Staff of Higher Education Institu-
tions in Strategic Specialization Areas” of the Operational Program “Growth and Employ-
ment” and the RTU doctoral grant program. Project 03000-3.1.2.1-e/177 | 8.2.2.0/20/1/008.
(01.12.2022-30.11.2023).

3. LZP fundamental and applied research project “Advanced wireless power transmission tech-
niques” 03000-3.1.2.1-e/4 | 1zp-2021/1-0170 (03.01.2022-30.12.2024).

4. “Exploring the Next Generation IoT Network™, 03000-3.1.2.1-e/14 edoc | ZI-2023/3 | 4691,
Internal funding of RTU (02.01.2023 — 31.12.2023).

5. “Exploring cyber-secure IoT data-driven agricultural management”, 04000-1.3-e/24 | ZI-
2024/7 1 4834, Internal funding of RTU (02.01.2024 — 31.12.2024).

6. “RTU Doctoral Grants for Supporting Scientific Excellence in Smart Specialization Areas”

0B000-3.5.3-e/311.1.1.8/1/24/1/007 1 5021, within the framework of a doctoral grant ID 8024
(15.09.2025 - 15.09.2026).

During the Doctoral studies, the author has been involved in teaching the following study courses
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at Riga Technical University.

e REA711 — Fundamentals of Digital Electronic Systems Design using HDL (4.5 ECTS).

e DEO0092 - Simulation of Functional and Logical Circuits (4 ECTS).

e DEO0735 - Signal Processing Systems (Study work) (3 ECTS).

e REA712 — Fundamentals of Digital Electronic Systems Design using HDL (study project) (3

ECTS).

e RTR822 — Signal Theory (4.5 ECTS).

e DEO0101 - Signal Processing Systems (4 ECTS).

e DEO0103 - Electronic Systems for Data Transmission (4 ECTS).

e DEO0501 - Signal Theory (study project) (3 ECTS).

The development of this Doctoral Thesis was further supported by international academic and
research mobility, enabling collaboration with external research institutions and access to advanced
experimental infrastructure. During the doctoral studies, the author remained employed at Riga
Technical University while completing the following mobility periods:

o KTH Royal Institute of Technology, Sweden (01.05.2023-31.05.2023);

e Politecnico di Torino, Italy (18.11.2024-22.11.2024);

e Aristotle University of Thessaloniki, Greece (30.11.2025-05.12.2025).

The scientific and academic contributions of the author during doctoral studies was recognized
by the following award:

e Best Paper Award, 2023 Workshop on Microwave Theory and Technology in Wireless Com-

munications, 06.10.2023.

Overall, the results presented in this Doctoral Thesis were validated through peer-reviewed
publications, international conference presentations, experimental prototypes, and applied research
projects. The combination of simulation-based analysis and experimental measurements confirms
the scientific relevance and practical applicability of the hybrid analog-discrete, discrete-analog syn-

chronization.

The Structure of the Thesis

The first chapter provides an overview of chaotic oscillators, including the Vilnius, RC, and Colpitts
chaotic oscillators. Mathematical models are developed, and their dynamical properties are analyzed
through numerical simulations and experimental validation.

The second chapter focuses on discrete-time modeling of chaotic oscillators and their imple-
mentation in digital hardware. Particular attention is given to FPGA-based realization, fixed-point
arithmetic, and the preservation of chaotic behavior in digital form.

The third chapter investigates synchronization between analog and digital chaotic systems. Var-

ious configurations are examined, including analog-discrete, discrete-analog, with results obtained
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from simulations and experimental platforms.

The fourth chapter presents a comprehensive performance analysis of the proposed systems. Key
aspects such as synchronization accuracy, robustness to noise, parameter mismatch, and transient
behavior are evaluated.

The fifth chapter explores the application of chaotic systems in physical-layer authentication. A
stochastic gradient-based parameter estimation technique is used to demonstrate the feasibility of
chaos-based physical-layer security mechanisms.

Together, these sections establish a unified framework for the analysis and implementation of
chaotic systems, bridging analog and digital domains and highlighting their applicability in synchro-

nization and physical-layer security.
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1 CHAOTIC OSCILLATORS

The current chapter introduces three analog chaotic oscillators: the Vilnius, the RC and the Colpitts
chaotic oscillator. For each oscillator, the circuit structure, LTspice simulation model, and exper-
imental hardware prototype are presented and analyzed. The comparison between simulated and
measured results provides insight into the practical realization of chaotic dynamics in electronic cir-
cuits. The developed LTspice models and fabricated prototypes are extensively used in the studies
presented in this Thesis, with LTspice employed to model the analog oscillators and the prototypes
for hardware verification.

Chaotic oscillators are nonlinear dynamical systems capable of generating complex, aperiodic
signals that exhibit deterministic chaos. Such systems are characterized by strong sensitivity to
initial conditions, meaning that small variations in the initial state of the system can lead to sig-
nificantly different trajectories over time. As a result, chaotic signals often appear noise-like while
still being governed by deterministic equations. These signals possess a wide spectrum and low
cross-correlation properties.

In analog electronic circuits, chaotic behavior can be realized by constructing nonlinear dynam-
ical systems with sufficient system order and nonlinearity. A common approach involves circuits
containing at least three energy-storage (reactive) elements, such as capacitors and inductors, to-
gether with a nonlinear component and an active element that sustains oscillations. The interaction
between the reactive elements defines the system dynamics, while the nonlinear component enables
the transition from periodic oscillations to chaotic regimes.

Over time, several chaotic oscillators have been proposed and investigated, including circuits
derived from well-known nonlinear dynamical systems such as the Rossler [43] and Lorenz [44]
systems, as well as electronic oscillator-based implementations such as the Colpitts chaotic oscilla-
tor [45] and various minimal chaotic circuits including those proposed by Sprott [46]. These oscilla-
tors provide different approaches to achieving chaotic dynamics while varying in circuit complexity,
component requirements, and operating frequency.

This Thesis focuses on three chaotic oscillators: Vilnius [47], RC [48] and Colpitts [45]. Al-
though many chaotic oscillators have been introduced over the years, these particular oscillators
were selected for multiple reasons. First, all of the listed oscillators can exhibit chaotic behavior
when powered with low-voltage (< 5 V). This property, combined with the low component number,
makes these oscillators suitable for embedded applications. Second, each of the listed oscillators
can scale its dynamics to higher frequencies by carefully adjusting the reactive component values.
This property makes chaotic oscillators more versatile for deployment in applications like data trans-
mission. Third, the Vilnius, RC and Colpitts chaotic oscillators have key design differences. The
Vilnius and RC oscillators use operational amplifiers as active elements and diodes to introduce
nonlinearity, whereas the Colpitts oscillator uses a bipolar junction transistor as both an active and

a nonlinear element. The Vilnius and Colpitts are based on an LC resonance tank, but RC chaotic
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oscillator does not use an inductor, instead the circuit is based on an RC network. This selection of
chaotic oscillators demonstrates that the methodologies developed later in the Thesis are applicable
to different types of chaotic oscillators.

The chapter is organized as follows: Sections 1.1-1.3 present the Vilnius, RC, and Colpitts
chaotic oscillators, respectively, including their mathematical models, LTspice simulations, and
hardware implementations, followed by verification of chaotic dynamics and spectral analysis of

both simulated and experimental signals.

1.1 Vilnius Chaotic Oscillator

The first oscillator selected for this Thesis is the Vilnius chaotic oscillator [47]. One of the main
advantages of this oscillator is its relatively simple circuit structure and clear separation between
the linear resonant network and the nonlinear element. The LC resonant network provides stable
oscillatory dynamics and well-defined frequency characteristics, which simplifies tuning and analy-
sis. Additionally, the circuit can operate at relatively low supply voltages and requires only a small
number of active components, contributing to low power consumption and reliable experimental

implementation.
Mathematical model

The circuit diagram of the Vilnius chaotic oscillator is presented in Fig. 1.1. The oscillator con-
tains the fundamental building blocks required for chaotic behavior in electronic systems. Specif-
ically, it includes three energy-storing (reactive) components — capacitors C; and C,, and induc-
tor L; — which provide the minimum third-order dynamics necessary for chaos. Nonlinearity is
introduced by the diode D;, whose nonlinear current—voltage characteristic enables non-periodic
behavior. An operational amplifier O A, configured in a non-inverting topology, serves as the active
component. It compensates for energy losses in the passive network and sustains oscillations in the

circuit.
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Fig. l=.1. Vilnius chaotic oscillator circuit diagram.

The oscillator dynamics is described by three state variables: the voltage across the capacitor C;
(Uc1 ), the current through the inductor L; (i L ), and the voltage across the capacitor C, (Ucz). The
set of nonlinear differential equations derived from Kirchhoff’s laws of the Vilnius chaotic oscillator

is:
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where i is the current through diode Dy; iy is the current through resistor Ry; and k is the gain of
the non-inverting operational amplifier circuit:

R;
k=1+—. 1.2
+R (1.2)

2
The nonlinear behavior of the oscillator arises from the current-voltage characteristic of the

diode, expressed as

ey
iD=i5'<eVT —1>, (1.3)

where i g is the diode saturation current (approximately 2 X 107'% A for a 1N4148 diode), and Vris
the thermal voltage (approximately 26 mV at room temperature of 298 K).
Because oscillations are driven by the contour L, C;, the fundamental frequency of the oscil-

lator is defined by Thomson’s formula:
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The original study [47] presented the Vilnius chaotic oscillator with the parameter values: C; =
100nF, C; = 15nF, L1 = 100 mH, R; = 1k, R, = 10kQ, Ry =6kQ, R, =20kQ, V; =5V
and k = 1.6. This set of parameters produces chaotic dynamics and sets the fundamental frequency
of the oscillations f, = 1.6 kHz. However, a 100 mH inductor presents several significant drawbacks
in practical implementation. Such inductance value is achieved by long wire windings, introducing
parasitic resistance of 100 to 300 €2, thus reducing the quality factor. On top of that, the physical
dimensions of such an inductor make it bulky and less suitable for small form-factor embedded
applications. It is important that in order to scale the inductor and maintain chaotic dynamics, the
values of C; and C, must be scaled accordingly. Thus, the following values were selected for the
oscillator: C; = 1 nF, C, = 150 pF, L; = 1 mH. This results in a fundamental frequency f, =

160 kHz.

Simulation Model

The LTspice analog electronic circuit simulator was used to model the behavior of the Vilnius
chaotic oscillator with the selected parameters. The model is presented in Fig. 1.2. The model is set
to run 100 ms with a maximum step of 10 ns. This configuration allows for a sufficient signal length
and resolution for further processing in MATLAB. The model is configured to save only the signals
from the state variables v, vc, and iy . The model also has the possibility of setting the initial

conditions of the state variables.

Fig. 1.2. Vilnius chaotic oscillator model in the LTspice analog electronic circuit simulator.

The time-domain simulation results obtained from LTspice were exported and further processed
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in MATLAB. Due to the adaptive time-stepping algorithm used by the LTspice numerical solver,
the simulation output is acquired with non-uniform time steps. Therefore, the exported data were
resampled in MATLAB to obtain a uniformly spaced time series.

Fig. 1.3 demonstrates the attractor projections of the simulated Vilnius chaotic oscillator’s LT-
spice model, confirming the presence of chaotic behavior. Unlike periodic oscillations, which pro-
duce simple closed trajectories in phase space, the observed attractor projections exhibit complex,

non-repeating structures characteristic of deterministic chaos.

(@) (b) (©
Fig. 1.3. Two-dimensional attractor projections vc, and iy (a), iy, and v¢, (b), v¢, and vc, (c) of
the Vilnius chaotic oscillator.

The uniformly resampled time series obtained in MATLAB enables the computation of PSD
using Fourier-based methods, which require evenly spaced samples. The resulting spectra of the
chaotic signals are presented in Fig. 1.4. For better comparison, the acquired spectra are normal-
ized to their maxima and expressed in dB. The spectra provide additional confirmation of chaotic
operation through their broadband characteristics, with a spectral maximum around the 160 kHz

fundamental frequency.

Fig. 1.4. PSD of v¢,, iy and v¢, for the Vilnius chaotic oscillator.
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Prototype

A hardware prototype of the Vilnius chaotic oscillator was developed to experimentally validate
the Vilnius oscillator’s chaotic behavior. The prototype PCB was designed using KiCad PCB de-
sign software and fabricated on a two-layer FR4. The fabricated PCB with the designed layout is
presented in Fig. 1.5.

Fig. 1.5. Fabricated Vilnius chaotic oscillator PCB prototype.

The signals of the Vilnius chaotic oscillator were recorded using the Digilent’s Analog Discovery
Pro (ADP3450). It is important to note that the i L is acquired by measuring the voltage of the R,
resistor, and acquiring the current using the Ohm’s law. This is possible due to the general assumption
that there is no input current in the operational amplifier O A, which is highlighted in Fig. 1.1.

The recorded signals are then exported to MATLAB for further processing. The ADP3450 pro-
vides uniformly sampled time series; however, the data was resampled to match the resolution of the
signals acquired in LTspice. Fig. 1.6 shows attractor projections of the experimental signals acquired
with the same oscillator parameters. It is apparent that the circuit executes a chaotic behavior similar

to the LTspice model, highlighted by the similarity of attractors in Fig. 1.6 and 1.3.

(@ (®) ©
Fig. 1.6. Two-dimensional attractor projections v¢, and iy (a), iy and v¢, (b), v, and v¢, (c) of
the Vilnius chaotic oscillator PCB.

Resampling the experimental signals, results in the same resolution of the signal spectrum, as
demonstrated in Fig. 1.7. The broadband spectrum has the maximum around the fundamental fre-

quency 160 kHz, like in the LTspice model. Overall, the hardware prototype demonstrates a similar
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chaotic behavior, with only amplitude and offset differences from the LTspice model. These dif-
ferences are attributed to the simplified LTspice model of the operational amplifier, the parasitic

parameters of the physical elements, etc.

Fig. 1.7. PSD of Ucpsip, and Uc, for the Vilnius chaotic oscillator prototype.

By constructing an LTspice model of the Vilnius chaotic oscillator and fabricating its hardware
prototype, it was observed that both implementations exhibit qualitatively similar dynamical behav-
ior. The agreement between simulated and experimental results is further supported by the analysis
of the acquired PSD of the chaotic signals, which reveals well-defined spectral boundaries. These
spectral characteristics are essential for subsequent stages of the Thesis and are therefore taken into
account.

For the studies presented in this Thesis, the developed LTspice model is primarily used to model
the behavior of the analog oscillator. This modeling stage serves as a necessary step prior to exper-
imental validation, enabling efficient evaluation before using the fabricated hardware prototype for

verification.

1.2 RC Chaotic Oscillator

The second chaotic oscillator for this Thesis is the “RC chaotic oscillator” [48]. Since the circuit
relies exclusively on resistors, capacitors, operational amplifiers, and a diode, the circuit can be
implemented using compact and inexpensive components. The absence of inductors significantly
reduces the circuit size and eliminates issues related to magnetic coupling, parasitic inductance,
and component variability. Furthermore, the oscillator operates reliably with low supply voltages,
making it suitable for low-power analog systems. These properties also make the RC oscillator

convenient for integrated circuit implementations.

32



Mathematical model

The circuit diagram of the RC chaotic oscillator is presented in Fig. 1.8. The oscillator is based
on a Wien bridge configuration and incorporates the essential components required for chaotic dy-
namics in electronic systems. The circuit contains three reactive elements — capacitors Cy, C,,
and C;. Capacitors C| and C, form the Wien bridge frequency-selective network, while the ca-
pacitor Cj is introduced in the feedback loop of the first operational amplifier. Together, these three
energy-storage elements provide the minimum third-order dynamics necessary for chaos generation.
The nonlinearity is introduced by the diode D, which is placed in the feedback loop of the second
operational amplifier. Through the action of the negative impedance converter, activated at higher
voltages, the diode produces a piecewise-linear characteristic that governs the complex amplitude
dynamics of the oscillator. Two operational amplifiers, OA| and OA,, serve as the active com-
ponents of the circuit. The first amplifier maintains the oscillations of the Wien bridge, while the
second forms the negative impedance converter that compensates for losses and shapes the nonlinear

response. These active elements supply energy to the system and ensure sustained oscillations.

R,

Fig. 1.8. RC chaotic oscillator circuit diagram.

The mathematical model of the RC chaotic oscillator is derived from Kirchhoff’s current law

applied to each capacitor node:

dvc vc k-1 ky—1
= — 1 M L
c dr ® TRV R UG
doc, vc ky=2 k-1
9 __ 4 ka2l _a . 1.5
c dr ® TR Vo R UG (1.5)
dogy gy _ ki+a

ky kita B o o
x - RYG R VT R(UCS v )H(UC3 v

Unlike passive RC networks, the circuit includes operational amplifiers that introduce additional
feedback paths, resulting in coupling between all state variables. These active elements effectively

implemeleading to coupling amongages, which are reflected in the coefficients of the governing
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equations. As a result, the system cannot be described as a simple RC ladder. Instead, it represents
an active RC network where the parameters k|, & and f correspond to resistor-defined gains within
the feedback structure. The nonlinear term arises from the use of a diode. The characteristic voltage

v* is expressed with the forward voltage drop of the diode v (typically 0.7 V).

_ R _ R _R _R
kl—R4+1, k2—R8+], (X—RG, ﬁ_Rg’

(1.6)

v*=k2”31, C,=C,=C3=C, Ri=R,=(R;+Ry)=R.

The nonlinearity in this circuit is introduced by the Heaviside step function:

0, ifUC3—U*<0
H = . (L.7)
1, ifUCS—U*ZO

For the RC chaotic oscillator, the fundamental frequency is determined by the Wien bridge net-
work composed of R;,R,,Cy, and C,. Unlike LC contour-based oscillators, this frequency is not
associated with energy exchange between magnetic and electric fields, but rather with the phase-shift

condition of the RC network. The fundamental oscillation frequency of the oscillator is:

1
" 27-C-R
The original study [48] introduced the circuit with the following parameters: C; = C, = C; =
13nF, Ry = R, = 11 kQ, Ry = 9.1kQ, Ry = 2kQ, Ry = R; = 2.7kQ, Rg = 1.1 kQ,
Rg = 780 Q, the diode is 1IN4148. The given parameters result in the fundamental frequency
fo =11KkHz.

So (1.8)

Simulation Model

Like in the case of Vilnius chaotic oscillator, the LTspice analog electronic circuit simulator was
used to model the behavior of the RC chaotic oscillator. The model is presented in Fig. 1.9. The
model is set to run 1.43 s with a maximum step of 1 us. The model is configured to save only the

signals from the state variables v¢ , vc, and vc,.
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Fig. 1.9. RC chaotic oscillator model in the LTspice analog electronic circuit simulator.

The time-domain simulation results are then exported to MATLAB, where the data is resampled
to a uniform time step, and the Fourier-based spectrum is acquired. Fig. 1.10 shows the attractor
projections of the RC chaotic oscillator’s LTspice model. The figure demonstrates complex, non-

periodic trajectories characteristic of chaotic dynamics.

(a) (®) (©
Fig. 1.10. Two-dimensional attractor projections v¢, and v¢, (a), v¢, and v¢, (b), v¢, and v¢, (€)
of the RC chaotic oscillator. ‘ .

The PSD of the RC chaotic oscillator’s LTspice model is shown in Fig. 1.11. Although the funda-
mental frequency of the oscillator is 11 kHz, this value does not correspond to a dominant spectral
component in the chaotic regime. The aperiodic behavior of the oscillator produces a broadband
spectrum, therefore the f, represents a characteristic time scale of the system rather than a distinct
oscillation frequency. The energy of the chaotic signal is distributed over a wide frequency range,

and the resulting spectrum exhibits multiple local maxima instead of a single dominant peak.

35



Fig. 1.11. PSD of v¢,, v¢, and v, for the RC chaotic oscillator.

Prototype

A hardware prototype of the RC chaotic oscillator was developed to experimentally validate the
chaotic behavior predicted by the LTspice model. The prototype PCB was designed using the KiCad
and fabricated on a two-layer FR4 board. The fabricated PCB with the designed layout is presented
in Fig. 1.12. The fabricated prototype implements Rg using a trim resistor originally intended for

exploring the chaotic regimes of the oscillator.

Fig. 1.12. Fabricated RC chaotic oscillator PCB prototype.

The signals of the RC chaotic oscillator were recorded using the ADP3450. The output voltages
of the oscillator were acquired directly from the circuit nodes indicated in Fig. 1.8. The recorded sig-
nals were exported to MATLAB for further processing, where the data were resampled to match the
resolution of the signal acquired from the LTspice simulation. Fig. 1.13 presents the attractor projec-
tions of the experimental signals acquired under the same oscillator parameters. The reconstructed

attractors demonstrate good qualitative agreement with the LTspice results presented in Fig. 1.10.
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(a) (®) (©
Fig. 1.13. Two-dimensional attractor projections v¢, and v¢, (a), vc, and v, (b), vc, and v¢, (©)
of the RC chaotic oscillator PCB.

The acquired PSD of the chaotic signals are presented in Fig. 1.14. The spectra demonstrate a
broadband distribution of the spectral components with no distinct maximum at 14 kHz. Overall,
the behavior of this oscillator also closely matches the LTspice model. The discrepancies can be
attributed to the simplified device models used in LTspice, as well as to parasitic parameters and

tolerances of the physical components in the experimental circuit.

Fig. 1.14. PSD of Uc,s Uc, and Uc, for the RC chaotic oscillator prototype.

The developed LTspice model and the fabricated prototype of the RC chaotic oscillator demon-
strate good agreement, as evidenced by the similarity of the attractor projections and the correspond-
ing PSD of the signals. An important observation is that, in this oscillator, the spectrum does not
exhibit a dominant component centered at the fundamental frequency. Instead, the spectral energy
is distributed over a wide frequency range, which is a characteristic feature of the chaotic dynamics
observed in both the model and the hardware implementation.

For the studies presented in this Thesis, the developed LTspice model is employed to model
the behavior of the analog oscillator. This modeling stage is a necessary step prior to experimental

validation.
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1.3 Colpitts Chaotic Oscillator

The third oscillator used in this Thesis is the Colpitts chaotic oscillator [45]. A key advantage of this
oscillator is its high-frequency capability and efficient energy transfer within the LC tank circuit.
Compared with op-amp-based chaotic oscillators, transistor-based Colpitts oscillator can achieve
higher operating frequencies and improved energy efficiency. The circuit also requires a relatively
small number of components and can operate from low supply voltages, making it suitable for com-

pact hardware implementations and potential RF or communication-related applications.
Mathematical model

The circuit diagram of the Colpitts chaotic oscillator is shown in Fig. 1.15. The circuit incorpo-
rates the essential components required for the generation of chaotic dynamics in an analog circuit. It
contains three reactive elements — capacitors C; and C,, and an inductor L; — which form a third-
order resonant network and provide the minimum number of energy storage elements necessary for
chaos. Nonlinearity is introduced by the active device — a bipolar junction transistor, whose non-
linear current—voltage and current—gain characteristics govern the complex interaction between the
reactive components. The transistor also simultaneously serves as the active element of the circuit,

providing energy to compensate for losses in the resonant tank and sustaining oscillations.

Ic 'L,

0,

E—K S R— %Ll

Fig. 1.15. Colpitts chaotic oscillator circuit diagram.

Applying Kirchhoff’s laws to this circuit yields the following set of nonlinear differential equa-

tions:
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In these equations, i g and i are nonlinear functions describing the transistor’s operation. The
transistor Q alternates between the forward-active region and cutoff. A piecewise-linear approxi-

mation for the transistor currents is given by:

0, if — UC2 < VTH
=3 ve +Ven , (1.10)
-_—, if — Uc, > VTH
Ron :
ic = Br i (111)

where Vrp is the base-emitter threshold voltage, R is the small-signal on-resistance of the base-
emitter junction, and f is the transistor’s forward current gain.
Similarly, the Colpitts oscillator derives its fundamental frequency from the LC tank composed

of the inductor L; and the series combination of capacitors C; and C,:

1
fo=—. (1.12)
2r - Ll . Ceq
The equivalent capacitance is:
C -C
Cpp = ——. (1.13)
C+GC,

The original study [48] introduced the circuit with the following parameters: V; =5V, V, =5V,
R; =35Q, L; =98.5puH, C; = 54nF, C, = 54nF, and R; = 400, using a transistor such as
the 2N2222. However, for component availability reasons, the 100 pH inductor was selected, as well
as R; set to 40 Q. With the given parameters, the circuit oscillates with a fundamental frequency of

approximately f, = 96.8 kHz.
Simulation Model

The LTspice model of the Colpitts chaotic oscillator with the selected parameters is presented in
Fig. 1.16. The simulation was configured to run 100 ms with a maximum time step 10 ns. Because
the dynamics of the circuit evolves into chaotic mode after 5 ms in the simulation, this time was set

as the time to start saving the simulation results.
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Fig. 1.16. Colpitts chaotic oscillator model in the LTspice analog electronic circuit simulator.

Like with the other oscillators, the signals were exported to MATLAB and resampled to a uni-
form step. Fig. 1.17 shows the attractor projections of the Colpitts chaotic oscillator acquired from
the LTspice simulation. The figure demonstrates chaotic dynamic of the oscillator similar to one

reported in the [45].

(2) (d) ©
Fig. 1.17. Two-dimensional attractor projections v¢, and vc, (a), v, and iy (b), v¢, and iy (c)of
the Colpitts chaotic oscillator.

The PSD of the Colpitts chaotic oscillator signals from LTspice are demonstrated in Fig. 1.18.

It is visible that the spectrum is broadband, with multiple distinct peaks, but the primary energy

concentration is close to the 96.8 kHz fundamental frequency.
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Fig. 1.18. PSD of v¢ ., iy and v¢, for the Colpitts chaotic oscillator.

Prototype

The fabricated hardware prototype of the Colpitts chaotic oscillator is presented in Fig. 1.19.
The trim resistors in the prototype are introduced in place of Ry and R . The original intention was

to explore the chaotic dynamic of the oscillator by adjusting these resistors.

Fig. 1.19. Fabricated Colpitts chaotic oscillator PCB prototype.

The signals of the Colpitts chaotic oscillator were recorded using the ADP3450. The output
voltages of the oscillator were acquired from the circuit nodes indicated in Fig. 1.15. These signals
correspond to the observable variables of the system and allow reconstruction of the attractor pro-
jections that characterize the oscillator dynamics. It is important to note that the current i L, was
acquired as the voltage drop across the resistor R;. The attractor projections of the Colpitts oscil-
lator are demonstrated in Fig. 1.20. The attractor of the hardware prototype coincides well with the

LTspice’s attractor.
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(@) (®) ©
Fig. 1.20. Two-dimensional attractor projections v¢, and vc, (a), v, and i (b), v¢, and iy (c)of
the Colpitts chaotic oscillator PCB.

The acquired PSD of the chaotic signals are presented in Fig. 1.21. The spectra of the hardware

signals also coincide with the LTspice signals.

Fig. 1.21. PSD of Uc,s i, and Uc, for the Colpitts chaotic oscillator prototype.

In the case of the Colpitts chaotic oscillator, the LTspice model and the fabricated prototype
exhibit good agreement, as demonstrated by the close correspondence of the attractor projections
and the associated PSD of the generated signals. Like with the Vilnius and RC chaos oscillators, the
LTspice model is employed in the further studies of this Thesis to model the analog oscillator prior

to hardware verification using the fabricated prototype.
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2 DISCRETE CHAOTIC OSCILLATOR MODELS AND
DIGITAL IMPLEMENTATION

This chapter presents a systematic procedure for transforming the mathematical models of the con-
sidered analog chaotic oscillators into their discrete-time counterparts. For each oscillator described
in Section 1, a step-by-step derivation of the corresponding discrete model is provided, followed by
its implementation on an FPGA platform.

The dynamics of chaotic oscillators are governed by nonlinear differential equations. While such
equations are typically solved numerically on general-purpose computers, they can also be imple-
mented on dedicated hardware platforms such as digital signal processors (DSP) and FPGA. This
enables the digital realization of discrete-time chaotic oscillators suitable for real-time operation.
These implementations can be used both for validating analog designs during early development
stages and as standalone systems in applications such as secure communication, encryption, and
pseudo-random sequence generation.

In the discrete domain, continuous-time dynamics are approximated using numerical integration
methods, resulting in discrete-time systems that reproduce the qualitative behavior of their analog
counterparts. Unlike analog circuits, digital implementations are not affected by temperature varia-
tions or component tolerances, and their parameters and initial conditions can be precisely controlled.
However, they are subject to limitations imposed by finite word length, quantization effects, and sam-
pling resolution. Furthermore, the characteristic time scale of a discrete oscillator is determined by
the system clock rather than by a physical resonant frequency.

A key step in this process is the normalization of the governing equations. Dimensional normal-
ization expresses the system in a dimensionless form, which reduces the dynamic range of variables,
mitigates the risk of numerical overflow in fixed-point arithmetic, and facilitates efficient FPGA
implementation. Additionally, it enables a consistent framework for comparing different oscillator
models.

The section is organized as follows: Section 2.1 presents normalized equations of Vilnius, RC
and Colpitts chaotic oscillators, highlighting the considerations for each case. Section 2.2 introduces
the forward Euler numerical integration method to obtain the numeric solution to the normalized
differential equations, resulting in difference equations suitable for digital implementation. Section
2.3 presents the digital design architecture. Section 2.4 demonstrates the implementation of the

digital design on an FPGA.

2.1 Normalized Equations

The first step toward FPGA implementation of the chaotic oscillator models is the normalization of

the differential equations. This process rescales the state variables and system parameters to dimen-
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sionless quantities with well-defined amplitude ranges. In addition, the time variable is normalized
with respect to a characteristic time constant of the system, resulting in a dimensionless time repre-
sentation. This transformation simplifies the equations and removes explicit dependence on physical
units, making the models more suitable for digital realization.

This normalization is essential for implementation on FPGA hardware, as it ensures that all
signals remain within a bounded and predictable range compatible with the finite word length of the
system. It also improves numerical stability, reduces the risk of overflow, and facilitates efficient
utilization of hardware resources. Moreover, the use of dimensionless time allows straightforward

control of the effective system dynamics through the selection of the discrete integration step size.
Vilnius Chaotic Oscillator

The original set of nonlinear differential equations of the Vilnius chaotic oscillator is given by:

dUC

il

diLl 3

1T=(k—1)'Rl'lLl—UCI—UC2 . (21)
doc,

&)

G
=ig+ip —ig-le'r —1
S iy i (5 1)

In [47], a normalized (dimensionless) form of the system is already introduced. First, the state
variables are scaled by the thermal voltage V. Additional dimensionless parameters are defined to

eliminate dependence on the absolute values of C;, C,, and L, as given in (2.2).

_ Y _ Py 7= Vo,

7 Vi’ 7

kgT /L C
VT = BT, p = C—:, E = C—?’ (2.2)

— (k- & — pig — ris
a=(k 1),,’ b—VT, c—VT.

Using these substitutions, the system can be expressed in normalized form:

ax _
i
Qza-y—x—z . 2.3)

dZ_ _ . zZ _
e-a—b—ky c-(e*—1)

Next, the time variable is normalized by introducing a dimensionless time €, which is the time ¢

scaled by the time constant 7 (related to the fundamental frequency), resulting in (2.5).

0=1 t=4/L;-Cy. (24

This transformation yields the final dimensionless system:
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The resulting system is fully expressed in dimensionless variables and time, making it indepen-
dent of physical units. This normalized representation is well suited for digital implementation, as
it ensures bounded signal ranges and enables further realization of the Vilnius chaotic oscillator on
an FPGA.

RC Chaotic Oscillator

In the case of the RC chaotic oscillator, the original set of nonlinear differential equations is

given by:
doc, =_”ﬂ+ﬂu _ kl—lu
dr R R C R G
T = e~ e fee ) H (e, )

In the work [48], to obtain a dimensionless representation, the state variables are first normalized

using a characteristic voltage v*:

e _ Yo _ Yo
x=1, y=2, z=2 @7

Using these substitutions, the system can be rewritten in normalized form:

8wt (b= 1)y (k= 1) 2
Dot (ki =2) = (k1) 2 ~ e
dz

L=k -y-(kj+a)-z+p-(z-1D-Hz-1

Next, the time variable is normalized by introducing the dimensionless time 6 , defined using

the characteristic time constant 7:

=% r=R-C 29)

This results in the final dimensionless system:

45
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do
Y=mxt(ky=2) y—(ky=1)-z : 2.10)
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The Heaviside step function is transformed to:

0, ifz—-1<0

H = (2.11)
1, ifz—-1>0

With the applied transformation, the resulting system is expressed in dimensionless variables
and time. Like in the case of Vilnius chaotic oscillator, the differential equations of the RC chaotic

oscillator in normalized representation are well suited for further digital implementation.
Colpitts Chaotic Oscillator

The transformation steps for the Colpitts chaotic oscillators differ slightly from those of other
oscillators and were derived specifically for this Thesis. The original nonlinear differential equations

of the Colpitts oscillator are:

Yo o

[ =l T ie

dvc Vi—uc

C L . 2.12

2 R, LT'B @12
1 _ _ _ _ .

L1?—Vz Uc, = Uc, —ir, " R

The piecewise-linear approximation for the transistor currents is:

0, if —ve, <Vry
ip= ve, + Vrn ' (2.13)
—T'pl, lf_UC2>VTH
N
In the first transformation step, the following dimensionless variables are introduced:
L] 1
P = —_-—, W= —, T =" t, (214)
G VL, -C

where w; is the characteristic frequency; p; is the characteristic impedance; 7 is the dimension-
less time. These parameters are then applied to normalize and simplify the equations, resulting in
(2.15). It is important to note that in (2.15) V] is taken as 5 V, i.e. the sign is moved from the

constant to the equation, for convenience. As for the time scale of the dimensionless equations, the
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characteristic frequency w; was selected.

The parameters in (2.14) were used for the convenience of the final normalized equations. It is
important to note that the choice of normalization does not change the dynamics of the oscillator, only
the appearance of the equations in dimensionless form. The fundamental frequency of the Colpitts
oscillator can also be utilized, resulting in a different appearance of normalized equations (different
coefficients and constants) with preserved dynamics and chaotic attractor. This was confirmed in
work [41].

Applying the introduced variables yields:

(doc, _iL=P-ip p

ey G P1

doc, Vi +uc, Litip p

T == T 2.15

] d=y R -C,- 4} G 215

. p1

diy, p1 _ Va=ve, —ve, Ry »n
_a)l.__——lLl.—.—

Cdz, Py L, Ly p

In the second transformation step, the variables shown in (2.16) are introduced. The use of char-
acteristic impedance p; transforms the current i into a voltage, which means that the normalized

equations have all three state variables as voltages.

ip p =1 ig-p =1 o 1
Ly P1=1lL, IpP1 =l — =7
1 1 p1 Ll
=2 R_i Ri_g, 2.16)
G Py 2
X =0c,, Y=g, z:le.
The final simplified normalized equations of the Colpitts chaotic oscillator thus are:
dx 4
—_— =z - ]
ar, B-ip
d Vi+y z+i
Y __ ATy, Ivls 2.17)
dry R € €
£=V2—x—y—z-1~3L
dTl

The piecewise-linear approximation for the base current with the introduced transformations is:

ip= Y+ Vey ' . (2.18)
—R—-pl, if —y>Vry

ON
The acquired system (2.17) expressed in dimensionless time is further used for digital imple-

mentation.
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2.2 Forward Euler Numerical Integration

Since the differential equations describe a continuous-time oscillators and the task is to design
discrete-time counterparts of the oscillators, the next step is to transform the differential equations to
obtain the discrete solutions of the systems. In this step, the forward Euler numerical integration is
applied to acquire the approximate discrete solution for the integration step Af. The forward Euler
method was selected for being computationally cheap per step. The simplicity of the Forward Euler
method makes it well-suited for discrete hardware implementation. Although higher-order methods
such as Runge—Kutta [49] are preferable for obtaining exact trajectories, the forward Euler method
can reproduce the attractor’s shape — provided that A@ is chosen carefully — which is precisely the

requirement for digital hardware implementation.
Vilnius Chaotic Oscillator
In the case of Vilnius chaotic oscillator, applying the forward Euler numerical integration yields
the following difference equations:
x[n+ 1] = y[n] - A8 + x[n]
yin+ 1] = (a- yln] — x[n] — z[n]) - AG + y[n] , (2.19)
zln+ 11 = (b+ylnl = ¢ - " = 1)) - 22 + z[n]

where a = 0.5; b = 5.769; ¢ = 9.155 - 107; £ = 0.15; A = 27'°_ It is important to note that
in (2.2) ¢ depends on the current i g, meaning that in reality, this constant is variable. However, this
constant is very small, and the source study [47] explicitly states that the chaotic mode is insensitive

to c; thus, taking ¢ as constant is valid.
RC Chaotic Oscillator

Similarly, the discrete equations (2.20) for the RC chaotic oscillator are derived by applying

forward Euler numerical integration to (2.10):

xln+11= ((k; = 1) - yln] = (k; = 1) - z[n] = x[n]) - A0 + x[n]
yln+11= ((k; —2) - yln] = (k; = 1) - z[n] = x[n]) - AO + y[n]

zln+ 1] = (ky - yln] = (ky + @) - z[n] + B - (z[n] = 1) - H (z[n] = 1)) - AB + z[n]
(2.20)

The Heaviside step function in this case is
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0, ifz[n]—-1<0
H= . 2.21)
1, ifz[nl—1>0

The final equation has the following parameters: k; = 5.5; a = 10; § = 14.1026; Af = 210,
Colpitts Chaotic Oscillator

In the case of Colpitts chaotic oscillator, applying forward Euler numeric integration results in

the following system:

x[n+ 1] = (z[n] = B - ip) - AO + x[n]

Vin+1] = <—y['f] + Y 2l iB) NG+ Y] (2.22)
Rl - € €

zln+1]= (Vo — x[n] = y[n] = z[n] - Ry) - A + z[n]

The nonlinearity in this case is

ig= oyl + Vew (2.23)

A p1, it —ylnl>Vry
ON

The final equation has the following parameters: g = 200; € = 1; p; = 43.033 Q; R, =
0.9295; R; = 9.295; Ron = 100 Q; V; =V, =5 V; Vg =075 V; A9 = 2710,

2.3 Digital Design

This section describes the implementation of the chaotic oscillators’ difference equations in a digital
design that is intended for an FPGA. The task is to create a unified design approach that is appli-
cable to all three chaotic oscillators. The first step of creating the digital design is outlining the
mathematical operations of the difference Equations (2.19), (2.20) and (2.22) from the perspective
of sequential digital design. In all three chaotic oscillator difference equations acquired via forward
Euler numerical integration the resulting system shows that the next value of the state variable is
acquired from the current value of the state variable plus the derivative multiplied by the time step.

Difference equation of the Vilnius chaotic oscillator with highlighted operations:
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Difference equation of the RC chaotic oscillator with highlighted operations:

xn+11= x[n] +((k;=1)-ylnl = (k; = 1) - z[n] = x[n])- A8

~ Time step

—_——
Current value g
Derivative
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o
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Difference equation of the Colpitts chaotic oscillator with highlighted operations:

( ~
xln+11= x[n] + (z[n]=p-ig)- A9
Curr;n,t_\//alue e~ Time step
Next value Derivative
yinl+V;  z[n]l+i
yin+1]= yln] +<— —1 4 E). ag
) Curre‘n’ldvalue Rl € € Time step
Next value P J
Derivative
zln+ 1= zlnl  + (Va—xlnl=ylnl—zlnl- Ry) - AG
Current value ~~ —/  Time step
Next value Derivative

(2.24)

zZln+11= zlnl  + (ky-ylnl = (ky +a)-zln]+ f - (zln] = 1)- H (z[n] = 1)) - A8

~ Time step

(2.25)

(2.26)

This form of the difference equations is subsequently mapped onto a digital circuit, as illustrated

in Fig. 2.1. The implementation is based on registers that store and update the state variables at

each rising edge of the clock signal c/k. The current state values x[n], y[n], and z[n] together with

the system constants, are fed into the ”Derivative calculation pipeline”, which evaluates the deriva-

tive terms of the difference equations for each state variable with matched latency. The computed

derivatives are then multiplied by the discrete time step Af. The resulting increments are added to

the corresponding state variables, producing the updated values x[n + 1], y[n + 1], and z[n + 1] for

the next iteration.
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Fig. 2.1. Full digital design of chaotic oscillator system equations.

With the presented design, the implementation difference of each chaotic oscillator is the design

of the derivatives calculation pipeline, which is addressed in the following subsections.
Derivative Calculation Pipeline for Vilnius Chaotic Oscillator

The pipelining approach means that the derivative calculation is split into operation stages fol-
lowed by registers. In the case of the Vilnius chaotic oscillator, the derivative part of the difference
equation is presented in (2.27), where the pipelining process is highlighted by outlining the order
of discrete operations for every derivative. For example, calculating dy would need to perform a
a - y[n] in the first clock cycle, while x[n] — z[#n] is done in parallel in the same clock cycle. After
both results are registered, the difference of the two results is performed in the second clock cycle.
It is notable that the increment calculations of the state variables differ by the number of clock cy-
cles required. However, oscillators must update all state variables simultaneously, which means that

additional registers are required to match the delay of the longest pipeline, dz in this case.

dx = y[n]
B
dy = a- y[n] — x[n] — z[n]
! 1
: 2.27)
- 1 b_c, n] _ ’
dz= - y[n]+g - (gfr[] 1)
1
—Y 2
— 3
L D

51



#1711 To acquire the exponent

Another consideration point is calculating the nonlinear function e
value in one clock cycle, it was decided to use ROM with the pre-calculated ¢! values for the
possible z[n] range. This idea was expanded further by implementing the g - g - (" — 1) inROM
due to the fact that it contains the aforementioned exponents and constants. This allows simplifying

the pipeline, resulting in (2.28).

dx = y[n]
I
dy = a- y[n] - x[n] — z[n]
! 1
J N o (2.28)
2

dz = é - y[n] + ROM(z[n])
- Y

- >
v
2

The system design was initially implemented in MATLAB to accelerate debugging and verifi-
cation. The system is designed using a fixed-point data format. The MATLAB environment enables
convenient adjustment of the integer and fractional bit widths of signals, which is essential for fixed-
point implementation on an FPGA. A ROM-based implementation of the nonlinear function is first
developed and validated in MATLAB, and the resulting memory contents are subsequently reused
in the implementation of the digital design in hardware.

The memory structure is illustrated in Figure 2.2. The integer and fractional bit widths are
identical for all three state variables. The design process in MATLAB showed that the x[#n] requires
at least 8 bits for the signed integer part to describe the dynamic range of the signal. Therefore,
an 8-bit integer width is assigned to x[n], y[n], and z[n]. Additionally, 14 bits are required for the
fractional part to ensure sufficient precision for maintaining chaotic dynamics. The resulting word
length of the chaotic signals is 22 bits.

As shown in Figure 2.2, the ROM addressing is derived from the variable z[n] where 6 bits from
the integer part and 6 bits from the fractional part are used to form the address. Consequently, the
ROM has a 12-bit address space, allowing storage of 4096 data entries, each represented with an

8-bit integer part and a 14-bit fractional part.
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Fig. 2.2. The ROM structure for the Vilnius chaotic oscillator.

Fig. 2.3 demonstrates the contents of the ROM in the case of the Vilnius chaotic oscillator. The
y-axis is used for the stored memory values of ]f - f . (ez[”] — 1) for all possible read address (z[#n]
rounded to 12 bits) values on the x-axis. The input range is from —32 to 31.984375. For the z[n]
inputs greater than 12, the in-memory expression’s integer part exceeds the assigned 8-bit signed
integer value range, so the stored values are truncated to 128 — 271% (maximal signed 8-bit integer

and 14-bit fractional parts fixed point number).

Fig. 2.3. Memory data off - E - (&*" — 1) for z[n] input range.

Derivative Calculation Pipeline for RC Chaotic Oscillator

The equation demonstrates that the system (2.25) for the RC oscillator is very similar to (2.24) in
the case of the Vilnius oscillator. The only difference is the operations performed in the Derivative”
part of the system. For this reason, it is possible to use the digital design presented in Fig. 2.1, only
adjusting the operations done in the derivative calculation block. From (2.25), it can be seen that

the nonlinearity (Heaviside function) has z[n] as an argument. Following the Vilnius oscillator
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implementation procedure described above, the (k L+ a) czlnl+ - (z[n]l=1)- H(z[n]—1)is

replaced with a ROM. The simplified pipeline is shown in (2.29).

-

dx= (k;—1)-ylnl= (k; = 1) - z[n] = x[n]

——

3 ~ Y 7N Y 71 ) (2.29)
- J/ 2

w1

L

The ROM design is identical to Fig. 2.2. The ROM contents for the RC chaotic oscillator are
shown in Fig. 2.4. In this case, for z[n] < —8, the in-memory expression values exceed the 8-bit

signed integer value range, so the stored values are truncated to 128 — 2714,

Fig. 2.4. Memory data of — (kl + a) - z[n] + f - (z[n] — 1) - H (z[n] — 1) for z[n] input range.

Derivative Calculation Pipeline for Colpitts Chaotic Oscillator

The derivative calculation pipeline design for the Colpitts oscillator is addressed next. The

“Derivative” part from (2.26) is shown in (2.30).
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dy= ——- + =—=+=

»

dz =V, —x[n] = y[n] - z[n]

- _ =
1 1 1 1
— N———
2 2
. 7
v
3

(2.30)

To implement the derivative calculation pipeline, the nonlinearity i is approximated using

ROM. The i is used in two equations and it is most convenient to form two different ROMs. The

first ROM contains f - i 3. The second ROM contains —% - %
1 1
input argument. The final pipeline structure is:

(dx = z[n] - ROM,
1 i
— ——
2
dy = 2 _gowm,
€ —_—
N—— 1

1

2

dz = V, —x[n] — y[n] — z[n]

1 1 1 1
2 2

N J
'
3

\

+ i?B, as the i  itself has y[n] as

(2.31)

As shown in Fig. 2.5, in the case of the Colpitts chaotic oscillator, the ROM addressing is derived

from the variable y[n], where 6 bits from the integer part and 6 bits from the fractional part are used to

form the address. Consequently, the ROM has a 12-bit address space, allowing storage of 4096 data

entries, each represented with a 6-bit integer part and a 16-bit fractional part. Fig. 2.6 demonstrates

the contents of the two ROMs.
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Fig. 2.5. The ROM design for the Colpitts chaotic oscillator.

(a) (b)
Vi

. .. - ) N )
Fig. 2.6. ROM containing f - i g (a) and ROM containing Ri< R + - (b).
With the digital designs of the three chaotic oscillators established, the attention can be turned

to the implementation of the digital design of the aforementioned oscillators on the FPGA platform.

2.4 Digital Design Implementation

After establishing the complete digital design of the oscillator with the block calculating the deriva-
tives and the ROM storing the nonlinearity in MATLAB, the VHDL implementation was performed
by translating the expressions. This subsection discusses the FPGA resource utilization and verifies
the correspondence of the VHDL and MATLAB designs.

The FPGA implementation is targeted at the Altera (Intel) Cyclone V SCSXFC6D6F31C6 device
on the DE10-Standard development board. The resource utilization of the VHDL implementations of
the chaotic oscillators is summarized in Table 2.1. The comparison includes the number of adaptive

logic modules (ALMs), digital signal processing (DSP) blocks, and block random access memory
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(BRAM) bits, as well as the percentage of utilized resources relative to the total available on the
5CSXFC6D6F31C6 device.

The results indicate that the designed oscillators occupy only a small fraction of the available
FPGA resources. This suggests that the implementations are suitable for deployment on lower-
capacity devices or can be readily integrated into more complex, resource-intensive systems that
incorporate chaotic oscillators.

A comparison of the individual designs shows that the RC oscillator requires a slightly higher
number of ALMs and DSP blocks compared to the other implementations due to a longer pipeline,
although the difference remains modest. In terms of memory usage, the Colpitts oscillator exhibits

approximately twice the BRAM utilization, which is attributed to the use of two ROMs in its design.

Table 2.1
FPGA resource utilization of chaotic oscillators
Chaotic oscillator ALMs DSP blocks BRAM bits
Vilnius 67 (<1 %) 1(1 %) 90122 (2 %)
RC 115 (< 1 %) 5(6 %) 90122 (2 %)
Colpitts 95 (<1 %) 11 %) 180224 (3 %)

To provide vendor-independent comparison in Table 2.2, Altera ALMs are converted to equiva-
lent LUTs assuming 1 ALM = 2 four-input LUTs, following the Cyclone V ALM architecture. The
table also includes the number of flip-flops (FFs).

Table 2.2
FPGA resource utilization of chaotic oscillators using vendor-independent metrics
Chaotic oscilla- LUTs FFs DSP blocks BRAM bits
tor
Vilnius 134 234 1 90122
RC 230 360 5 90122
Colpitts 190 330 1 180224

To verify that the VHDL-based design accurately reproduces the behavior of the MATLAB
model, a functional simulation was performed using the Questa (ModelSim) simulation tool. The
simulation results were subsequently exported to MATLAB for direct comparison.

Fig. 2.7 and 2.8 demonstrate that, for identical parameters and initial conditions, the signals gen-
erated by the MATLAB model and the VHDL-based implementation are identical and do not diverge
over 10° clock cycles. This indicates that the MATLAB model precisely captures the behavior of the

corresponding digital design. The same consistency was also observed in longer simulation runs.
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Fig. 2.7. MATLAB (a) and VHDL-based digital design (b) Vilnius chaotic oscillator state variable
signals.
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Fig. 2.8. MATLAB (a) and VHDL-based digital design (b) RC chaotic oscillator state variable sig-
nals.

The next step is the verification of the digital designs in the hardware — the SCSXFC6D6F31C6
FPGA chip on the DE10-Standard development board. It is important to note that in this FPGA
implementation, the master clock frequency and the numerical integration step A@ are not identical
quantities. The FPGA system clock f,;;, determines the rate at which arithmetic operations are ex-
ecuted, while A@ is implemented as a constant multiplier in the discretized equations to control the
effective integration step size. In this way, A6 can be set independently of the hardware clock, al-
lowing the same FPGA design to emulate different step sizes by adjusting only the scaling constants,
thus ensuring flexibility in digital realization. To match the analog chaotic oscillator, the integration
step must be the relation of the scaling frequency to the clock frequency (2.32). As the system is

implemented in fixed-point arithmetic, the A is rounded with the fixed-point precision.

_ Jo
Seik

A (2.32)
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Fig. 2.9 presents the hardware verification setup. The FPGA-based chaotic oscillator operates on
a DE10-Standard board. An ADA-HSMC daughter card is connected via a high-speed mezzanine
card (HSMC) connector, providing a two-channel analog-to-digital converter (ADC) and a two-
channel digital-to-analog converter (DAC). For each chaotic oscillator, the two DACs output a pair
of state variable signals that are recorded using the oscilloscope channels of the ADP3450. This

setup allows acquiring all attractor projections of the chaotic oscillators implemented in the FPGA.

Fig. 2.9. Hardware verification of the chaotic oscillators implemented on an FPGA.

The recorded signals are exported to MATLAB for visualization. Fig. 2.10-2.12 compile the
attractor projections of the three chaotic oscillators. The figures show attractors that are very sim-
ilar to their analog counterparts, with minor discrepancies due to the model’s finite precision. As

demonstrated in the following studies, these discrepancies are not significant.

(@) ®) ©)
Fig. 2.10. Two-dimensional attractor projections x and y (a), y and z (b), x and z (c) of the Vilnius
chaotic oscillator.
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(@) ®) ©)
Fig. 2.11. Two-dimensional attractor projections x and y (a), y and z (b), x and z (c) of the RC
chaotic oscillator.

(a) ®) (©)
Fig. 2.12. Two-dimensional attractor projections x and y (a), y and z (b), x and z (c) of the Colpitts
chaotic oscillator.

The developed discrete chaotic oscillators, together with their analog counterparts, are used in
subsequent studies. The presented results confirm that the chosen discretization approach, based
on the forward Euler method, is sufficient to preserve the qualitative dynamics of the original
continuous-time systems, including the characteristic structure of chaotic attractors. Furthermore,
the consistency between MATLAB and VHDL-based implementations demonstrates that the fixed-
point representation and hardware realization do not introduce significant numerical distortion or
instability.

Consequently, the developed discrete models accurately reproduce the behavior of their analog
counterparts and can be reliably used in further investigations, including synchronization studies

between analog and discrete chaotic oscillators.
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3 IMPLEMENTATION AND ANALYSIS OF CHAOTIC
SYNCHRONIZATION IN ANALOG-DISCRETE SYSTEMS

The ability to synchronize two chaotic systems, despite their inherent sensitivity to initial condi-
tions, has opened significant avenues in secure communications, cryptography, and sensor networks.
While classical chaotic synchronization typically involves two identical continuous-time systems or
two identical discrete-time maps, modern communication infrastructures increasingly rely on the
interplay between physical analog hardware and digital processing units. This requires a deep un-
derstanding of hybrid chaotic synchronization, where a continuous-time analog oscillator must syn-
chronize with a discrete-time numerical model or a digital hardware implementation and vice versa.

This chapter explores the feasibility of achieving bidirectional synchronization between analog
and discrete chaotic oscillators using the Pecora-Carroll method. The study progresses through three

levels of complexity:

1. Numerical Simulation: Investigating the interaction between continuous-time LTspice mod-
els and discrete-time MATLAB models.

2. Hardware-in-the-Loop: Establishing synchronization between physical PCB-based oscilla-

tors and MATLAB models via data acquisition systems.

3. Full Hardware Integration: Evaluating synchronization between analog circuits and digital

implementations on FPGA platforms.

By using Pearson correlation as a quantitative metric, this section aims to demonstrate that the
fundamental principles of chaotic substitution remain robust even when crossing the boundary be-
tween continuous and discrete time scales, despite the inevitable presence of quantization noise and

component tolerances.

3.1 Pecora—Carroll Chaotic Synchronization

The first method for synchronizing chaotic systems was proposed in 1990 by Louis M. Pecora and
Thomas L. Carroll in their study [50]. This synchronization technique was also called “Pecora—
Carroll” synchronization. The principle of synchronization is outlined in Fig. 3.1 and is as follows:
the drive system generates a chaotic signal y;, which is then used to replace or “drive” the corre-
sponding variable y, in the response system. As a result, the state variable x, repeats x, and z,
repeats z;. Synchronization occurs even if the initial conditions of the two chaotic systems differ.
The term “substitution method” [51] is also widely used in the literature to refer to this synchroniza-

tion technique.
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Fig. 3.1. Pecora—Carroll chaotic synchronization.

To evaluate synchronization quality, the Pearson correlation coefficient is often used to com-
pute correlation. This metric quantifies the similarity of the drive and response oscillator’s signals.
For arbitrary a and b input signals, the coefficient, denoted as r, is calculated using the following
equation:

e Yizi(a; — a)b; — b) ’
\/Z?:l(ai - ‘7)2\/2;;1(1’,' - b)?

where n is the number of samples, a; and b; are individual samples at index i, and @ and b sample

3.1

means over # points.

The Pearson correlation coefficient r ranges from —1 to 1. A value of r = 1 indicates a perfect
positive linear relationship, which remains invariant to signal scaling or shifting. Conversely, r = —1
signifies a perfect negative linear relationship, while » = 0 indicates a complete absence of linear

correlation between the analyzed signals.

3.2 Study Based on Numerical Simulation

This section investigates the feasibility of achieving Pecora—Carroll chaotic synchronization for the
selected oscillators in two configurations. The first configuration considers analog-discrete synchro-
nization, where the drive system is an anlog oscillator modeled in LTspice, and the response system is
the corresponding discrete oscillator implemented in MATLAB. The second configuration examines
discrete-analog synchronization, in which the drive system is the discrete oscillator implemented in
MATLAB, while the response system is the analog oscillator modeled in LTspice.

This Numerical Simulation step is the first step toward investigating hybrid chaotic synchroniza-
tion, focusing specifically on the interaction between analog and discrete oscillator models.

To ensure compatibility of the chaotic signals of the LTspice and discrete MATLAB models,
transformations described for the derivation of the discrete normalized models were applied to the
signals acquired from LTspice before interfacing them to the MATLAB model. The inverse transfor-

mations were applied to the MATLAB discrete model’s signals before interfacing them in LTspice.
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The transformation required converting the amplitudes from dimensionless values to volts, and the

time axis from discrete dimensionless time to continuous time.
Analog-Discrete Synchronization

Fig. 3.2 demonstrates the analog-discrete synchronization configuration. The y; state variable of
the LTspice-based drive oscillator substitutes y, of the MATLAB-based response discrete oscillator.
As a result, x, should repeat the behavior of x;, and z, should repeat the behavior of z;. The

synchronization’s quality was evaluated using the aforementioned Pearson correlation coefficient.

Fig. 3.2. Analog-discrete Pecora—Carroll synchronization using the LTspice and discrete models.

In the case of Vilnius and RC chaotic oscillators, this exact configuration was used — synchro-
nization was achieved using the y state variable. In the case of Colpitts chaotic oscillators, the syn-
chronization was done using the x state variables as synchronization signals, and synchronization
was evaluated using the y and z state variables.

The synchronized x and z signals in the case of the Vilnius chaotic oscillator are presented in
Fig. 3.3. The synchronization signal is applied at a discrete time & = 100. The figure shows that
the two chaotic systems are initially asynchronous due to conceptual differences in their models, but
after @ = 100, synchronization is achieved. Overall, the discrete model reproduces the behavior of
the LTspice model, but the signals are not a perfect match, showing differences in amplitude and

mean value.
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Fig. 3.3. Time diagrams of the synchronized signals in the case of Vilnius chaotic oscillator analog-
discrete synchronization.

The Pearson correlation coefficient is computed for the 100 samples of synchronized signals and
is presented in Table 3.1. The Pearson correlation coefficient is invariant to the mean values of the
analyzed signals, since it is defined in terms of mean-centered variables. By subtracting the mean
value from each signal, the coefficient quantifies only the linear relationship between their deviations
from the mean. Consequently, any constant offset does not influence the resulting correlation. The
results compiled in Table 3.1 confirm that the analog-discrete chaotic synchronization was achieved,

indicated by the Pearson correlation coefficient values exceeding 0.9.

Table 3.1
Analog-discrete synchronization evaluation using Pearson correlation coefficient
Chaotic oscillator x; and x, y; and y, z; and z,
Vilnius 0.99 — 0.97
RC 0.99 — 0.99
Colpitts — 0.99 0.99

Discrete-Analog Synchronization

Fig.3.4 demonstrates the discrete-analog synchronization configuration. The same Pecora-
Carroll synchronization technique is used, but the synchronization direction is reversed compared to
the previous configuration. The y, state variable of the MATLAB-based drive oscillator substitutes

¥, of the LTspice-based response oscillator. As a result, x; should repeat the behavior of x,, and
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z; should repeat the behavior of z,. The synchronization’s quality was evaluated using the Pearson

correlation coefficient.

Fig. 3.4. Discrete-analog Pecora—Carroll synchronization using the LTspice and discrete models.

The synchronized x and z signals in the case of the Vilnius chaotic oscillator are presented in
Fig.3.5. The synchronization signal is applied at 100 us. The figure shows that the two chaotic
systems are initially asynchronous, but after 100 us, the LTspice model repeats the behavior of the
discrete model. As in the previous study, the signals do not match perfectly after the synchronization
signal is applied, demonstrating mismatches in amplitudes and mean values. For robust applications

of chaotic synchronization, such as chaotic communications, an exact match is not needed.

Fig. 3.5. Time diagrams of the synchronized signals in the case of Vilnius chaotic oscillator discrete-
analog synchronization.

The Pearson correlation coefficient is computed for the 100 samples of synchronized signals.
Table 3.2 compiles the results for the three chaotic oscillators. Table 3.2 confirms that the discrete-

analog chaotic synchronization was achieved for all three chaotic oscillators, indicated by the Pearson
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correlation coefficient values exceeding 0.9.

Table 3.2
Discrete-analog synchronization evaluation using Pearson correlation coefficient
Chaotic oscillator x; and x, y; and y, z, and z,
Vilnius 0.99 — 0.97
RC 0.99 — 0.99
Colpitts — 0.99 0.99

3.3 Study Based on HiL

The next step in investigating Pecora—Carroll hybrid chaotic synchronization involves replacing the
continuous-time numerical model with physical hardware prototypes implemented on a PCB. By
interfacing the PCB-based oscillator with a discrete-time MATLAB model via a data acquisition
system, this setup establishes a HilL framework. Consistent with previous studies, both analog-
discrete and discrete-analog synchronization configurations are evaluated.

To maintain signal compatibility across the hybrid interface, normalization transformations -—
previously derived for the discrete-time models —- were applied to the raw signals acquired from
the hardware before being processed in MATLAB. Conversely, the discrete signals generated in
MATLAB were inverse-transformed to restore the physical voltage and time scales before being
injected into the hardware circuit. This bidirectional mapping ensures that the state variables remain

within the operational range of both the digital algorithm and the analog components.
Analog-Discrete Synchronization

The block diagram for investigating the possibility of analog-discrete synchronization is out-
lined in Fig. 3.6. The y, state variable of the hardware-based drive oscillator substitutes y, of the
MATLAB-based response discrete-time oscillator. As a result, x, should repeat the behavior of x,

and z, should repeat the behavior of z|, evaluated using Pearson correlation.

Fig. 3.6. Analog-discrete Pecora—Carroll synchronization using the hardware and discrete model.

The experimental setup for performing the study in the case of the Vilnius oscillator is shown

in Fig. 3.7. The ADP3450 is used to record the samples of the analog circuit’s state variables. The
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current is obtained from the voltage across the resistor. The recorded signals are then transformed,
and the synchronization signal is applied to the discrete model implemented in MATLAB. Finally,

the correlation is computed in MATLAB.

Fig. 3.7. Experimental setup for analog-discrete synchronization of the Vilnius chaotic oscillators.

The time diagrams of the x; and x,, z; and z, in the case of the Vilnius chaotic oscillator are
presented in Fig.3.8. The synchronization signal y; is applied at a discrete time § = 100. Time
diagrams show that the two chaotic systems are initially asynchronous, but after the synchronization
signal is applied, they become synchronized. Despite differences in amplitude and mean value, the

similarity in behavior is clear.
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Fig. 3.8. Time diagrams of the synchronized signals in the case of Vilnius chaotic oscillator analog-
discrete synchronization.

The results of computing the 100 sample Pearson correlation for the analog-discrete synchro-
nization are shown in Table 3.3. The results compiled in Table 3.3 confirm that the analog-discrete
chaotic synchronization was achieved, indicated by the Pearson correlation coefficient values ex-

ceeding 0.9 for all considered state variables of the chaotic oscillators.

Table 3.3
Analog-discrete synchronization evaluation using Pearson correlation coefficient
Chaotic oscillator x; and x, y; and y, z; and z,
Vilnius 0.99 — 0.95
RC 0.97 — 0.99
Colpitts — 0.98 0.99

Discrete-Analog Synchronization

The block diagram for investigating the possibility of discrete-analog synchronization is outlined
in Fig. 3.9. The y, of the hardware circuit substitutes the y; of the discrete model. This results in
x; repeating the behavior of x, and z; repeating the behavior z,. Like in the previous study, the

synchronization quality is evaluated by computing the Pearson correlation for x; and x,, z; and z,.
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Fig. 3.9. Discrete-analog Pecora—Carroll synchronization using the hardware and discrete model.

The experimental setup for performing the study is shown in Fig. 3.10. First, the chaotic sig-
nals x,, y,, and z, are taken from the discrete model implemented in MATLAB and transformed
back to voltages. Then synchronization signal y, is applied to the chaotic oscillator via the arbi-
trary waveform generator of the ADP3450. The applied voltage signal substitutes the corresponding
state variable, thus performing the Pecora-Carroll synchronization. The oscilloscope channels of the
ADP3450 record the voltages of the circuit. Finally, correlation is computed in MATLAB for the

recorded signals.

Fig. 3.10. Experimental setup for discrete-analog synchronization of the Vilnius chaotic oscillators.

The results of the discrete-analog synchronization are displayed in Fig. 3.11. In this case, the
displayed x; and x,, z; and z, signals are voltages, and the figure shows signals after the synchro-
nization was applied. The moment of synchronization was not recorded, as it required a different
experimental setup. Nevertheless, the time diagrams show that the behavior of the hardware circuit
repeats that of the discrete model. As in the previous study, the signals are not identical and have

amplitudes and mean value mismatches.
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Fig. 3.11. Time diagrams of the synchronized signals.

The results of computing the 100 sample Pearson correlation for the discrete-analog synchro-
nization are shown in Table 3.4. Pearson correlation coefficient in all cases equals or exceeds 0.9,

thus confirming the high quality of the discrete-analog synchronization.

Table 3.4
Discrete-analog synchronization evaluation using Pearson correlation coefficient
Chaotic oscillator x, and x, y; and y, z; and z,
Vilnius 0.99 — 0.90
RC 0.99 — 0.99
Colpitts — 0.98 0.99

3.4 Full Hardware Integration

This subsection is devoted to verifying analog-discrete and discrete-analog synchronization using the
analog chaotic oscillators implemented on PCB and FPGA-based discrete chaotic oscillators. The
synchronization configurations of the studies are depicted in Fig. 3.12. The state variables of the
analog oscillator are x;, y;, and z, while the state variables of the FPGA-based chaotic oscillator
are x,, ¥, and z,.

In Fig. 3.12 (a), the analog oscillator is a drive system, while the FPGA-based chaotic oscillator
is a response system. Synchronization is achieved by passing the y, state variable to the response
system and replacing y,. By doing this, x, starts following the behavior of x, and z, starts following

the behavior of z;. A discrete-analog synchronization is shown in Fig. 3.12 (b), where the FPGA-
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based oscillator is a drive system, and the analog oscillator is a response system. Passing the y, to
the response system and replacing y;, x; starts following the behavior of x,, and z; starts following
the behavior of z,. Signal similarity is evaluated by calculating the Pearson correlation between the

corresponding signals.

(a) (b)

Fig. 3.12. Analog-discrete (a) and discrete-analog (b) Pecora—Carroll synchronization.

Fig. 3.13 demonstrates the experimental evaluation of discrete-analog synchronization. The
FPGA-based chaotic oscillator operates on a DE10-Standard board. An ADA-HSMC daughter card
is connected via a HSMC connector, providing a two-channel ADC and a two-channel DAC. The
first DAC channel outputs a y, synchronization signal applied to the analog chaotic oscillator. The
second DAC channel outputs x, in the first set of measurements and z, in the second set of mea-
surements. ADP3450 oscilloscope channels are used to record and save x, x,, and z;, z,. Next,

the Pearson correlation between the corresponding signals is computed in MATLAB.

Fig. 3.13. Experimental verification of discrete-analog chaotic synchronization.
Fig. 3.14 demonstrates the experimental evaluation of analog-discrete synchronization. In this
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case, y; signal is passed to the ADC input and forwarded then to the FPGA-based oscillator. FPGA
signals x, and z, are passed to DAC. In this case, the ADP3450 oscilloscope channels record x;, x

and z;, z, simultaneously. The correlation is also estimated in MATLAB.

Fig. 3.14. Experimental verification of analog-discrete chaotic synchronization.

Fig. 3.15 demonstrate the recorded waveforms of the Vilnius chaotic oscillators with applied
synchronization in the case of discrete-analog synchronization. The figures demonstrate that with the
synchronization signal applied to the analog oscillator from the FPGA board, the analog oscillator
behavior matches the behavior of the FPGA-based oscillator. In the case of the Vilnius chaotic

oscillator, the x;, x, and z;, z, signals show very close agreement.

(@) (b)

Fig. 3.15. Discrete-analog synchronization of Vilnius chaotic oscillator x (a) and z (b) state variables.

Fig. 3.16 demonstrate the recorded waveforms of the Vilnius chaotic oscillators with applied

synchronization in the case of analog-discrete synchronization. The figures demonstrate that with the
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synchronization signal applied to the FPGA-based oscillator from the analog oscillator, the FPGA-
based oscillator’s behavior matches to the analog oscillators. The x;, x, and z;, z, signals match,

demonstrating successful synchronization.

(a) )

Fig. 3.16. Analog-discrete synchronization of Vilnius chaotic oscillator x (a) and z (b) state variables.

Tables 3.5 and 3.6 compiles the correlation coefficients calculated for every Vilnius, RC and
Colpitts chaotic oscillator state variable in the discrete-analog and analog-discrete synchronization
cases. The results show that in most cases, the correlation coefficient is over 0.9 and very close to
1, thus confirming that analog-discrete and discrete-analog synchronization was achieved between
analog and FPGA-based chaotic oscillators. The fact that the signals’ coincidence is not perfect can
be attributed to the mismatch of the parameters in the analog and FPGA-based oscillators. Another

contributor to this is noise, whose influence is further examined in the next section.

Table 3.5
Synchronization evaluation using correlation coefficient
Discrete-analog Analog-discrete
Chaotic oscilla- x; and x, z; and z, x, and x, z; and z,
tor
Vilnius 0.97 0.98 0.93 0.92
RC 0.72 0.97 0.89 0.90
Table 3.6
Synchronization evaluation using correlation coefficient
Discrete-analog Analog-discrete
Chaotic oscilla- y, and y, zy and z, y; and y, z; and z,
tor
Colpitts 0.93 0.97 0.91 0.96
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3.5 Discussion

In this section, the possibility of achieving hybrid analog-discrete and discrete-analog chaotic syn-
chronization was successfully demonstrated across multiple platforms and oscillator topologies.

Based on the experimental and simulation results, the following conclusions can be drawn:

o Robustness of the Pecora—Carroll method: The “substitution method” proved effective for
synchronizing hybrid systems. High correlation coefficients (typically » > 0.9) were consis-
tently achieved for the Vilnius, RC, and Colpitts oscillators, regardless of whether the drive

system was analog or discrete.

e Cross-domain compatibility: The study confirmed that by applying appropriate scaling trans-
formations to account for voltage-to-dimensionless units and continuous-to-discrete time map-

ping, a mathematical discrete model can accurately track the dynamics of a physical circuit.

o Hardware and FPGA realization: The successful synchronization between PCB-based cir-
cuits and FPGA implementations validates the practical utility of these systems. While small
discrepancies in amplitude and mean values were observed—attributed to parameter mis-
matches, and ADC/DAC quantization—the fundamental chaotic trajectories remained highly

correlated.

e Metric validity: The use of the Pearson correlation coefficient provided a reliable measure of
synchronization quality, as it remained invariant to the constant offsets and mean-value shifts

inherent in analog-to-digital signal conversion.

Overall, the results presented in this chapter establish a solid foundation for the development
of hybrid chaotic communication systems, where both analog and discrete chaotic oscillators are

utilized.
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4 PERFORMANCE OF ANALOG-DISCRETE AND
DISCRETE-ANALOG CHAOTIC SYNCHRONIZATION

This chapter investigates the performance of Pecora—Carroll chaotic synchronization in hybrid con-
figurations, primarily analog-discrete and discrete-analog. The analysis focuses on two key perfor-
mance aspects: noise immunity and synchronization speed. These aspects are critical for evaluat-
ing the robustness and practical applicability of chaotic synchronization in real-world environments
where noise and system imperfections are unavoidable.

The studies are conducted using both simulation and experimental approaches, combining LT-
spice models, discrete-time MATLAB models of the oscillators, and hardware prototypes of the
analog oscillators. The Vilnius and RC oscillators are considered to provide a comprehensive com-
parison across different dynamical behaviors. The first part of the section evaluates the impact of
additive noise on synchronization quality, while the second part examines synchronization and de-
synchronization times under varying noise conditions. Together, these analyses provide insight into
the reliability, stability, and implementation trade-offs of hybrid chaotic synchronization configura-

tions.

4.1 Synchronization Noise Immunity

The first study on the performance of hybrid Pecora—Carroll synchronization is synchronization noise
immunity. This study aims to assess the influence of noise on the quality of chaotic synchronization
in each configuration. The following subsections elaborate more on the simulation (using the LTspice
and discrete models) and experimental (using the hardware and discrete models) setups and analyze
the acquired results. Unlike the previous study, this section considers only Vilnius and RC chaotic

oscillators.
Analog-Discrete Synchronization

The first part of this study evaluates the noise immunity of analog-discrete synchronization.
Fig. 4.1 illustrates the experimental setup. The drive chaotic oscillator is implemented either as an
LTspice model or as a physical analog oscillator, while the response oscillator is represented by a
discrete model. Additive B.L.AWGN is introduced into the chaotic signals of the drive oscillator.
Each noise component is generated independently for each chaotic signal by applying low-pass fil-
tering with a cutoff frequency matched to the bandwidth of the corresponding chaotic signal. This
approach is based on the assumption that noise components overlapping with the signal bandwidth

have the most significant impact on synchronization.
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(@) (b)
Fig. 4.1. Chaotic oscillator’s discrete model synchronization with LTspice model (a), and analog
oscillator (b).

The injected noise affects the synchronization quality, leading to its degradation as the noise
power increases relative to the signal power. The signal-to-noise ratio (SNR) metric is used in this

study and is defined as:

P.
SNR = 10 - log,, < Ff‘gm‘l>, @.1)

noise
where Py, and P, ;. are the average powers of the signals.

Fig. 4.2 presents the implementation of noise immunity analysis for discrete model synchroniza-
tion using LTspice-generated signals. The LTspice outputs are exported to MATLAB, where they
are resampled and appropriately scaled. Subsequently, noise corresponding to a predefined SNR is
added to the signals. The perturbed synchronization signal, y; + n,, is then applied to the discrete
model. Finally, the correlation is evaluated between the signal pairs x, and x; + n;, as well as z,
and z; + n3.

Fig. 4.3 shows the experimental evaluation of noise immunity for synchronization with a physical
analog oscillator. The chaotic signals are acquired using ADP3450 oscilloscope channels; the figure
presents an example based on the Vilnius chaotic oscillator. As in the LTspice case, the recorded
signals are resampled and scaled before being used as inputs to the discrete model, after which the

synchronization performance is quantified via correlation analysis.

Fig. 4.2. Implementation of the discrete model synchronization with LTspice model.
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Fig. 4.3. Implementation of the discrete model synchronization with analog oscillator.

Discrete-Analog Synchronization

The second part of this study focuses on evaluating the noise immunity of discrete—analog syn-
chronization. Fig. 4.4 illustrates the experimental setup. In this case, the drive chaotic oscillator is
implemented as a discrete model, while the response oscillator is realized either as an LTspice model
or as a physical analog oscillator. As in the first part of the study, B.L.AWGN is added to the chaotic

signals of the drive oscillator.

(@ (®)
Fig. 4.4. Chaotic oscillator’s LTspice model (a), and hardware prototype (b) synchronization with
discrete model.

Fig. 4.5 presents the evaluation of noise immunity for synchronization between the discrete
model and the LTspice implementation. The discrete signals are first resampled and scaled in MAT-
LAB. Noise corresponding to a specified SNR is then added before exporting the signals to LTspice.
For correlation analysis, all signals are subsequently rescaled to match the parameters of the discrete

model.
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Fig. 4.6 demonstrates synchronization between the discrete model and the hardware prototype
under noisy conditions. In this setup, the signal generator channel of the ADP3450 is used to trans-
mit the noisy synchronization signal from the discrete model to the analog chaotic oscillator. The
resulting chaotic signals are captured using the oscilloscope channels. As in the previous cases, the
recorded hardware signals are appropriately scaled before evaluating their correlation with the noisy

discrete model signals.

Fig. 4.5. Implementation of the LTspice model synchronization with the discrete model noise im-
munity.

Fig. 4.6. Implementation of the hardware prototype synchronization with the discrete model noise
immunity.

Study Results

This subsection summarizes the results of the analog-discrete and discrete-analog synchroniza-
tion noise immunity study; the results are grouped by the oscillators. The results using the approx-
imated curves for the RC chaotic oscillator are presented in Fig. 4.7 and the results for the Vilnius
chaotic oscillator are presented in Fig. 4.8. As expected, the correlation level is mostly 0.8 to 0.95 for
30 dB SNR and the correlation level decreases with the decrease in SNR (i.e., increase of the noise
level) down to 0.1-0.2 for 0 dB SNR. Analyzing the results compiled in the two figures, the match
between the LTspice and hardware results are exceptionally close, with the differences explained by

the additional noises and mismatches introduced in hardware. The overall close match between the
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LTspice and hardware means that the LTspice is precise in terms of synchronization performance in
hardware.

The RC chaotic oscillator results in Figs. 4.7 (a) and 4.7 (b)) show little difference in the behavior
of x and z state variables and close match between the analog-discrete and discrete-analog chaotic
synchronization performance. The Vilnius results in Figs. 4.8 (a) and 4.8 (b) show that the z state
variable has lower correlation than x for the given noise levels. This means that this state variable is
more sensitive to noise due to the waveform of the signal. Comparing the results of the two chaotic

oscillators, the RC chaotic oscillator demonstrates better synchronization for the two state variables.

(a) (b)
Fig. 4.7. Analog-discrete (a) and discrete-analog (b) synchronization noise immunity of RC chaotic
oscillator.
(a) (b

Fig. 4.8. Analog-discrete (a) and discrete-analog (b) synchronization noise immunity of Vilnius
chaotic oscillator.
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Discrete-Discrete Synchronization Comparison

This subsection investigates and compares the noise immunity of discrete-discrete versus analog-
discrete chaotic synchronization for both the Vilnius and RC chaotic oscillators. The performance
is evaluated using the previously established methodology: the Pearson correlation coefficient r is
computed across a range of SNR. The results are illustrated in Fig. 4.9 and 4.10.

As anticipated, the synchronization quality exhibits a monotonic degradation as the SNR de-
creases. However, the data reveals a clear performance hierarchy: discrete-discrete configurations
consistently outperform their analog-discrete counterparts across the entire SNR spectrum. This su-
periority is primarily attributed to the perfect parametric alignment between the drive and response
models in the purely discrete domain. In contrast, analog-discrete synchronization is hampered by
model mismatch and the non-ideal parasitic behaviors inherent in physical analog circuit, which are
not fully captured by the discrete mathematical model. Despite these practical limitations, analog-
discrete synchronization remains robust, maintaining a correlation coefficient 7 > 0.5 for SNR levels
above 12 dB.

Fig. 4.9. Analog-discrete and discrete-discrete synchronization noise immunity of RC chaotic oscil-
lator.
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Fig. 4.10. Analog-discrete and discrete-discrete synchronization noise immunity of Vilnius chaotic
oscillator.

4.2 Synchronization and De-synchronization Time

The second study on the performance of Pecora-Carroll analog-discrete and discrete-analog syn-
chronization is synchronization and de-synchronization time. This study assesses the time required
for the synchronization and de-synchronization at 30 dB SNR. The following subsections elaborate

more on the study details and analyze the acquired results.
Analog-Discrete and Discrete-Analog Simulation and Experimental Setup

This study introduces a switch that controls when the synchronization signal is applied. Fig. 4.11
demonstrates the example with analog-discrete synchronization, where the synchronization signal is

passed to the controlled switch before applying it to the discrete model.

Fig. 4.11. Chaotic oscillator’s discrete model synchronization with LTspice model example with the
added switch to estimate synchronization and de-synchronization time.

In case the synchronization occurs in LTspice or MATLAB, only minor functional modifications
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are required. The only major addition is to discrete-analog synchronization using the hardware pro-
totype demonstrated in Fig. 4.12. The DG419 [52] analog switch circuit is introduced to perform
the study. The synchronization signal from the discrete model is passed to the first input Inl of
DG419 from the signal generator of ADP3450, while the second input In2 is left open. The switch
control input is connected to the second signal generator channel of ADP3450. The generated 2 kHz
rectangular control signal has 5 V on high and 0 V on low levels. The switch control signal is
recorded on the 3rd channel of the oscilloscope to determine the start times of the synchronization

and de-synchronization intervals.

Fig. 4.12. Implementation of the hardware prototype synchronization with the discrete model for
estimating synchronization and desynchronization time.

Fig. 4.13 demonstrates an example of the change in correlation coefficient over time in the case
of RC physical analog prototype synchronization with the discrete model. The synchronization time
is taken as the time between the start of synchronization (when the switch signal was set to 5 V)
and the moment when correlation reached 80% of the maximum level of synchronization. The
de-synchronization time is measured similarly—the time is taken between the end of the synchro-
nization signal application and the moment when correlation reaches 20% of the maximum level.
In every configuration the average times are estimated by performing 10 synchronization and de-

synchronization trials.
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Fig. 4.13. Time diagram of window correlation of z state variables in the case of RC chaotic oscillator
hardware prototype synchronization with the discrete model.

Study Results

This subsection compiles and analyzes the results of the analog-discrete and discrete-analog
synchronization and de-synchronization times for the Vilnius and RC chaotic oscillators. The results
in the case of analog-discrete synchronization are compiled in Table 4.1, while Table 4.2 presents
the results in the case of the discrete-analog synchronization. The benefit of using the dimensionless
time scale is that the results for two chaotic oscillators become comparable despite the different
frequencies of oscillations.

Table 4.1 generally shows lower values, especially for the Vilnius chaotic oscillator. This sug-
gests that the discrete-time system tracks the analog drive signal more efficiently or with less la-
tency. Table 4.2 demonstrates significantly higher values, especially in the case of Vilnius oscillator
in LTspice jump significantly (e.g., z desync rising from 0.50 to 8.74). This indicates that forcing
an analog system with a discrete-time signal is inherently more “difficult” for the system to settle,
likely due to the discrete model being more simplified.

Another point apparent from the results is the simulation and the hardware disparity. In Table 4.2,
in the case of Vilnius oscillator, LTspice predicts a very high de-sync value for z (8.74), while
the hardware shows a much lower value (1.55). This suggests that the real-world analog circuit
may have inherent damping properties that make it more resilient to de-synchronization than the
idealized models in LTspice. In the case of RC chaotic oscillator x variable (Table 4.2), the hardware
sync value (3.29) is over three times higher than the LTspice prediction (1.04). This implies that

the hardware RC oscillator struggles much more to maintain synchronization in practice than the
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simulation suggests.

Table 4.1
Analog-discrete synchronization and de-synchronization times, 6
Chaotic oscillator Variable LTspice Analog oscillator
Sync De-sync Sync De-sync
Vilnius x 0.77 0.64 0.67 0.70
z 1.00 0.50 1.00 0.33
RC x 1.20 0.55 2.21 0.40
z 0.97 0.20 1.08 0.11
Table 4.2
Discrete-analog synchronization and de-synchronization times, 6
Chaotic oscillator Variable LTspice Analog oscillator
Sync De-sync Sync De-sync
Vilnius x 3.71 8.55 2.99 1.72
z 2.37 8.74 4.85 1.55
RC x 0.97 0.20 1.08 0.11
z 1.04 1.52 3.29 0.76

4.3 Discussion

The results presented in this section demonstrate that both analog-discrete and discrete-analog
chaotic synchronization schemes exhibit robust performance under noisy conditions, although their
behavior differs depending on the system configuration and implementation domain. The noise
immunity study confirms that synchronization quality degrades predictably with decreasing signal-
to-noise ratio, while maintaining strong agreement between LTspice simulations and hardware
experiments. Among the evaluated systems, the RC chaotic oscillator consistently shows higher
resilience to noise compared to the Vilnius oscillator, particularly across multiple state variables.

A clear performance hierarchy is observed, with discrete-discrete synchronization providing the
highest robustness due to ideal parameter matching, followed by analog-discrete and discrete-analog
configurations. Despite the inherent limitations of hybrid systems — such as model mismatch and
analog non-idealities — analog-discrete synchronization remains sufficiently robust for practical ap-
plications.

The analysis of synchronization and de-synchronization times further highlights fundamental
differences between configurations. Analog-discrete synchronization generally achieves faster con-
vergence, indicating efficient tracking of analog signals by discrete models. In contrast, discrete-
analog synchronization exhibits slower dynamics and greater sensitivity to system imperfections,
especially in experimental conditions. Notably, discrepancies between simulation and hardware re-
sults emphasize the importance of accounting for real-world effects such as parasitics and damping

in analog implementations.
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Overall, the findings provide a comprehensive evaluation of hybrid chaotic synchronization per-
formance, offering valuable guidance for the design and implementation of practical systems where

trade-offs between accuracy, robustness, and complexity must be carefully balanced.
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S CHAOS-BASED AUTHENTICATION

The security of modern communication systems increasingly relies on multifaceted protection lay-
ers, where physical-layer authentication (PLA) has emerged as a robust complement to traditional
cryptographic methods. By exploiting the unique hardware characteristics or signal dynamics of a
transmitter, PLA provides a non-algorithmic security barrier that is difficult to spoof or replicate.
Among the various signal sources explored for this purpose, chaotic oscillators offer a compelling
advantage due to their extreme sensitivity to initial conditions and internal parameters, alongside
their inherent noise-like appearance.

This chapter focuses on the development and implementation of a hardware-efficient authentica-
tion scheme based on the Vilnius chaotic oscillator. Central to this scheme is the ability of a receiver
to accurately track the internal dynamics of a transmitter using chaotic synchronization. Specifically,
the digital design of a parameter estimator intended for FPGA deployment is studied. By utilizing an
adaptive LMS filter architecture, the system is capable of estimating the oscillator’s internal damping
parameter, a.

The section details the mathematical derivation of the estimator, its pipelined digital implemen-

tation, and an extensive performance evaluation.

5.1 Chaos Oscillator Parameter Estimator-Based Hardware Authentication

Scheme

The current section presents the concept of the chaos-based PLA scheme for wireless sensor network
(WSN). The star-topology chaos-based WSN originally proposed in [37] is presented in Fig. 5.1.
The key design element of the presented system is the use of analog chaotic oscillator circuits in each
individual sensor node (SN) together with the discrete models of chaotic oscillators implemented in
gateway (GW) for chaos-based wireless data transfer. Chaotic oscillators would be a cost-effective
solution for an individual SN. On the GW, a single FPGA chip can host discrete models of multiple
oscillators, thus making it possible to transfer information between the SNs and GW using chaotic
waveforms. The previous sections demonstrated that it is possible to establish synchronization be-

tween analog chaotic oscillators and their discrete models hosted on an FPGA.
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Fig. 5.1. Star-topology WSN based on application of analog and discrete chaos oscillators.

In order to understand the proposed PLA scheme, it is important to outline the key design el-
ements of the chaos-based data transfer scheme shown in Fig. 5.2, which represents a generalized
architecture based on works [53], [54]. The transmitter hosts the drive chaos oscillator with state
variables x;, y; and z;. The state variable y; is used to establish chaotic synchronization using
Pecora-Carroll approach [50]. The binary information signal b (¢) is transferred by applying a chaos
shift keying (CSK) technique. The figure shows that the transmitted information is encoded by ap-
plying phase shift keying (PSK) to the chaotic state variable x, as in [54]. The transmitter then
applies modulation to transfer the information-carrying and synchronization signals to the receiver
through the wireless channel. Alternatively, the chaos-based data transmission system in [53] trans-
fers the binary information signal b (#) by CSK using x; and z|, yet the core elements of the system
are similar.

The receiver hosts the response chaotic oscillator with state variables x,, y, and z,. The demod-
ulator outputs the received y; and information-carrying x;. By Pecora-Carroll synchronization, the
¥; replaces the y, of the receiver’s oscillator, thus establishing synchronization. When synchronized,
X, and x,, as well as z, and z; signals match. The detection of the received binary information signal
b’ (¢) is done by calculating Pearson’s correlation coefficient using x, and the received information-
carrying x. In the context of chaos-based WSN, the transmitter’s chaotic oscillator is implemented
as a circuit on PCB, and the receiver’s chaotic oscillator is implemented as a discrete model on a
FPGA.

Fig. 5.2. Generalized chaos-based data transfer scheme.
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The key enabling factor for such data transfer is the ability of chaotic oscillators to synchronize.
The use of chaotic carriers alone enhances the security aspect on the hardware level, yet chaotic
synchronization alone is not enough to fully secure the data transfer. The receiver can easily syn-
chronize and receive data from another, possibly unauthorized transmitter with a similar oscillator.
This leads to a necessity to supplement the previously proposed chaos-based data transfer schemes
with a mechanism for distinguishing between different transmitters.

Chaotic synchronization is highly robust; data transmission requires two synchronized chaotic
oscillator signals, and the oscillator dynamics are governed by parameterized equations directly re-
lated to the chaotic waveforms. Therefore, the proposed authentication scheme relies on estimating
at least one parameter of the transmitter’s chaotic oscillator at the receiver. The detailed outline of

the proposed authentication scheme is presented in Fig. 5.3.

Fig. 5.3. Proposed chaos-based authentication scheme.

The figure demonstrates the transmitter sending the x; and y; signals to the receiver. Like in the
data transfer case, the y, is used for Pecora-Carroll synchronization. In the receiver, the received x;
and y; as well as the signal from the local chaotic oscillator z, are passed to the block that estimates
one of the parameters of the transmitter’s chaotic oscillator. The use of chaotic synchronization
allows using z, that is in phase with z;, thus there is no need to transmit all three chaotic signals
in order to estimate the transmitter’s oscillator parameter. This system can supplement the existing
proposed modulation schemes in Fig. 5.2, enabling the identification of the transmitter’s chaotic os-
cillator based on a selected control parameter. This estimation can be performed before the message
transfer. Because the signals used in the estimation are transmitted over a public channel, the pa-
rameter must be dynamically adjusted according to a pre-agreed pattern, thereby preventing the data
from being received from an unauthorized transmitter with a similar architecture.

The parameter estimation mechanism exploits the stable synchronization regime: once the state
synchronization error is driven to zero by Pecora-Carroll synchronization, this enables the conver-
gence of the estimator to a stable value. Although the present approach does not employ adaptive
laws for synchronization as in adaptive synchronization schemes, its robustness relies on a similar
feedback-driven error correction principle in the estimator itself. In this sense, the presented estima-

tor shares conceptual similarities with adaptive synchronization [22], [55].
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The following sections further elaborate on the implementation and performance evaluation of

the oscillator parameter estimator in the case of the Vilnius chaotic oscillator.

5.2 Vilnius Chaotic Oscillator Parameter Estimator

The first step of designing the parameter estimator is to select the parameter of the chaotic oscillator
that will be estimated based on the difference equations. The difference equation of the Vilnius

chaotic oscillator with highlighted operations:

(x[n+1]= x[n] + y[n] - ég

— .
Current value  Derivative Time step
Next value

yin+1l="yln] + (a-yln]—x[n] —z[n])- A0

— .
< Current value VT Time step (5~1)
Next value Derivative
= Ly £ . (ezlnl
zln+1]l=  z[n] +(-4+--yu]—=--C-1))- Af
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Current value  \Q _ Time step
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L Derivative

By observing the system (5.1), the most convenient parameter for estimation is a from the second

term of the difference equations:

yln+ 1] = y[n] + (a - y[n] — x[n] — z[n]) - A6. 5.2)

From this equation, the parameter a can be expressed as:

Antllzyln] 4 x[n] + z[n]

Qestimated [n] = = y[n] . (53)

The convenience is that the equation contains only one parameter and that the signal relations

are linear, unlike other terms of the system (5.1). Relating to the analog circuit, the parameter a is

defined as:
R, L,
a=(k-1)—, p= —, 5.4)
P G

where k is the closed-loop gain of the operational amplifier, and R, is the series resistor in the
resonant loop. The variable p represents the characteristic impedance of the L;C| resonant circuit.
The parameter a directly influences the effective damping of the resonant subsystem and there-
fore governs the qualitative behavior of the oscillator. In the circuit, this parameter can be adjusted
either via the gain k or the resistor R;. As demonstrated in earlier studies [47], varying a yields

transitions between periodic oscillations, period-doubling cascades, and fully developed chaos.

89



Digital Implementation of the Parameter Estimator

The digital design of the a parameter estimator is divided into two components: first, the numer-

ator is acquired from (5.3):

_ yln+ 1] = y[n]
- A9

second, the estimated value of a is acquired from the expression:

s[n] + x[n] + z[n], 5.5)

Qostimated[N] = % (5.6)

The digital implementation of the first component is presented in Fig. 5.4. The digital design is
a pipeline set to work in Fixed-point arithmetic. The s[n] is acquired by inputting the x[n], z[n],
A1l and performing the required operations as described in (5.5). Because the time step is a multiple

A -
yln
of two, the A0

resulting in a 4 clock cycle delay. As shown in (5.6), the second component requires s[#n] and y[n]

division can be done with bit shifting. The acquisition of the s[n] takes 4 registers,

in the same phase, so a digital delay line for delaying the y[n] for 4 clock cycles is added, giving the

Ydelayea[] output signal.

Fig. 5.4. Pipeline design for acquiring the numerator par of the a parameter estimator.

The digital implementation for the second component is not as straightforward because division
of the two signals in the digital system cannot be done in a single clock cycle and requires an algo-
rithm. The solution to acquire a,g;mareq[?] is through the adaptive filter LMSS (Wiener filter with
minimum mean squared error (MMSE)). The equation (5.6) with the yde,ayed[n] can be expressed

as
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Qestimated [n] - Ydelayed [n] = s[n]. (5.7

Defining the cost function as a squared error, the following is obtained:

j[n] =E [(s[n] — Qestimated [n] - ydelayed[n])z] . (5.8)

Next, the equation is differentiated with respect to a,;mareq (7], resulting in

d
% =-2- ydelayed[n] : (S[n] - aestimated[n] ' ydelayed[n]) . (5.9

Thus, a,imaeq[?] can be assessed using the stochastic gradient as

df[n]

y—z (5.10)
daestimated [n]

Qestimated [n+1]= Aestimated [n] -

The final equation for the digital implementation is acquired by applying (5.9) in (5.10), resulting

in

Qestimated [n+ 1] = Qestimated [n] + 2:“ " Vdelayed [n] - (S[}’l] — Qestimated [n] - Vdelayed [n]) . (5.1

The constant y is the step size (also known as the convergence speed). This constant depicts
how fast the algorithm converges to the Wiener MMSE solution. This constant needs to be selected
accordingly, as setting u too low results in slow convergence, while setting it too high produces

output oscillations. A sufficient condition for mean-square stability is

2
< —2.
Ely[n]"]
Fig. 5.5 presents the digital implementation of the LMS adaptive filter (5.11). The first two

0<u (5.12)

registers are the output registers of the numerator calculation pipeline from Fig. 5.4, so they out-
put the s[n] and Y ,/4ye4[n] for the LMS adaptive filter. The filter is a pipeline feedback structure
that performs the mathematical operations defined in (5.11) with additional delays to ensure that the
operations are performed on the correct signal samples. A critical design aspect is the aforemen-
tioned convergence speed p and multiplication with 2. In the system, 2u is set to 1 X 107>. The
system is implemented in fixed-point arithmetic, so the 2 constant is floored, making it a multiple
of two and allowing multiplication to be replaced with bit-shifting. Because the 2y is a very small
constant, the output a,;mqeq[7] requires 20 fractional bits. The expected integer range is from
0 < a,g1imateal] < 2, so devoting 2 integer bits would be enough, yet the system has 4 integer bits

for some headroom.
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Fig. 5.5. The digital implementation of the LMS adaptive filter for parameter a estimation.

The FPGA resource utilization of the presented estimator’s design, together with the resource
utilization of the Vilnius chaos oscillator, is presented in Table 5.1. The design was compiled for
an Altera (Intel) Cyclone SCSXFC6D6F31C6 chip. To provide vendor-independent comparison,
Intel ALMs are converted to equivalent LUTs assuming 1 ALM = 2 four-input LUTSs, following the
Cyclone V ALM architecture.

Table 5.1
FPGA resource utilization of the estimator together with Vilnius chaos oscillator.
Resource Utilization Available Utilization, %
LUT 614 83820 0.7
BRAM 90122 5662720 1.6
FF 550 166000 0.33
DSP 6 112 5.36

Performance Evaluation

This subsection is devoted to studying the performance of the designed parameter estimator for
the Vilnius chaotic oscillator. The first test of the estimator is demonstrated in Fig. 5.6. The block
diagram in Fig. 5.6 (a) shows that the signals x[n], y[n], and z[n] of the discrete oscillator are passed
to the estimator. The parameter a of the oscillator is set to 0.47 and is kept constant. The output of
the estimator is presented in Fig. 5.6 (b). The initial value of a,;.r.4[11] Was set to 0, and it is seen
that the a,y;mqa0q4[1] 18 rapidly approaching the stable value with insignificant ripples, reaching it
after 4 X 10* clock cycles. The diagram also displays the true value of the a parameter, overlaying
it as the level with a dashed line. The estimator’s output a,; 44 [71] 1evel equals 0.485, which does
not match exactly the transmitter’s a parameter. This is because the LMS does not converge to the

true physical parameter but to the best linear MMSE estimator of s[#] from y;,;4ye4[1]-
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(@ (b)
Fig. 5.6. Experimental setup for verifying the a parameter estimator (a) and the output of the a
parameter estimator (b).

The second test evaluates the estimator’s performance when it is tasked with estimating the pa-
rameter a of the transmitter with the receiver’s oscillator synchronized to the transmitter’s oscillator.
The block diagram of the verification setup is presented in Fig. 5.7 (a). The transmitter sends the
x1[n] and y;[n] signals to the receiver, where y;[n] is used to achieve chaotic synchronization using
the Pecora-Carroll approach. The synchronization signal is applied after 5 X 10* clock cycles. The
received x;[n] and y,[n] as well as the signal z,[n] from the receiver’s chaos oscillator are passed
to estimate the transmitter’s a parameter. This setup exactly reflects the proposed authentication
scheme presented in Fig. 5.3. In the receiver’s oscillator, a is fixed at 0.47, while the transmitter’s
oscillator is switched to 0.6, 0.5, and 0.3, after every 2 X 10° clock cycles following synchronization.

Fig. 5.7 (b) shows the a n] output signal of the estimator. In the first 5X 10* clock cycles,

estimated [
the receiver’s and transmitter’s chaos oscillators are asynchronous, S0 @,;,,qreq [11] dOo€s not output a
stable level, which is expected. After the synchronization signal is applied, the a,;nareq 1] reaches
a stable level equal to 0.61, then after 2 X 10° clock cycles, Qystimatea ] 1€vel switches to 0.51, and
after another 2 X 10° clock cycles, @,yimareq[?] level switches to 0.31. When synchronized, the
estimator tracks the a parameter of the transmitter’s chaos oscillator, which is also displayed on the

graph. The reached g n] levels exhibit minor ripples and approximately 4 X 104 cycles of

estimated |
transition time, like in Fig. 5.6 (b).

In the current configuration the 4x 1 04 cycles of convergence time at 50 MHz FPGA system clock
yields an estimated time of 800 us. Chaos-based data systems can operate at 60 kb/s, comparable to
low-bitrate long-range IoT that operate in 0.3-300 kb/s range, which the developed chaos-based data
transfer paired with PLA targets. The estimator, in its current form, has very little overhead given

the low bitrate and can be further adjusted and used for the PLA.
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(@ W]
Fig. 5.7. Experimental setup for verifying the a parameter estimator in synchronous mode (a) and
the output of the a parameter estimator (b).

Overall, although the estimator does not produce the exact values of the transmitter’s a, it outputs
levels that are clearly distinguishable and close to the original values. Furthermore, the difference
between actual and estimated a appears to be constant. Another observation made in the Fig. 5.7 (b)
results is that the ripples on the estimated level in the case of transmitter’s a equal 0.6 are more than
in the case of the other a values. This raises the question of what distinguishable a levels can be
reliably used for authentication.

The next study examines how the estimated average value and minimum-maximum range of
Qygtimatea VALY based on the transmitter’s a. For the study, the transmitter’s a is varied from 0.2 to
0.7 in increments of 0.01. The two cases of receiver’s a are taken - in the first case receiver’s a equals
0.47, like in Fig. 5.7; in the second case receiver’s a equals 0.6.

The results of the study are presented in Fig. 5.8. The results in the case of receiver’s a equals 0.47
in Fig. 5.8 demonstrate a very small minimum-maximum ranges when transmitter’s a is from 0.2 to

0.52, making them well distinguishable. The a 4 Mminimum-maximum range then increases,

estimate
reaching its peak at 0.61 and then decreases. Within this a value range, the minimum-maximum
ranges of the neighboring a,;,,.eq Values overlap, meaning that they are indistinguishable when
used for authentication. Every third a value must be used instead.

Alternatively, if the receiver’s a is set to 0.6, the g 4 Minimum-maximum ranges are dif-

estimate
ferent across the transmitter’s a value range. For the transmitter’s a range 0.2 to 0.52, the minimum-
maximum ranges increase, resulting in a slight overlap, so every second @, ,ureq 15 distinguish-
able. The range above 0.52 has decreased minimum-maximum ranges, also making every second
Q,stimatea distinguishable instead of every third, as in the case when the receiver’s a was set to 0.47.

The results present several key points. First, it is possible to select a set of distinguishable param-
eter a values to use in the authentication. Second, the minimum-maximum range of the estimator’s
output depends on the receiver’s parameter a, making this a crucial and controllable parameter when

selecting the a values used for authentication. Finally, the difference between the estimated and true
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values of a is the same across the entire parameter range, as seen by overlaying the true values with
a dashed line. The maximum relative error of the average a in Fig. 5.8 does not exceed 6 % if the
linear shift is not compensated. By compensating the estimated average 0.017 shift, the relative error

then does not exceed 1.01 %. This highlights the necessity for calibration.

(@) (b)
Fig. 5.8. The output of the a parameter estimator average and minimum-maximum range for different
transmitter a values in the case of receiver’s a = 0.47 (a) and in the case of receiver’s a = 0.6 (b).

The next study aims to investigate how additive noise affects the performance of the estimator.
The setup for this evaluation is demonstrated in Fig. 5.9 (a). The notable modification is the inclusion
of B.L.AWGN, which is added to the transmitter oscillator’s signals x;[n] and y;[n]. The added
noise signals are in-band with the related chaotic signals, representing the worst-case scenario, as
the out-of-band noise can be filtered, thus improving the SNR. Since the parameter estimation system
is designed to operate with synchronous receivers’ and transmitters’ chaotic oscillators, this noise
will affect both the oscillators’ synchronization and the estimation quality. The transmitter’s and
receiver’s a are both set to 0.47, and the noise signal’s SNR is varied from 18 to 50 dB.

The results of this study are presented in Fig. 5.9 (b). The first set of results was obtained for the
convergence speed 2 set to 1x1 073, which is the same as in previous studies. The results present the
Qystimated AVeTage value and minimum-maximum range across the SNR range, demonstrating that the
minimum-maximum range noticeably increases as the SNR decreases. This behavior is expected and
indicates that the noise will affect the ability to distinguish the levels of the parameter. Improving the
noise performance of the estimator is possible by decreasing the convergence speed, i.e, increasing
the window of the adaptive filter. The second set of results was acquired for the convergence speed

2usetto3 X 107 and demonstrates a noticeably lower a 4 minimum-maximum range for the

estimate

same SNR levels.
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(@) (b)
Fig. 5.9. Experimental setup for verifying the a parameter estimator in B.L.AWGN channel (a) and
the output of the a parameter estimator (b).

5.3 Discussion

This section introduced a novel scheme based on chaotic oscillator parameter estimation for PLA.
The possibility of setting and estimating the parameter of the chaotic oscillator provides a powerful
authentication mechanism that can be integrated into chaos-based data transfer systems.

The performance evaluation of the designed estimator identified several key aspects for success-
ful deployment. The primary factor is the tradeoff between estimation time and precision, governed
by the convergence speed. Faster convergence reduces estimation time but increases output fluc-
tuations, making it more difficult to distinguish discrete parameter ranges used for authentication.
Noise immunity analysis further showed that these fluctuations increase with noise level, requiring
convergence speed adaptation according to the channel state.

In the proposed chaos-based data transfer system, the channel state can be estimated using the
already implemented Pearson correlation coefficient, which evaluates synchronization quality by
measuring the similarity between local and received chaotic signals. This enables dynamic adjust-
ment of the parameter estimation process under noisy conditions.

Another important factor is the receiver oscillator’s native parameter, which determines which
transmitter parameter ranges can be reliably distinguished. This allows the system to be highly
configurable by selecting the receiver’s native parameter and adjusting convergence speed to achieve
the desired authentication precision. Combined, these features create a highly parameterized system

capable of mitigating unauthorized data transmission from similar architectures.
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CONCLUSIONS

This Doctoral Thesis has presented a comprehensive study on the analysis, design, and experimental
validation of analog-discrete chaotic systems and their synchronization.

The results demonstrate that chaotic synchronization between analog circuits and FPGA-
based digital models is both feasible and reliable. High levels of synchronization accuracy were
achieved, confirming that discrete-time implementations can effectively reproduce the dynamics
of continuous-time chaotic systems and vice versa when appropriate scaling and normalization
techniques are applied.

The research further shows that FPGA-based implementations using fixed-point arithmetic are
capable of preserving essential chaotic properties, making them suitable for real-time and hardware-
efficient applications. Among the investigated configurations, analog—discrete synchronization ex-
hibited the highest robustness, while discrete-analog configuration also provided satisfactory perfor-
mance under practical conditions. Although noise, quantization effects, and component tolerances
introduce deviations from ideal behavior, the systems maintained stable synchronization within ac-
ceptable limits, demonstrating their robustness in real-world environments.

In addition, the feasibility of chaos-based authentication was validated through parameter estima-
tion techniques. The results indicate that chaotic systems can be effectively utilized for physical-layer
security applications, offering a promising alternative to conventional methods.

In summary, this Thesis establishes a unified framework for the development and implementa-
tion of analog-discrete chaotic systems, contributing to the advancement of secure communication

technologies and hardware-based security solutions.
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